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AHHOTANIUA

B naHHOM ITOKYMEHTE COAEpIKaTCs TPESOOBAHMS U PEKOMEHIAIMH TI0 UCIOIB30BAHUIO CPEICTBA
kpunrorpadpuueckoid  3amutel  uHpopmarmu  (CK3U)  «Kpunro-KOM  3.5»  (BapuaHTsI
UCTIONHEHNst 1, 2) B 3alIMINEHHBIX TNPHUKIANHBIX cHcTeMax, ocHamenHsix CK3U, w  matotes
pexoMeHaarun 1mo oprannzanuy 3amutel CK31 1 D9BM 0T HeCaHKIIMOHHUPOBAHHOTO AOCTYIIA.

WHucTpykimu aJIMHUHUCTPATOPaAM 0e30IMacHOCTH u [I0JIH30BAaTEIIIM Pa3IYHBIX

AaBTOMATH3MPOBaHHBIX  cucTeM, wucnoiedyrommx CK3U  «Kpunto-KOM  3.5»  (BapuanTs
UCTONHEHUs 1, 2), TOMKHBI pa3pabaThIBaThCS ¢ YUETOM TPeOOBaHHI HACTOSILETO TOKYMEHTA.
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BBEJIEHUE

O¢dexTrBHOE pelieHne npodiieM 3ammThl MHGOpManuu TpeOyeT KOMIUIEKCHOTO MOAXOJa,
coyeraromero B cebe Kpunrorpaduueckue, OpraHM3alMOHHO-TEXHUYECKHE M aJMHHUCTPATUBHBIC
METO/IBL.

[Ipu coznaHum 3alMIIEHHBIX MPUKIAAHBIX cHCTeM Ha 6asze cepruduipoBanabix CK3U BeIOOp
HEeo0X0MMOro Habopa peanu3yeMbIX Kpunrorpadpuueckux GpyHKIUI 1 OpraHn3alMOHHO-TEXHUYECKUX
Mep ONpejeNseTcss B 3aBHCUMOCTH OT MOJENM MpPEIoJiaraeMblX Yrpo3 M TpeOOBaHMU MOJINTHKA
6e30MacHOCTH NPOEKTUPYEMOH CHCTEMBI.

B pazmene 1 Hacrosmero HOKyMeHTa NMPHUBOIITCS PEKOMEHIANWHU IO ucmoib3oBaHuio CK3U
«KpunTto-KOM 3.5» (BapuaHTHI HCTIONHEHUS 1, 2) B 3aIUIIEHHBIX MIPUKIATHBIX CHCTEMAaX.

Paznen 2 HacTosimero JOKyMeHTa COAep KUT pekoMeHnaruu 1o BerpanBanmio CK3U «Kpumro-
KOM 3.5» (BapuaHTHI HcTIONHEHHA |, 2) B 3aMIXAIIEHHBIC TIPUKITATHBIE CHCTEMBL.

Paznen 3 HacTosIero JOKyMEHTa COJIEPKUT TpeOOBaHWUS M PEKOMEHAAIMM B YacTH
OPTaHHU3al[IOHHO-TEXHUYECKUX M aJMHHUCTPATUBHBIX MEPOIPHATHH, BKIIOYas TpeOOBaHUS MO
pa3MelIeHHI0 TeXHHYEeCKUX cpencts, ucnoipdytomux CK3U B «Kpunto-KOM 3.5» (BapuaHTh
ucnonHenus 1, 2), u tpedoBanus no 3amute ot HCJl npu ycraHoBke u skcrutyaraunu CK3U.

Pa3nen 4 HacTOsIIEro JOKyMEHTa COACPXKUT TPEeOOBAaHMSA U PEKOMEHIAUH 110 UCTIOIb30BAHHIO
CK3U B BUPTyaJIbHBIX cpeliax.
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1. PEKOMEHJIALMHA 11O UCITOJIB30BAHUIO CK3U4 B
SAHIUINMEHHBIX ITPUKJIAJHBIX CUCTEMAX

Hacrosmmuit pazgen cogep>xut pekomerganuu 1o ucronszoBarnio CK3U «Kpunro-KOM 3.5»
(BapuaHThI UCTIONHEHUS 1, 2) B 3aIIMIIECHHBIX TPUKIATHBIX CUCTEMAX.

1.1. Kon¢puaeHnuajibHOCTh HHpOPMaAIUN

[Ipn mnepenave NaHHBIX 1O WH(YOPMALMOHHO-TEIICKOMMYHHKALMOHHOM CETH, a TaKXe IpH
XpaHeHHHM JaHHbIX (HAa JUCKaX, B 0a3e MJaHHbBIX), KOH(QHUICHIMAILHOCT OOecHeYnBacTCs
UCTIOJIb30BaHUeM (pyHKIM mn(ppoBaHUsL.

1.2. Hnentudukanus 1 aBTOPCTBO

[Ipu cereBoM B3anMMOJEHCTBUU (YCTAHOBJICHHH CEaHCa CBS3M) MIACHTH(UKAIMS U aBTOPCTBO
B3aUMOJICHCTBYIOIINX CTOPOH obecrneuynBaercss (GyHKOusAMH diekTpoHHOH noamucu (OI1) mpu
UCIIONIb30BAaHUN WX B MpoLecce ayTeHTU(HKauK (HampuMmep, B COOTBETCTBUH C PEKOMEHIALMSIMU
X.509 [4]). OmHOBpEeMEHHO MpH ayTeHTH()HUKAUN JOJKHA 00CCIICYMBATRLCS 3allUTa OT MEPEIOBTOPOB.
Jlnst 9THX 1eedl MOKET UCIOJIb30BaThCsl (DYHKIMS UMHMTO3AIINTHI C BRIYMCICHHEM MMUTOBCTABKH Ha
CECCHOHHOM KJII0Ye (CHMMETPHUYHBIN KITI0Y IU(QPOBaHMS).

B 3amumeHHOM  3JEKTPOHHOM  JIOKYMEHTOOOOpoTe  WISHTH(HKAMs ¥  aBTOPCTBO
obecreunBaeTcs UCIOIb30BaHUueM (yHKiu DI 31IeKTpOHHOro AOKyMeHTa. J[OMONHUTEIBHO AOJDKHA
OBITH TpelyCMOTpPEHa 3allUTa OT HAaBA3BIBAHUSA, IEPENOBTOPAa JNEKTPOHHOIO JOKyMEHTa U
L[EJIOCTHOCTh CIIPABOYHUKOB Kitouel nposepku OI1.

1.3. IeaxocTHOCTH

LlenocTHOCTh  3alUMIAEMBIX JaHHBIX oOecreunBaercst WcCHojib3oBaHueM QyHKkimid Ol
AIMEKTPOHHOTO JOKyMeHTa. [lpu ucmonb3oBaHuu GyHKuMit mmpposanus (6e3 ucnomb3oBanus IIT)
LEJIOCTHOCTh JIAHHBIX oOOecreunBaeTcss UMUTO3auTon. [ obecreueHus LeNOCTHOCTH XPaHUMBIX
JIAHHBIX MOJKET OBITh HCIIOJb30BaHAa (DYHKLMS XCIIMPOBAHMS WJIM MMHUTO3AIIUTHI, HO IPU 3TOM HE
obecrieunBaeTcst aBTOPCTBO HH(POPMAIIHH.

1.4. Heorka3yeMOCTh OT Nepeiayu 3J1eKTPOHHOIO I0OKYMEHTa

HeoTka3yemocTs OT mepenadd 3JIEKTPOHHOTO JOKyMEHTa OOecIeunBaeTCsi IMOJINCHIO
JIOKyMEHTa OTIIPaBUTENEM C Hcrosib3oBanueM ¢(ynkumit OI1 M XpaHeHHEM NpPUEMHOW CTOPOHOI
JokymenTa ¢ Ol B TeueHHe yCTaHOBJICHHOTO CPOKa.

1.5. Heorka3yeMoCTh OT pHeMa 3J1eKTPOHHOI0 J0KYMEHTAa

HeoTka3yemMocTs OT IpHeMa 3JIEKTPOHHOTO JOKyMEHTa oOOecleuMBaeTcsi HMCHOIb30BaHUEM
¢ynkmii OI1 1 KBUTHPOBAaHHEM IIpHUEMa JOKyMEHTa (HOAMUCH KBUTAHIMH TOJTydaTesieM), XpaHEHHEM
JOKyMeHTa 1 KBUTaHIuu ¢ OI1 B TeueHne yCTaHOBJICHHOTO CPOKa OTHPABIISIONICH CTOPOHOM.

1.6. 3ammTa OT NEePenoBTOPOB

3amuTa OT MEepPEernoBTOPOB 00ECHEeYMBAETCS HCIOJIB30BAHUEM KpUNTOrpapuyeckux (QyHKIHH
OI1, mudpoBaHUs WM IMUTO3AIIKUTHI C JOOABICHHEM YHUKAIEHOTO WACHTH()UKATOPA CETEBOM CECCHU
(9MIEKTPOHHOTO TOKYMEHTa) C MOCJIeNYIOIEeH ero MpoBepKOW MPHUEMHONW CTOPOHOW WM pa3pabdoTKOH
CIICLIMATM3UPOBAHHOTO [IPOTOKOJIA ayTeHTH()UKALUK (0OMEHa 3JIEKTPOHHBIMH JOKYMEHTaMH).

1.7. 3ammTa oT HaBsI3bIBAHUS UH(OpPMaAIUH

3amuTa OT HapyIINTENsl, HaBA3BIBAIOIIEr0 NPUEMHON CTOpOHE COOCTBEHHYHIO HH(OpMALHIO,
MepelaHHyl0  SKOOBI OT JIMI@ CAHKIMOHHUPOBAHHOTO TMOJB30BaTelNsl (HapylleHHEe aBTOPCTBA
nHdopmanum), obecrednBaercss ucnons3oBanueM Gynkumit Ol ¢ npoepkoit aTpuOyTOB
JJIEKTPOHHOT'0 JOKyMEHTa ¥ Kiro4a rnposepku JI1 oTnpaBuTens.

3ammTa OT HAaBS3BIBAaHUS HHGOPMAIMK TIPH KOMIIPOMETAIlMH KITI04a oOecreynBaeTcs
OpTraHU3aI[IOHHO-TEXHHYECKIMH MEpPOIPUATHIMH, HaTpuMep, CO3/1aHIEM CHCTEMBI
[EHTPAJIM30BAHHOTO yTpaBICHUS KI0YeBOH MH(popMarmed (omoBemeHneM a0OHEHTOB) WM
pa3paboTKOH CHenHaTM3UPOBAHHBIX MTPOTOKOJIOB 3JIEKTPOHHOTO JOKYMEHTO000pOTA.
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2. PEKOMEHJIALIMA ITO BCTPAUBAHUNIO CK3HU

IToxpobuoe omucanne TpeboBaHMIA, KOTOPHIE TOJDKHBI BBHIIOIHATHCS Ipu BerpanBaHmn CK3U
«KpunTto-KOM 3.5» (BapuaHThI HCHIOTHEHUS 1, 2) B BBICOKOYPOBHEBBIE IIPOTOKOIIBI 3aIUTHI JAHHBIX U
B 3aIMIICHHBIC TPIJIOKCHHS, HCIONB3yromue kpunrorpadmueckue ¢pynknnn CK3U, mpuBomures B
paznene «TpeboBanust mo BcTpamBanuto CK3M B mpuitoskeHMs» WHCTPYKLIMHU 10 BCTPAMBAHMIO IS
COOTBETCTBYIOIIEro BapranTa ucnonHenus CK3U.

IIpu BcrpamBarnn CK3U «Kpunro-KOM 3.5» (BapmaHThI McmonHeHHs 1, 2) B 3amIuIeHHbIC
NPUKJIAJHBIE CHCTEMBI C OTKPBITBIM pPACHpEeNeiCHHEM KIoUeil HEeoO0XOOMMO MpPUACPKHUBATHCS
CJEIYIOIMNX PEKOMEHIAIHi:

UCToNb30BaHue Kiroued mnpoepku OII nomyckaercs TOMBKO B Cilydae JOCTOBEPHOTO
MOATBEPXKACHAS WX TOUIMHHOCTH (OTCYTCTBHE HCK@KCHMH W  IPHUHAIIICKHOCTD
OIIPEICIICHHOMY JIHILY); BBITOJIHEHHE 3TOTO YCIOBHSA 00CCIeUHBACTCS !

- 3aBepeHHeM Kifoda mpoBepkd Il TpeTbell JTOBEPEHHON CTOPOHOHN (MCHONB30BaHHE
xmoda mpoBepku JIl B coctaBe mudpoBoro ceprudukara kiroda mnposepku Ol
3aBEpEeHHOr0 yzaocroBepstomuM 1eHTpoM (Y1), nnm HoTapuanbHOE 3aBEepeHHE KOIMHU
kmoya mposepku Ol Ha OyMaXHOM HOcHTeNe, COOCTBEHHOPYYHO IOJIHMCAHHOM
BJIa/IeNbIIEeM KiTr04a poBepku OI1);

- obmeHoM Kimo4yamMu mpoBepkd OIl mnpu JMYHOM BeTpeue UX BIAJCNBLEB —
B3aUMO/JICHCTBYIOIIUX CTOPOH;

- JIOBEpPEHHBIM pACIpPOCTpaHEHHEM U XpaHeHHeM Kimouedl mnpoepku OII B Buze
CIIPaBOYHHUKOB U Jp.;

B CIy4ae HCIOJIB30BaHUS IU(PPOBEIX cepTH(UKATOB Kitoued mposepku Ol B kauecTse

TpeTbell TOBEPEHHOH CTOPOHBI MOXET BEHICTymaTh cepTuduuupoBaHubii PCH Poccnn

ynocroBepsitotnuit nentp (Y1), dbopmupyrommii ceprudukartel kiarouei nposepku Ol u

CIHMCKM aHHYJIHMPOBAaHHBIX CEepTU(HKATOB Kiodyed nposepkn Il B cooTBeTcTBHHM C

Pexomenmammsmu ITU-T X.509 [3], RFC 3280 [4], RFC 4491 [5], TK26 [7];

IIpU Ka)KJOM HCIIOIb30BaHUU cepTH(HKaTa Kioua nposepku D11 JoKHA BBIOIHATECS €TO

MpOBEpPKa C MOMOINBI0 cepThduKaTa Kioda mnpoBepku Ol nosepennoii croponsl (YII),

MIOJIyYEHHOTO U XPAHALIEToCs C MCHOIb30BAaHUEM IMPOIEIYpP, UCKIIOYAIOMIHUX €ro HOJMEHY,

HCKa)XEHUE U HEeIITaTHOE HUCIOJIb30BaHUE;

JUIi  WUCKIIOYEHHS  BO3MOXKHOCTH  HCIIONB30BAaHUS ~ CKOMIIPOMETHPOBAHHOTO MM

aHHYJIMpOBaHHOTrO ceprudukarta kimova nposepku I, BMecte ¢ nposepkoit D11 VII mon

ceprudukaroM Kiroda npoBepkd Ol MODKEH BBIMOTHATHCS MOWCK CCBUIKM Ha JIAHHBINA
cepTu(UKaT B CIIMCKE aHHYJIMPOBaHHBIX cepTH(UKATOB Kirouer nmposepkn 11 u mposepka

OI1 V1] nox criuckow;

npu pabore co chpaBoYHMKaMH Kimoded mnposepkn Ol ciemyer npuaepx uBaThes

PEeKOMEHIAIMiA, U310XKeHHbIX B 1.3.1.3 nokymenTa [6];

yOpaBJieHHE KIIOYeBOW cucteMoi, moctpoeHHod Ha 0Oaze CK3U «Kpumro-KOM 3.5»

(BapuanTel HCHONHEHHS 1, 2) ¢ HCIOJIB30BAHHUEM IUPPOBBIX CEPTUPHUKATOB KIFOUCH

npoBepku O, TOKHO BBINOIHATHCA B COOTBETCTBHM C PEKOMEHAIMSIMH, PHUBEIEHHBIMHI

B pasjiene 4 nokymenra [6].
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3. OPTAHMBAIIMOHHO-TEXHUYECKHUE U
AIMMUHUCTPATUBHBIE MEPOIIPUATHUSA IIPU
UCITOJIB3OBAHUM CK3HU

3amuTa annapaTHOro u nporpamMmmuoro obecneuennst or HCJl nmpu ycTaHOBKE M UCIIOIb30BAaHUU
CK3H sBnsiercsi coctaBHOW uacThlo oOmieil 3amaun obecrieueHus Oe3zomacHocTH HH(opManuu B
cucreme, B coctaB kotopoii Bxoaut CK3U.

Hapsiny ¢ npumenernem cpeacts 3ammTsl oT HC/l HeoOX0auMO BBEIITOTHEHHE IIETO0TO psifa Mep,
BKJTFOYAOIIETO B c€0sI OPraHU3aOHHO-TEXHIYECKNE W aIMIHUCTPATUBHBIE MEPOTIPUSTHS, CBA3aHHBIC
¢ obecrieyeHreM IMPaBWIBHOCTH (YHKIMOHUPOBAHUS TEXHHYECKHX CPEACTB 0OpabOTKH W Iepeaadn
nHpopMaLuK, a TaK)KE YCTAaHOBJIECHHE COOTBETCTBYIOIIMX MPABHJI JJIsI 0OCITY>KHBAIOIIEr0 MEpCoHaa,
JIOMYIIEHHOTO K paboTe ¢ KOH(UIAECHINATbHOW HH)OPMALIUEH.

B TIPUBEACHHBIX HIDKE pasaciaax CcoAepKaTCcsd OCHOBHBIC Tpe60BaHI/Iﬂ 110 BBIIIOJIHCHHIO
YKa3aHHBIX MEP 3alIUTHI.

3.1. Opranusanus padot no 3amurte oT HC/|

3amura uHpopmanuu or HCJI momkHa oOecrieuyrBaThCsi Ha BCEX TEXHOJIOTMYECKMX 3Tarax
00paboTkn MH(OPMAMK W BO BCEX PEXNMMax (YHKIMOHHUPOBAHWSA, B TOM YHCIE NPU IPOBEACHUU
PEMOHTHBIX M PETIIaMEHTHBIX padoT.

3amuta nHpopmaumu ot HCJ] nomkHa npenycMmarpuBath KOHTPOIb 3((GEKTUBHOCTH CPEACTB
3ammTtel or HCJl. DTOT KOHTpOJb MOJDKEH IEPHOJUYECKH BBINOJHITHCS —aJIMHHUCTPATOPOM
06e30MacHOCTH Ha OCHOBE TpeOOBaHMI TOKYMEHTallMu Ha cpeacTBa 3amuThl or HCJI.

B opranumzamum, skcmiyatupyroomeii CK3U, momkeH ObITh Ha3HA4YCH aJMUHHCTPATOP
6e30MmacHOCTH, Ha KOTOPOTI'O BO3JIAraloTCs 3afayd OpraHM3aluu paboT mo ucmnonb3oBaHuio CK3U,
BBIPAOOTKH COOTBETCTBYIOUIUX MHCTPYKIMH AJIS MOJIb30BaTENeH, a Takke KOHTPOJIb 3a COOII0IeHUEM
OTMHUCAHHBIX HIKE TPEOOBAHUIA.

IIpaBom moctyma x paboumm Mectam ¢ ycraHoBieHHbIME CK3W moipkHBI 007a1aTh TOJBKO
ONpeZIeTIeHHbIE  JUId  OKCIUIyaTallid  JIMI@, TPOIIEANINE  COOTBETCTBYIOIIYIO  IOATOTOBKY.
AnMuHHCTpaTOp 0€30MaCHOCTH JIOJDKEH 03HAKOMHTB Ka)ZIOT0 Mojib3oBareds, npumMensitoniero CK3U,
¢ noxymenTtanueit Ha CK3U, a Taxke ¢ APYyrMMH HOPMATHBHBIMHU JOKYMEHTaMHM, CO3JaHHBIMH Ha €&
OCHOBE.

3.2. TpeGoBanus no pa3MelleHHI0 TEXHMYECKUX CPECTB ¢
ycranoBjaeHnbiMm CK3U

ITpu pa3MerieHnu TeXHUIECKUX CpelcTB ¢ ycTaHoBIeHHBIM CK3U:

e JloikHBI OBITH TPHHATHI MEPHl MO HCKIIOYEHUIO HECAaHKIMOHMPOBAHHOTO JIOCTYIA B
MIOMEIIEHUS, B KOTOPBIX pa3MeIleHbl TeXHHYECKHe cpencTBa ¢ ycraHoBieHHbIM CK3U,
IIOCTOPOHHUX JIMI[, IO pOXy CBOEH JMAEATENbHOCTH HE SBJIOMUXCA IIEPCOHAIOM,
JIOIYIIIEHHBIM K paboTe B 3TUX MOMEIIECHUSIX.

e BHyTpeHHAs IUTaHUPOBKA, pACIOJIOKEHHE W YKOMIUICKTOBAaHHOCTh paboumx MecT B
MTOMEIICHUAX JOJDKHBI 00eCieuynBaTh HCIOJHUTEISIM PabOT COXPAaHHOCTh AOBEPEHHBIX UM
KOH(MACHIIMAIbHBIX JJOKYMEHTOB M CBEJICHHH, BKIIIOUas! KIIFOUYEBYI0 HH)OPMALHIO.

e Pasmemienne CK3U B momemeHusx, B KOTOPBIX OCYIIECTBISETC 00paboTKa HHpOpMAIIHH,
colepiKalleil CBEAEHUs,, COCTaBIAIOIIUE TOCYJApCTBEHHYIO TaliHy, OCYIIECTBIISAETCS
YCTaHOBJIEHHBIM MOPSIAKOM.

3.3. TpebdoBanus no ycranoske CK3U, a Tak:ke 0011eCHCTEMHOT0 1
cnenquagbHoro IO na 9BM
K YCTaHOBKE O6III€CI/ICT€MHOFO U CIICHUaJIbHOI'O IMPOTrpaMMHOTO 06€CHC‘IGHI/IH, a TakKxKe CK3I/I,

JIOMYCKAIOTCS JIMIA, MPOIIEIINE COOTBETCTBYIOIIYIO MOATOTOBKY M M3YUMBILIHUE JOKYMEHTAIMIO Ha
cootBercTBytomee [10 u na CK3U.

IIpu ycranoBke mporpammuoro obecrnieuenns CK3U crenyer:

e Ha TtexHMYeckHx cpeacTBax, MpeaHasHaueHHbIX 11 pabotsl ¢ CK3U ncnonp30BaTh TOIBKO
JUIIEH3MOHHOE ITPOrpaMMHOE obecriedeHre GUpM-U3rOTOBUTEIECH.
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e B cmyuae, ecnim B MoOAenM Yyrpo3, KOTOPBIM JOKHO mpoTtuBocTosts CK3U B
nHpOpMaMOHHON cHUCTeMe 3aKa3uuKka, IPU3HAHA ONACHOW yTedyKa MO0 TEXHHUYECKUM
kaHaimaM, OBM, Ha xortopsix ycranaBmuBaercs CK3W, momkHBI OBITH JOMYIICHBI IS
00paboTkn wHpOpManuu MO AeicTByromuM B Poccuiickort @enepanui TpeOOBaHUAM 10
3amuTe MHPOPMAIMH OT YTEUKH MO TEXHHYECKUM KaHajlaM, B TOM 4YHCIE, IT0 KaHATy CBSI3U
(manpumep, CTP-K).

e [Ilpu moaxmoueHnu [1OBM c ycranoBiaenasiM CK3U k kaHanmaMm CBS3H, BBEIXOISIIMM 3a
IpeAensl KOHTPOIMPYEMOH TEPPUTOPHH, 3alluTa KaHajda CBA3M JOIDKHA O0OECTIeunmBaTHCS
IIPUMEHEHUEM ONTHYECKHUX Pa3BA3bIBAIOIIUX YCTPOUCTB.

e Uucramsaus CK3U Ha pabounx MecTax IOJDKHA MPOM3BOAUTHCS TOJBKO C TUCTPUOYTHBA,
MOJIyYEHHOTO 10 JOBEPEHHOMY KaHay.

e Ilpu ycranoske I10 CK3M na O3BM pomkeH ObITh oOecrieueH KOHTPOJIb LEJIOCTHOCTH U
noctoBepHocTh auctpuOytuBa CK3U u coBmectHo moctaBnsembix ¢ CK3U kxoMmoHeHT
cpenst pyukionuposanus (CD).

e Ha 5BM He HOmWKHBI yCTaHAaBIMBAThCSA cpeacTBa paspabotrku [10 m ornmamumku. Ecmm
CPEeACTBa OTIANKH MPYIIOKEHNH HYXKHBI JJIs1 TEXHOJIOTHYECKUX MMOTPEOHOCTEH OpraHu3alIliy,
TO WX HMCIOJIb30BAHUE JIOJDKHO OBITH CAaHKIMOHHPOBAHO aJMHHHCTPATOPOM OE30MaCHOCTH.
ITpu 3TOM IOIKHBI OBITH PEATM30BaHBl MEPHI, HCKITIOYAIONINE BO3MOXXHOCTh HCIIOIB30BAHUS
3TUX CPEICTB A penaktupoBanus koaa u namsitu CK3U u npunoxeHui, nCnoab3yonmx
CK3H, a Ttaxxe qia mpocMmotpa kozxa ¥ maMatd CK3U u nmpusoxeHui, HCHOIb3YIOMNX
CK3M, B mporecce odpadorkn CK3U 3amumaemoii HHGOpMAIMK W/UITU TIPU 3arpyKEHHOI
KJIFOUEeBOM HHPOpMAIIHK.

e [IlpemycMoTperb  Mepbl,  HCKIIOYAIOUIME€  BO3MOXKHOCTh  HECAHKIMOHHUPOBAHHOTO
HEOOHAPYKMBAEMOT0 WM3MEHEHMs amlapaTHON 4YacTH TEXHMYECKHX CPEJICTB, Ha KOTOPBIX
ycranosneHsl CK3W (Hampumep, myTeM OIEYaTBIBAaHUS CHCTEMHOTo OJIoKa M pa3beMOB
3BM).

e [locme 3aBepuieHWs IIpoIecca YCTAaHOBKH JOJDKHBI OBITh  BBIIIOJHEHBI JCHCTBHA,
HEOOXOAMMBIC  JUIS  OCYNIECTBJICHHS  NEPHOANYECKOTO  KOHTPOIS  IIEJOCTHOCTH
ycranHosneHHoro I1O CK3U, a taxke ero okpyXeHHs B COOTBETCTBUHU C JOKYMEHTaLUEH
(eM. [1]). Koutpons nenoctHoctu 110 CK3U nomkeH oCymIeCTBIATHCS MEPHOIUUSCKH, HE
pexe uem pa3 B 30 nHEi.

e Jlocme 3aBepuieHHs THpolecca YCTAaHOBKM JOJDKHBI OBITh  BBINOJTHEHBI JeicTBHA,
HEOOXOANUMBIE JJISI OCYLIECTBICHUS NEPUOTUUECKOT0 KOHTPOJS CTATUCTHYECKOTO KayecTBa
BeixogHOU mocnenoBatensHoctr JCY (BACY u ITJICY), Bxomsauux B coctaB CK3U (cm.
[9]). KoHTposb CTaTHCTHUYECKOTO KayecTBa BBIXOAHOM mociemoBatenbHocTd JJCU momkeH
OCYIIIECTBIISATHCS IEPHOANIECKH, HE pexe dyeM pa3 B 30 mgHeit.

e [Iporpammuoe obecriedeHue, ycranapnuBaemMoe Ha OBM ¢ CK3U, He NOMKHO comepikaTh
BO3MOXKHOCTEH, MO3BOJISIOIINX:

- MoanGHUIMPOBATH COJEPKUMOE ITPOU3BOJILHBIX 00JIacTeH TAMSATH;

- MoanpHuIMpOBaTH COOCTBEHHBIH KOJ U KO APYTHX MOINPOTPAMM;

- MoanGHUIMPOBATH NAMSITh, BEIJICICHHYIO IS APYTHX MOJIPOrpaMM;

- IepefaBaTh yIpaBIeHHE B 007acTh COOCTBEHHBIX MJAHHBIX M MJAHHBIX JAPYTHX
MIOIIPOTPAMM;

- HECaHKIMOHUPOBAHHO MOIU(UIMPOBATH (hailiIbl, COAEpIKAILINE UCIIOTHAEMbIE KOJIbI IPH
HX XpaHEHHUH Ha )KEeCTKOM JIHCKE;

- TIOBBIMIATH NPEIOCTABICHHBIC IPUBUIICTHH;

- Moxudummposats HacTpoiku OC;

- HCIOJIB30BaTh HEJOKyMEHTHPOBaHHbIE pUpMoii-pazpadorunkoM ¢pynkiwn OC.

3.4. Tpebdosanus no 3amurte ot HCJI mpu s3xcnanyarannu CK3U

IIpun opranmzamum pabotr mo 3ammre wuHGopMammu oT HCJ] HEoOXoauMo YYHTHIBaTh
cienyromnpe TpeOoBaHus:

e HeobOxonumo paspaboTaTh W NPUMEHHUTH NMOJIMTHKY Ha3sHAYEHUs M CMEHBI mapoiiei (st
Bxozaa B OC, BIOS, npu mmdpoBanny Ha napose u T.J.), HICIONB30BaTh (GUIBTPHI ITapojel B
COOTBETCTBHH CO CJIEIYIOIIMMH IPaBUIaMU:

- JJMHA Tapois JOJDKHA OBITh HE MEHee 6 CHMBOJIOB IIPU MOIIHOCTH aiiaBuTa
He MeHee 10;

- B YHCJIE CHMBOJIOB MapoJist 00s13aTeNIbHO JJOJDKHBI IPUCYTCTBOBAaTh OYKBBI B BEPXHEM H
HIDKHEM perucTpax, Hupbl U crienualibHbie CUMBOIIBL (@, #, $, &, *, % u 1.11.);
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- Tapoib HE JOJDKEH BKIIOYAaTh B €e0sl JIETKO BBIYMCIISIEMBIE COYETaHUS CHMBOJIOB
(umena, pammnuu M T.1.), a Takke obmenpuHsTeie cokpamenus (USER, ADMIN u
T.1.);

- [IpU CMEHE IapoJisi HOBOE 3HAYEHHE JOJDKHO OTIMYATHCSA OT MPEIbIAYIIEro He MEHee
4eM B 4-X TO3ULMAX;

- JHMYHBII DapoJIb MOJTB30BATENb HE HMEET IIpaBa coo0IaTh HUKOMY)

- NepHONMYHOCTH CMEHBI APOJIS OLpeNersieTcs NPUHATOH MOTUTHKON 0e3011acHOCTH, HO
HE JOJDKHA IIPEBBIIATh 6 MecsIeB.

Vka3anHas nojauTruka o0s3aTebHa JJIg BCEX YUCTHBIX 3ar[p1ce171, 3aperuCTpupOBaHHbIX B OcC.

CpencrBamu BIOS nomkHa OBITH HCKIIIOUEHA BO3MOKHOCTH paboTsl Ha IBM ¢ CK3U, ecnu

BO BpeMsi €€ HaualbHOM 3arpy3KHd He ITPOXO/ST BCTPOCHHBIE TECTHI.

3anpemaercs:

- OCTaBJIATH 0€3 KOHTPOJISI BBIYMCIMTEIBHBIC CPE/ICTBA, Ha KOTOPBIX JIKCILTyaTHUpPYeTCs
CK3H, mnocne BBOja KiIOYEBOH wHHGpOpMalUu JuO0 WHOW KOH(UAECHIMAILHON
nHpOpPMAaLNH;

- BHOCHTH Kakue-nnbo n3MeHeHus B nmporpamMmmHoe obecriedenne CK3U;

- OCYUIECTBISTH HECAaHKIMOHHUPOBAHHOE aJIMHHUCTPATOPOM O€30MacCHOCTH KOIMPOBAHUE
KIIFOUEBBIX HOCHTENEH;

- pasrjamarh COAEPXKHMMOE HOCHTENICH KIFoueBON HH(MOPMALMH WIM TEpelaBaTh CaMH
HOCHUTENN JIMLAM, K HUM HE JIOMYLIEHHBIM, BBIBOAWUTH KJIIOYEBYI0 HH()OPMAIMIO Ha
JMCIUICH, IPUHTEP U T.II. UHBIE CPEACTBA OTOOPaXKeHUsI HH(POPMAIHH;

- WUCHOJB30BaTh  KIIOYEBBIE  HOCHUTENM B  pPEXUMax, HE  IPEIyCMOTPEHHBIX
¢dynkuonnpoBannem CK3U;

- 3aIKCHIBaTh HA KIIOYEBHIC HOCHTENHU MOCTOPOHHIOW HH(POPMALHIO;

- pabotath ¢ CK3U npu HencnpaBHOCTH cpeacTs 3auuTsl oT HC/I.

AnMuHHECTpaTOp 0€30MacHOCTH AO/DKEH CKOH(UIYPHUPOBAaTh ONEPAlMOHHYIO CUCTEMY, B Cpelie
KOTOpo# miuaHupyetcs ucnoiab3oate CK3U, n ocymecTBIsTh NEPHOANIECKUNA KOHTPOIb CIIEIaHHBIX
HAaCTPOEK B COOTBETCTBHH CO CJIEAYIOLUIMMH TPEOOBAHUSIMH:

He ncnions3oBaTh HecTaHapTHBIE, N3MEHEHHbIEC WK 0TIa049HbIe Bepcnu OC.

HckimounTh BO3MOXKHOCTD 3arpy3K B ucronab3oBanus OC, OTIMYHOM OT IpeaycMOTpEeHHOM
ITaTHOU paboOTOH.

HckimounTh BO3MOXKHOCTh yJIAJICHHOTO YIIPABJICHUS, aIMUHHUCTPUPOBAHUS ¥ MOAN(DUKALIUH
OC u e€ HacTpoeK.

Ha OBM nomxkHa OBITh YCTAaHOBJIEHA TOJIBKO OJHA ONEPALlMOHHAS CHCTEMA.

ITpu ncnonp3oBanun CK3U B BUPTyanbHBIX Cpelax CIeA0BaTh HHCTPYKIHSIM, HU3JI0KESHHBIM
B II. 4 HACTOAIIETO TOKyMEHTA.

[IpaBom ycranoBku u HacTpoiiku OC m CK3U momkeH o0iagaTh TONBKO aIMHHUCTPATOP
0e30macHOCTH.

Bce Hencnone3yemble pecypchl CHCTEMBI HEOOXOIMMO OTKIIOUHUTH (IIPOTOKOJIBI, CEPBUCHI U
T.IL).

Pexxumbl  GezomacHocTH, peanmnzoBaHHble B OC, 1OMKHBI OBITh HACTPOEHBI HA
MaKCHUMAaJIbHBIA YPOBEHbD.

Bcem monb3oBarensiM W rpymmaM, 3apeructpupoBaHHbiM B OC, HEOOXOAMMO Ha3HAYMTH
MUHHMAaJIbHO BO3MOJXKHBIE AJI1 HOPMaJIbHOM paboTHI IpaBa.

HeoOxomumMo mpemycMOTpeTh Mephl, MAaKCHMaJIbHO OTPAHMYMBAIOMIME JOCTYN K
CIEIYIOUINM pecypcaM CHCTEMBI (B COOTBETCTBYIOIIMX YCJIOBHSX BO3MOXHO IOJHOE
yIaJleHue pecypca WK €ro HEUCIIONb3yeMOH YacTH):

- CUCTEMHBIH peecTp;

- (ailibl U KaTaJIOTH;

- BpeMeHHbIE (aiiibl;

- KYypHaJbl CHCTEMBI;

- (ailnbl MogKavKy;

- xommpyemas nHpopmarus (IIaposiv 1 T.11.);

- OoTJamodYHas WHGOpPMAIHSI.

Kpome Toro, Heo6xoanMo opraHu30BaTh 3aTUpaHue (110 oKoHYaHUM ceaHca pabotsl CK3M)
BpeMeHHBIX (ailnoB u (ailnoB noakaukw, (GOPMUPYEMBIX WIM MOJUMUIHMPYEMBIX B
mporecce padorst CK3U. Ecnu 3T0 He BBINOJHAMO, TO HA JKECTKHH JHCK JTOJDKHBI
pacIpocTpaHsThCs TPeOOBaHUS, IPEIBSIBISIEMbIE K KIIIOUEBBIM HOCHTEIISIM.
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JomkHO OBITH MCKIIIOUEHO IONaJaHue B CHCTEMY IIPOrpaMM, IO3BOJIIIOLIMX, IMOJIB3YSCh
omrbkamu OC, OBBIIATH NPEIOCTABICHHBIC TPUBUIICTUH.

HeoGxoaumo peryisipHO ycTaHaBIMBAaTh MakeThl oGHOBIeHHs GesomacHoctn OC (Service
Packs, Hot fix w T1.1.), OOGHOBIATH AaHTUBHPYCHBIC 0a3bl, a TaKKe WCCIEIOBATH
nH(pOpMaNMOHHBIE pECypchl IO BOMPOCAM KOMITBIOTEPHOH O€30IaCHOCTH C  IEIBIO
CBOEBPEMEHHON MUHUMH3AINH OITACHBIX MOCIIEICTBUI OT BO3MOKHOTO Bo3aeicTBus Ha OC.
B cimyuae monpkmouenunss OBM ¢ ycranoBmenHsIM CK3M k 0OOmEZOCTYHIHBIM CeTSIM
nepefadyd JaHHBIX, HEOOXOJMMO WCKIIIOYNTh BO3MOXKHOCTH OTKPBHITHS W HCIOJHCHHUS
(aiiioB U CKpUNTOBEIX 00beKTOB (Hampumep, JavaScript, VBScript, ActiveX), nonyueHHBIX
13 OOLIEJOCTYIHBIX CeTel Mepeaadn JaHHbIX, 0€3 IPOBEACHHS COOTBETCTBYIOIINX IPOBEPOK
Ha IPeAMET COZIEPKaHMs B HUX MPOrPaMMHBIX 3aKJIaI0K U BUPYCOB, 3arpy’KaeMbIX U3 CETH.
[Tpu ucnons3oBannu CK3U Ha DBM, NOAKIIOUEHHBIX K OOIIENOCTYIHBIM CETSM CBSI3H, C
LETbI0 HWCKIIOUEHHS BO3MOKHOCTH HECAHKIMOHMPOBAHHOTO JIOCTYIAa K CHCTEMHBIM
pecypcaM HCIONB3YEMBIX OIEPAIOHHBIX CHCTEM, K MPOTPAaMMHOMY OOECIICUECHHUIO, B
okpykeHun kotoporo ¢ynkuuoHupyioT CK3U, m x xommonentam CK3U co cropoHsI
YKa3aHHBIX CETEH, JOJKHBI HCIONb30BATHCS JAOTOJHUTEIBHBIE METOBI M CPEICTBA 3AIUTHI
(HampuMep: YCTaHOBKa MEXCETEBBIX OKpaHOB, opranm3amus VPN u t.m.). Ilpm stom
MPEANIOYTEHNE JIOJDKHO — OTZNABAaThCSl  CPEACTBAM  3AIIUTHI, HMEIONINM CepTU(HKAT
YIOJHOMOYEHHOTO OpPTaHa M0 CepTU(HKALIH.

Opranu3oBaTh M HCIOJB30BaTh CHUCTEMY ayAWTa, OPTaHW30BaTh PETYJSAPHBIA aHAIN3
pe3yJIbTaTOB ayIUTa.

CK31U  nomxHO  HCHONB30BaTbCd  CO  CPEACTBAMM  AHTUBUPYCHON  3alUTHI,
ceprudunmpoBanabiMi @CB Poccun. Kiacc aHTUBHPYCHBIX CPENICTB 3aIUTHI OTIPEEISeTCS
ycnoBusiMu dkcrutyaTanuu CK3U B aBTOMaTU3UPOBAHHBIX CUCTEMAX.

JomkHo ObITh 3ampemnieHo ucrnonb3oBanue CK3U mnst 3ammtel pedeBoit uHpopmaimu 6e3
MIPOBEJECHUS COOTBETCTBYIOLINX JOIOJHUTENBHBIX UCCIICJOBAHHH.

[pu padore CK3U nomkHBI OBITH OTKIIOUYEHBI CPEACTBA BEIXOA B PaJHOKaHAIL
Heo6xonnmo npoBoauth nepesarpy3ky 9BM ¢ CK3U He peke 0JHOTO pa3a B CYTKH.

Ipu ucmosnszopannu CK3U B cpeme OC Windows 10/11 u Windows Server 2016/2019/2022
JIOJDKHA OBITh OTKJIIOYEHA (YHKIHS TENEMETPUH. JUIS 3TOTO W3 CHUCTEMBI JOJDKHBI OBITh YJaJeHBI
cinyx6a auarHoctuku (DiagTrack) u coopiumku nannbsix (AutoLogger-DiagTrack-Listener), ais gero
HEOOXOAUMO BBITIOJIHUTE CIETYIOIINE CHCTBYS:

IMpoBepurs Hamuume u craryc cepBuca DiagTrack (Ilanens ynpasnenust -> Cucrema u
Oe3omnacHOCTh -> AnMuHHUCTpUpOBaHHE -> CiykObl); €CIIM CEpBUC 3alylieH, OCTAHOBUTD
ero.

Y nanuthb 3aIuCh perucrpanuu cepeuca DiagTrack u3 peectpa (ynanuth
nanky DiagTrack u3 paszena
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services).

VYnanuth TOATOTOBJICHHBIE K OTIpaBKe MAaHHBIC, XpaHsAIIMecs B dYeThipex (ailmax c
pacwpenreM *.rbs B mupekropun %ProgramData%\Microsoft\Diagnosis (umena ¢aiinos
Jutst production c6opox oC —event00.rbs, event01.rbs, event10.rbs u event1l.rbs;
aust insider c6opok OC wMeHa MOTYT OTJIHYATBhCS, MOITOMY HEOOXOJMMO YIajiuTh BCE
¢aiiibl ¢ pacupenueM *.rbs).

[Tpu BO3HUKHOBEHMH MpoOJEeM C yaaieHueM Qaiina *.rbs HE0OXOIUMO pa3peliuTb K HEMY
MOJIHBIN JIOCTYN B CBOMCTBaX Ha BKJaJKe «be301acHOCTb) U 3aTeM ylNamuTh (Gai.
OcCTaHOBHUTH ABTOMATHUYECKYIO (AutoLogger) ETW ceccuto AutoLogger-DiagTrack-
Listener, kotopyto DiagTrack aktiuupyeT B mpoiiecce CBO€# OCTaHOBKH.

VY nanuth (aiin, B KOTOphIH aBTOMaTH4eckas (AutolLogger) ETW ceccus AutoLogger-
DiagTrack-Listener coxpaHsuia coOpaHHbIC JaHHbIE

(myTb K (aiiny XxpaHuTCs B peecTpoBoi 3anucu AutoLogger-DiagTrack-

Listener B 3nauenuu FileName; B HacTosiiiiee Bpemst JaHHbIE

coxpansitores B ¢aiin %ProgramData%\Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLo
gger-DiagTrack-Listener.etl).

Y nanuthb 3aIuch perucTpanuu KoH(puUrypauuu ABTOMAaTHYECKOii
(AutoLogger) ETW ceccumn AutoLogger-DiagTrack-Listener uz  peecrpa  (koHpwurypamus
ceccuu XPaHUTCS o sanckio AutoLogger-DiagTrack-Listener B pasjene
peectpaHKLM\SY STEM\CurrentControlSet\ControN\WMI\AutoLogger st koHdpurypartmii
apromaruyeckux (AutoLogger) ETW ceccwit).



11
HIKHP.00064-01 90 02

e VYKasaHHbIC BbILIIC ICUCTBUS HEOOXOAUMO BBIMONHATH IOCIAE KAXKIOrO KyMYISTHBHOTO
obHoBnenuss Windows 10/Server 2016, TOCKONBKY nAaHHbIE OOHOBJICHUS (HaKTUUECKU
OPHUBOAAT K MONHOM nepeycranoBke OC  yAaleHHBIC CEPBUCH BOCCTAHABINBAIOTCSL.

Juns Beex ucnonnenunii CK3M «Kpunro-KOM 3.5» (BapuanTsl ucnonnenus 1, 2) st 1ro6oro
UCIIONIb3YEMOT0 MEXaHW3Ma ayTeHTH(UKAIMM JODKHO OBITh OrPaHWYEHO KOJIMYECTBO HOAPS
CJIC/TyIOLIHX TONBITOK ayTEHTU(HUKALUH OJTHOIO CyOBEKTa JOCTYIIa, YUCIO KOTOPHIX HE MOXET OBITh
6onbme 10. [Ipu npeBbllIEeHUH YCTAHOBJIEHHOTO NMPEAEIbHOTO YHCIa MOAPAJ CISIYHOIUX MOMBITOK
ayTeHTHU(UKAIMKA OJJHOTO CYyOBEKTa JAOCTYIl 3TOTO CYyOBEKTa JOJDKEH OJIOKMPOBATHCS HA IPOMEKYTOK
BpPEMEHH, OmpeaessieMblii ycnoBusaMu dSkciuryaTannn CK3M B KOHKpETHOH aBTOMAaTH3MPOBAaHHOM
CUCTEME, HO HE MeHee ueM Ha 30 CexyH[I.

Ucnonuenne 1 CK3U «Kpunro-KOM 3.5», nmeronue ceptudukar COOTBETCTBHS TPEOOBaHUAM
®CBb Poccun k CK3U kmacca KCl, mpu ycnoBUM BBINOJIHEHHS HACTOSIIMX PEKOMEHAAUN
o0ecreynBaOT  3aIIUTy  KOH(QUICHIWAJIbHOW  WH(OpMAnMM  OT  BHEIIHEIO  HapyIIUTENs,
CaMOCTOSITENIbHO OCYIIECTBIISIONIETO CO3/JaHHE METOJOB M CPEACTB pealu3alid aTak, a TakkKe
CaMOCTOSTENIFHO PEANH3YIOIIEro aTakH.

Ucnonnenue 2 CK3U «Kpunro-KOM 3.5», umeromine cepTuGUKaT COOTBETCTBHS TPeOOBAHHIM
®CB Poccun k CK3U kmacca KC2, mnpu ycliOBHM BBIITOJHECHHS HACTOSIIMX PEKOMEHAAIUN U
HCIOJIb30BAaHUM  JOMOJHUTENBHBIX  cpencTB  3ammtel  oT HCJI  oOecneyuBaroT — 3aluTy
KOHpHICHIIMATbHON HHGOpMAIMK TaKKe OT BHYTPCHHETO HAPYIIWTENS, HE SBJSFOIICTOCS
MOJIb30BAaTEJEM  CPEICTB  BBIYMCIUTENBHOM TEXHUKH, Ha KOTOpbIX peanusoBansl CK3U,
CaMOCTOSITENIFHO OCYIICCTBIISIONIETO CO3JAaHHE METONOB M CpPEICTB pealln3allii aTak, a TaKKe
CaMOCTOSTENIFHO PEANTH3YIOMIETO aTaKH.

CK31 «Kpunto-KOM 3.5» obecnieunBaeT ypoBeHb 3amnunieHHocTH kiacca KC2 npu
COBMECTHOM HCIIOJIb30BAaHUU C JIFOOBIM anmnapaTHO-IPOrPaMMHBIM MOJYJIEM IOBEPEHHOM 3arpy3Ku
(M3), ceprudunposanasiM ®Ch Poccun.

3.5. Obecneyenue 6e3o0nacHOCTH PYHKIMOHUPOBAHUS PAGOYHX MECT CO
BerpoennbiM CK3U

B JAAaHHOM PA3ACiIC NMMPEACTABICHBI OCHOBHBIC PCKOMCHAAINH IO OPTaHU3aAUOHHO-TCXHUYCCKUM
MEpaM 3allUuThl UIA obOecrieueHusT OE30MACHOCTH CI)yHKI_lI/IOHI/IpOBaHI/ISI pa60lmx MECT CO BCTPOCHHBIM
CK3H.

e lcnonb3oBanue mM(ppOBaIbHBIX CPEACTB Uil KPUNTOrpaduuecko 3amuTbl HHGopManuu
MOJUIEKHUT JIMIICH3UPOBAHMUIO B COOTBETCTBHMH C JICHCTBYIOIIMM 3aKOHOJATEIbCTBOM
Poccuiickoit @enepanuu.

e Paboune mecta, Ha KoTophie ycTaHOBiIeHB CK3W, MOMmKHEI OBITH aTTECTOBAaHBI KOMUCCHEH.
PesynbpTaTel pabOTHl KOMHCCHHM OTPaXalOTCS B «AKT€ TOTOBHOCTH K paboTe» (cM.
[Mpunoxenue).

e Pa0oume wmecra, Ha KOTOpbIX ycraHoBieHbl CK3U, momkHBEI BO BpeMsS KaKIOTO
ucnons3oBanuss BJICY umeTer B CBOEM cocTaBe NIMCIUIEH, MUMEIOMIMNA pa3pelieHue Uit
pabouunx CTaHIH 1 cepBepoB - He MeHee 1280%720 mukcesne, it MOOUIBHBIX YCTPOWCTB
(cmapThoHOB, MTAHIIETOB) - HE MeHee 2265% 1080 nukcenei.

e JIOWKHOCTHBIE WMHCTPYKIMM aJMHUHHUCTpaTopa ©Oe30macHOCTH (€ro 3aMecTuTens) H
OTBETCTBEHHOTO MCIIOJIHUTEJIS JOJDKHBI YIUTHIBATh TPEOOBAHMS HACTOSIIIIUX PEKOMEHAAIHI.

e Ilpu kaxmoM BKIIOYEHUH paboueil craHuuu c ycraHoBieHHeIM CK3U HeoOxomumo
MIPOBEPSITH COXPAHHOCTH MeYaTell CHCTEMHOT0 0JIOKa ¥ pa3beMOB paboyell CTaHIIUH.

e CaHKIMOHUPOBAHHOE CHATHE M YCTAaHOBKA HPHUCIIOCOOJIEHWH AJsl ONEYaTKH CHCTEMHOTO
6710Ka M pa3beMoB paboueil crannuu ¢ ycranoBieHHBIM CK3WM nomxHO QukcupoBaThes B
COOTBETCTBYIOILIEM XKYypHAJE.

e DOBM nomkHa 001aaTh cpecTBAMH CaMOTECTHPOBAHUS TP BKIIIOUEHUN ITUTAHMUS, a TAKKE
CpeACTBAMU KOHTPOJS ypPOBHS IHUTAIONIMX HANpsDKEHWH W TpephlBaHUA  PabOTHI
KOMIBIOTEpa TIPH CHIDKGHWH HANPSDKEHWH HIDKE JONMYCTUMBIX — mpenesoB. [lpu
skcruryatarmn . OBM ¢ ycranoBneHHsiM CK3W  nomyckaeTcst OJHO TMPOMEXYTOTHOE
BBIKITIOUCHHE UTAHUS B TEUEHUE CYTOK IPHU KPYTIIOCYTOYHOM peXuMe paboTHI.

e [lpu HeoOXxommmocTH yaajeHus ¢aiioB, KOTOpble HCHONb30BaIHCh Tpu padore CK3U,
peanu3oBaTh (U3UUECKOE 3aTUPAHUE CONEPKUMOTO YAAIIeMbIX (hailyloB € TOMOIIBIO
yrumutsl Wipe u3 coctaa CK3U [2].

e B cnyuae oOHapyXeHUsI «IIOCTOPOHHMX» (HE3apETrHCTPUPOBAHHBIX) MIPOrPaMM, HApYIICHUS
LEJIOCTHOCTH MPOTPaMMHOT0 oOecIieueHts JIMOO0 BBISABICHUS (aKTa MOBPEKACHHS Nedyareit
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Ha CHCTEMHBIX OJyiokax pabora Ha APM nomkHa ObITh mpekpamieHa. [lo manHoMmy ¢axty
JOIDKHO OBITH IPOBEJEHO CHy)XeOHOe pacciefoBaHME KOMUCCHEH B COCTaBe
MIpeCcTaBUTENeH CITy:K0 MHPOPMAMOHHONW 0€301MacHOCTH OpPTaHM3AINH - BIAAETbIIA CETH U
OpraHu3alyy - abOHEHTa CEeTH, IJie MPOM30LUI0 HApyIICHHWE, U OPraHM30BaHbI PAOOTHI MO
aHAIIM3Y W JTMKBUAAIMHI HETaTHBHBIX ITOCJICICTBUH JTaHHOTO HAPYIICHHUS.

e Jlonp3oBaTenb IOJDKEH 3allyCKaTh TONBKO TE IPWIOXKEHHS, KOTOPBIE pa3pelleHb
aIIMHHHCTPATOPOM OE30IIaCHOCTH.

e Kpunrorpadpuueckue npuiaoxenns, co3manaple Ha 0Oaze CK3U «Kpumro-KOM  3.5»
(BapuaHThI HCHONHEHHUS 1, 2), JOJHKHBI OBITH BBIIOJIHEHBI B COOTBETCTBHU ¢ «HCTpyKIMei
10 BCTPAUBAHHUION.

He nonyckaercs:

e lcnonp3oBate pexum mpoctoit 3amensl ['OCT 28147-89, TOCT P 34.12-2015 nns
g poBaHus nHGpOpMaNUH.

e [lomkmiouats K DBM HOMOIHHUTENBEHBIE YCTPOICTBA M COCTUHUTENH, HE TIPEIyCMOTPEHHEBIE
IITATHON KOMILIEKTALIUEH.

e OOpabareiBate Ha OBM, ocnamernnoir CK3U, mHoOpMammrio, coaepxkaimiyio CBEICHUS,
COCTABJIAOIINE TOCYJAPCTBCHHYIO TalHY.

e lcnonp3oBaTh OBIBIIKE B paboTe KIFOYCBBIC HOCUTEIH ISl 3aIMCH HOBOH MH(OpMaIun 0e3
MIpeBapUTEIFHOTO YHUUTOKEHISI Ha HAX KITF09eBOi nH(popMarmu cpeacteamu CK3U.

e  OcCylecTBIATh HECAHKIIMOHUPOBAHHOE BCKPHITHE CUCTEMHBIX 0710k0B DBM.

e IlpuHOoCHTP W UCHOJB30BaTh B TOMEIIEHUH, The ycTaHoBiIeHbl cpeactBa CK3U,
panuoTeneoHbl M JPYryl0 paauolepenaroulyro anmaparypy (TpeboBaHME HOCHT
PEKOMEHAATENBHBINA XapaKTep).

Kanansr cs3u [I9BM ¢ ycranoBnenHsiM CK3U «Kpunto-KOM 3.5%» (BapraHTHI HCIIOTHEHUS
1, 2), BBIXOIAIIME 3a MpeAeNbl KOHTPOJIUPYEMOW 30HBI, JOJDKHBI OBITh 3allMIICHbl OJHUM U3
CJICIYIOIINX CITOCOOOR:

® [PUMEHEHHEM BOJOKOHHO-ONTHYCCKUX JIMHUN CBS3H;

e npumeHenneM paguokananoB GSM, GPRS, 3G/4G, Wi-Fi, a takke Jpyriux COBPEMEHHBIX
KaHaJI0B MOOMJILHOH WM OECTIPOBOJIHOM CBSI3H;

e npumeHenueM ceprudunupoBantbix CK3U aiist nepenauu nHGOpPMAIKMH 110 KaHATAM CBSI3H.

3.6. Kourtpous nesoctnoctu CK3U u cpeapl GyHKIHOHUPOBAHUS

Jis CK3U «Kpunro-KOM 3.5» (Bapuant ucnonaenus 1) kortpons neixoctaoctd CK3U u CO
JIOJDKEH 00eCIeunBaThCS HWCIONB30BAHMEM MEXaHW3Ma BBIUUCICHHS XdII-3HAYCHHU  (aiiiioB,
pean30BaHHOIO B yTHUIIUTE KOHTPOJISI IEIOCTHOCTH, BXoasieit B cocra CK3U [1].

Hdns CK3U «Kpunro-KOM 3.5» (BapuanThl ucnonHeHus 2) koHTposib nenoctHoctd CK3U un
CO nomxeH o0ecreunBaThCsl UCIIOIB30BAHMEM MEXaHM3MOB, PEAIM30BaHHBIX B CEPTUHHIIMPOBAHHBIX
M/13 (ATIM13), ucrionb3yemsix coBmectHo ¢ CK3U [8].

B cinyuyae obHapyxenus Hapyiienus renoctHoctd CK3U «Kpunto-KOM 3.5» (BapuanTsl
ucnonuenus 1, 2) niu CO padora ¢ CK3U nomxkHa ObITh npekpaiiena. [lo nanHomy (akTy JOJHKHO
OBITH TPOBEICHO CIy)KeOHOE paccleoBaHHE KOMHCCHEH B COCTaBe MpeACTaBUTeNe Ciyx0
MHPOPMALMOHHON 6E€30ITaCHOCTH OPTaHU3AINH - BIaJIeNIblia CETH M OPTaHU3aluH - a0OHEHTa CeTH, T/Ie
NPOM30LIUIO HapylIeHHe, W OpraHW30BaHbl pabOThl MO AaHAIM3Yy W JIMKBHJALMK HETraTUBHBIX
MOCJIEACTBUM JAHHOTO HApYIIECHUS.

Boccranosnenne CK3U «Kpunro-KOM 3.5» (BapuanTbl ucrnosiHeHus: 1, 2) oCyliecTBiseTcs
myteM ypaienus daitmoB CK3U, memocTHOCTH KOTOpHIX ObIIa HapylleHa, W 3aMEHOW HUX Ha
cooTBercTBytonne ¢aiel u3 auctpubytnBa CK3M, menocTHOCTE KOTOPHIX OBIIa MpOBEpeHa IMeper
3aMEHOM.

Boccranosnenne nenoctHoctn C® ocymiecTBIsSieTCS B COOTBETCTBHH C AKCILTyaTal[MOHHON
nokymeHranueit [10, nesocTHOCTs KOTOporo OblIa HapyIIeHa.

3.7. KoHTpPOJIb CTATHCTHYECKOT0 KAa4eCTBA BHIXOIHOI
nocuaenosareabnoctu JCY
Hdus CK3U «Kpunro-KOM 3.5» (BapuanT ucnojHeHus 1, 2) KOHTPOJb CTaTHCTUYECKOTO

KagectBa BbIxonHOH mocienoarensHoctd JCH (BACY m IIJICYH) momxken obecriednBaThCs
WCIIOJIb30BaHNEM MEXaHW3Ma TECTUPOBAHUS BBIXOAHOH mocienoBarensHoctu JICY, peann3zoBaHHOTO B
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ytunure peraamentHoro koHtpons JACY, sxonsmeit B cocta CK3U. Pernamentsiit kontpons ACH
JIOJDKEH OCYIIECTBIISITHCS EPUOIUUECKH, HEe pexke ueM pa3 B 30 qHel.

B ciyuae HeycHemIHOCTH TNPOBEPKM KadecTBa BBIXOAHOH mocnenoBarensHocTH BACY mm
I[IACY pabora ¢ CK3U1 nomkHa ObITh HpekpaiieHa. JlomkHa ObITh MPOBEJEHA IPOBEPKA 1IEITOCTHOCTH
CK3U u cpeapl ¢ynkuuonupoBanus (cM. m. 0) HEMOCPEOCTBEHHO mMmocie OOHAapyXeHus (akTa
HEYCIeIHOH NpOBepKH. B ciydae eciau KOHTPOJIb LEJNOCTHOCTH YCIELIHO IPOM/IEH, BBHIIOJIHHUTH
HECKOJIbKO (He MeHee 5 pa3) IMOBTOPHBIX 3allyCKOB YTHJIMTHI NpoBepku kadectBa /ICY, mo kotopomy
ObUT TOJy4eH OTpHLATEIbHBIH pe3yJbTaT NPOBEPKH, C IapaMeTpoM, MHO3BOJSIONIMM IOJYyYHTh
IPOMEKYTOYHBIC pe3yibTarTel TecTupoBaHusi (cM. [9]), coxpamss momydeHHsle pesynbrarsl. 1o
TaHHOMY (aKkTy HOKHO OBITH TPOBEACHO CHY)KEOHOE paccleOBaHHE aIMHUHHCTPAaTOPOM
0e30MaCHOCTH HITH TIPEIICTABUTENEM CITY>KO WHPOPMAIMOHHOW 0€30IaCHOCTH OPTaHU3allid, KOTOPBIM
JOJDKHBI OBITH IEpelaHbl COXPAHCHHBIC PE3YJIbTaThl IMOBTOPHBIX 3allyCKOB C MPOMEXYTOYHBIMHU
pe3ynbTaTaMH, U1 ONPEICICHUS MPEACTAaBUTEISAMH CIIyK0 MH(POPMAIIMOHHOW 0E€30MacHOCTH HUCXOMS
W3 aHaNM3a pe3ysibTaToB ¢ momolnsio [10] dakra JT0KHOOTPHIATENFHOTO pe3yIbTaTa HCKOMOTO
TecTUpoBaHUs. B ciywae oOHapyxkeHHs (akTa JIOKHOOTPHLATEIBHOIO pe3ysbTaTa HMCKOMOTO
tecTupoBanus padora ¢ CK3U MoxeT OBITh MPOA0IIKCHA.
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4, NCHOJIB30BAHUE CK3U B BUPTYAJIBHBIX CPEJJAX
4.1. Opranusanus pador no 3amurte ot HCJJ

[Ipu ncnonszoBannn CK3U B BUpTyanbHBIX cpellax HEOOXOJUMO HAINYME KaK MUHUMYM JBYX
(DYHKIIMOHAJBHBIX POJICH BUPTYaIbHONH HHPPACTPYKTYPBIL:

e QJIMHHHCTPATOp BHUPTYaJIbHBIX MAIWH, OCYIICCTBIIIOIINI YIIPaBICHHE KOMIIOHEHTaMH
BUPTYJILHON MH(PACTPYKTYPbI: BUPTYyaIbHBIMH MallMHAMH, CEPBEPHBIMH KOMIIOHEHTAMHU,
CUCTEMOH XpaHEHHMsI IaHHBIX;

® QJMHHHUCTPATOp 0E30MacCHOCTH, OCYIIECTBIISIOMINI aJIMUHHUCTPUPOBAHHE BHUPTYaJIbHBIX
MaIlIHH.

IIprmmeganne. BuptyansHas nappacTpykTypa (MHQpACTpyKTypa BUPTyaTN3alldl, BUPTyaJbHAS
cpema) - B 3aBUCHMOCTH OT KOHTEKCTa, JHOO MHOMKECTBO MPOTPaMMHO-AIMapaTHBIX CPEICTB,
00eCreunBarOIIUX Pa3BEPTHIBAHUE BUPTYAIBHBIX MAIIUH, JTUOO CaMH STH BHPTYaJbHBIC MAIIUHBI U
CUCTEMa HX CBS3CH MEXKIY COOOM.

4.2. YcTraHoBKa NPOrpaMMHOro odecrnedeHus

I[I9BM, Ha KOTOpBIX HCIONB3yIOTCH cpencTBa Bm3yammsanmn W CK3U, momkHBI OBITH
JOMYIIeHBl Il 0O0paboTKM KOHQHUACHIMATHHONH HHGOpMAIMH MO JeHCTBYIOIUM B Poccuiickoit
Denepanun TpeOOBaHUSIM MO 3aIUTe HHPOPMAIMN OT YTEUKH 10 TEXHUUECKUM KaHalaM, B TOM YHCIIE,
no kanany cBszu (Hampumep, CTP-K), ¢ yuerom Mmojaenu yrpo3 B HH(OpPMALMOHHOH cucTeMe
3aKa34rKa, KOTOPBIM JOJDKHO IpoTuBocTosiTh CK3U.

Wucrammus CK3U Ha pabouymx MecTax JODKHA TMPOU3BOIAMTHCS TOJBKO C IUCTPHUOYTHBA,
MOJyYSHHOTO 110 JOBEPEHHOMY KaHally.

K ycraHOoBKe 0OIIECCHCTEMHOTO U CIICIHAIBLHOIO MPOrpaMMHOro obecreyenus, a Takke CK3U,
JIOTYCKAIOTCS JIMIA, TMPOIIEIINE COOTBETCTBYIOIIYIO MOATOTOBKY M W3YyYMBIIHE JOKYMEHTAIUIO Ha
cootBercTBytomee [10 u CK3U.

TpeboBanust kK ycraHoBke mporpammHoro obecneueHus ¥ CK3U B rocTeBoil M XOCTOBOWA
OTIEPAIlMOHHBIX CUCTEMAX:

® HAa TEXHHUYECKUX CPEIICTBAX, IMPEAHA3HAUYCHHBIX IS paOOTHI CO CPENCTBAMU BUPTYaU3AIIH
U B CO3JaHHOH STUMH CPEICTBAMH BHUPTYalbHOH Cpeie CIeAyeT HCIIOIb30BaTh TOJBKO
JUIIEH3HOHHOE IIPOTpaMMHOE 0OecTieueHre GUPM — IPOU3BOIUTEIICH.

e IIpU YCTaHOBKE IPOIPaMMHOTO OOECHeUeHHs BUPTyaJH3allMM, TOCTEBOH OIeparroHHOI
cuctembl 1 CK3U HeoOXoaumMo MpoOBECTH KOHTPOJIb IEJIOCTHOCTH W JOCTOBEPHOCTH
COOTBETCTBYIOLIETO TUCTPUOYTHBA.

Ha II5BM wu B BHpTyallbHOU Cpefie HE JOJDKHBI YCTaHABIUBATHCS cpeacTBa paszpadorku 10 u
ommaguuku. Eciy cpeacTBa OTNAAKM TPHIOKEHHH HYXKHBI Ul TEXHOJOTHYECKHX IOTpeOHOCTEH
OpraHM3aIli, TO UX HCIHOJB30BAHHE JOJDKHO OBITh CAaHKIMOHHPOBAHO AJAMHUHHUCTPATOPOM
6e3omacHoctu. Ilpu 3TOM HOMKHBI OBITH peaJM30BaHBl MEPBI, HCKIIOYAIOIINE BO3MOXKHOCTD
UCTIONB30BAaHUSL 3TUX CPEACTB JUIs pemakTupoBaHus koma u maMatd CK3U u mpumnoxeHui,
ucnone3ytomux CK3U, a taxke angs npocmorpa koma u mamsatu CK3UM u  mpunoxenwuii,
ucnons3ytommx CK3U, B mpouecce obOpadotkn CK3U 3amminaemoit mHboOpManuu u/wim npu
3arpyKeHHOH KIII0ueBOH MH(pOPMaIHH.

Iocne 3aBepieHUs MPOIEcca YCTAHOBKU JIOJDKHBI ObITh BBITIOJIHEHBI ICHCTBHS, HEOOXOAUMbIC
JUTSL OCYIIECTBIIEHUSI TIEPUOINIECKOTO KOHTPOJIS 1esIoCTHOCTH ycTaHoBieHHoro [0 CK3U, a Takxe
€ro OKPYXEHHS B COOTBETCTBUHU C JIOKyMEHTALIMEH.

Ilocne 3aBCpHICHUA IIpoHecca CO3AaHUs BHpTyaﬂLHOﬁ MAalIuHbI, BBIIIOJIHCHUA ’I‘p€6y€MLIX
HAaCTpOCK W 3aJlaHusd Tp€6yeMLIX napamMeTpoB BM, JOJIDKHBI OBITH  BEIIIOJIHEHBI ﬂeﬁCTBHH,
HCO6XO,HI/IMLIC JJIL OCYHIECTBJICHU NEPHUOANUYICCKOTI0 KOHTPOJIS HEJIOCTHOCTHU HACTPOCK U TapaMETPOB
BM.

Hnst Buptyanbueix Mamne VMWare WorkStation, VMWare Player, VMWare vSphere ESXi
KOH(HTIYpalMOHHBIN (aill HaXOOUTCS B TOM ke JUPEKTOPHH, YTO M 00pa3 BHPTYAIbHOH MAILIHHBI,
uMeeT paciupende .vmx. Ha3paHue KoH(GUrypaunoHHOro ¢aiina coBmaiaetT ¢ MMEHEM BHUPTYalbHOI
MalluHbL. AHAIOTMYHO KOH(UIypaluoHHble (aiiiapl BUPTyanpHbIXx MamuH Virtual Box jexar B
JIMPEKTOPUH ¢ 00pa30M BUPTYAIbHOM MallIMHbBI, HIMEIOT pacuinpeHue .vbox U Ha3BaHHUe, COBIA/IAIoIIee
C MMEHEM BHPTyalbHO# MammuHbl. [lamkoi Mo yMOJYaHWIO ISl XPAHEHHsI HACTPOEK BHPTYaIBHBIX
mammi Hyper-V sBnsercst manka \ProgramData\Microsoft\Windows\Hyper-V, ums coemamaer ¢
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uMmeHeM BupryanbHoH Mammubel. RHEV mo ymomuanuio XpaHur koH(UrypauuoHHble ¢(aiiisl B
nupekropun /etc/libvirt/, uMst coBnasaeT ¢ UMEHEM BUPTYalbHOW MaIlIuHEIL.

[ocne 3aBepiienust npouecca yctaHoBkH rocteBoid OC IOJDKHBI OBITh BBINOJHEHBI JIEHCTBHSA,
HEOOXOAUMBIE JUI OCYLIECTBJICHUS IEPUOJUYECKOTO0 KOHTPOJS IIEJIOCTHOCTH YCTaHOBJICHHOTO
cucremHoro I1O B cootBerctBuM ¢ mpuBenéHHbIM B jgokyMmeHTaumn CK3U cnmckom daiinos,
MOJUIEKALTUX KOHTPOJIIO LIEIOCTHOCTH.

[Ipexycmotpers MEpHI, HCKJTIOYAIOIINE BO3MOXKHOCTB HECaHKIIHOHUPOBAHHOTO
HEOOHapyXMBAaEeMOTO M3MEHEHHS aIlapaTHON YacTH TEXHUYECKHX CPEJICTB, HA KOTOPBIX YCTaHOBIICHBI
CK3U 1 KOMIIOHEHTHI BUPTYaJIbHON MH(PACTPYKTYPHI (HAPUMED, ITyTEM OlleyaThbIBaHUsI CHCTEMHOT'O
6no0ka u pazsemo [I1DBM).

4.3. Hacrpoiika runepBusopa

Hacrpoiikamu runepBu3opa JOKHO ObITE 00ECIIEICHO BRIIIOTHEHNE CIEIYONX TPEOOBAHIMN:

JUIL  KaXIOH BHPTyaJbHOW MAIIMHBI JOJDKHA OBITH BBIJENICHAa OTAEIbHas 00JacTh
OIIepaTHBHOMN MaMATH XOCTOBOW MaIlINHEI.

HEOOXOAMMO  00ecreunTh  HEBO3MOXKHOCTh  MH()OPMALMOHHOTO  OOMEHa  MExay
BUPTYaJbHBIMU MAIlTMHAMH C HCIIOJB30BaHMEM OOIIMX PECYPCOB XOCTOBOW MAIlIHHBIL.
HEOOXOOMMO  OOCCIICYUTh  HEBO3MOXKHOCTh ~ MH()OPMAIIMOHHOTO  OOMEHa  MEXIy
BUPTYaJIbHBIMA MalIMHAMH, NPOTPAMMHBIMH MPOLECCAMH M ONCPALMOHHOH CHCTEMOM
XOCTOBOH MalIMHBL, Ha KOTOPOH (YHKIMOHUPYET BHpPTyalbHas HHPPACTPYKTYpa,
HCIIONB30BAaHHEM OOLINX PECYpPCOB XOCTOBOI MaIIHEL

HEOOXOAMMO  00ecrednTh  HEBO3MOXKHOCTh  WMH(OpManMOHHOro  oOMeHa  MEeXIy
NPOTrPaMMHBIMU ~ NIPOLIECCAMH,  HCIIOJB3YEMBbIMH  JUIsl  JIOCTyHa MOJb30oBareneil K
BUPTYQJIbHBIM MaIllMHAM, ¥ WHBIMH TPOrPAMMHBIMH IIPOLIECCAMH C HCIIOJIb30BAaHHEM
00IIHX, pa3IeisIeMbIX PECYPCOB.

4.4. 3amurta ot HCJ npm 3xcriryartannu CK3U

IIpu sxcrutyaraunu CK3U 3anpenieHo:

OCTaBIISITh 0€3 KOHTPOJISI BBIYUCIHUTENBHBIE CPEACTBA, HA KOTOPBIX OKCILIyaTHPYETCs
BHpTyaJibHasl MallnHa ¢ yctaHOBIeHHBIM Ha Helt CK3U, n ximeHTcKkre MecTa (TepMHHABI)
II0CJIe BBO/A KIIFOYEeBOH MH(OpMALUK TMO0 HHON KOH(PHICHIIMATbHOW HH(POPMAIIHH;
OCTaBIIATh 0€3 KOHTPOJIS KIMEHTCKHE MecTa (TEepMHHAJIbl) IOJIb30BaTeNed BHPTYaIbHBIX
pabouunx cTo0B ¢ ycraHoBIeHHBIME Ha HUX CK3U;

BHOCHTB KakHe-JIn00 N3MEHEHHs B IporpaMMHoe obecrieuenne Bupryanmmsanun u CK31.

I[Tpu sxcrmyataiuu CK3U HeoOxoanumo:

opraHu3zoBarth 3aThpanue (1Mo oxkoH4yaHuu ceanca pabotel CK3U) BpemeHHBIX (aiijoB u
(¢aiisoB noxkauku, popMupyemMbIx Wik Moaudurpyembix B nponecce padotst CK3U. Ecnu
9TO HEBBINOIHUMO, TO rocreBas OC [M0MKHA HCHOJIB30BATHCS B OJHOTIONB30BATEIECKOM
pexxnMe U Ha XKECTKMH IHMCK XOCTOBOW MAIIMHBI, a Takke Ha o0pa3 JucKa BUPTyaJbHOU
MalllMHBl  JIOJDKHBI ~ PAacHpOCTPaHIThCS TPeOOBaHMS, MPEIbSBISIEMblE K KIIOYEBBIM
HOCHUTEIISIM;

PEryJIsIpHO YCTaHaBIMBATh IMakeThl oOHOBIeHUs Oe3omacHocTH OC XOCTOBOW MalIMHBI U
rocteoii OC BuptyanpHOM MammHbl (Service Packs, Hot fix w T..), 0OHOBIATH
AHTUBHPYCHbIE 0a3bl B COOTBETCTBMHM C HOPMATHUBHBIMU JIOKYMEHTAMH 3KCIUTYyaTHPYIOIICH
opraHmzani. PexoMmeHIyeTcss HuccienoBaTh WH(OpManMOHHBIE pecypchl MO BOINpOcaM
KOMIBIOTEPHOH 0€30MacCHOCTH € IEeNbI0 CBOEBPEMEHHOW MHHHMH3AIUH  ONACHBIX
MOCJIEICTBUI OT BO3MOKHOIr0 Bo3aelicTBus Ha OC;

HCKJIIOYUTh BO3MOXKHOCTh momafannsi B OC XOCTOBOH MamIMHBI, a TaKKe B TOCTEBYIO
CHCTEMY BHUPTYaJIbHOM MAIIMHBI MPOTPaMM, MO3BOJIIOIINX, MONB3ysich ommoOkamu OC,
MTOBBIIIATH NPEIOCTABICHHBIC IPUBUIICTHH;

HCKITIOYUTH OJTHOBpeMeHHY0 paboTy B rocteBoit OC ¢ paboratouum CK3U u 3arpykeHHO#
KIIFOYeBOM  MHQOpManueil  HEeCKOJNBKUX  IoJib30BaTeneld.  BupryanbHas — MamuHa,
¢ynkponnpyromas nox OC Windows, Ha kotopoil ycraHoBmeHo CK3U, nomxHa
HCTONB30BaThCsl TONBKO B OJHOMOJB30BAaTENILCKOM pexHMe. B ciaydae HEBO3MOXKHOCTH
BBIIIOJTHEHUS ~ PEKOMEHJAMK B  OpPraHM3alM  JOJDKHBI  OBITh  IPELyCMOTPEHBI
JIOTIOJIHUTENBHBIE OPTaHU3AIIOHHBIE MEpHl 110 O0ECIEYeHHI0 COXPAaHHOCTH KIFOUEBOH
nHpopmanny, XpaHsieics Ha JaHHOM BUPTYAJILHOIM MaIlIHE.
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4.5. Cucrema ynpasJjieHusI BUPTYaJIbHOM cpeoi

Cucrema yrpaBleHHS BHUPTYalbHOH Cpemoil — 3TO YacThb BHPTyalbHOW HH(PACTPYKTYpPHI,
KOTOpasl C TOMOINBIO aNMapaTHO-NPOIPAMMHBIX CPEACTB U CPEACTB CETEBOTO B3aMMOJICHCTBHSA
obecrieunBaeT:

e ymIpaBiIeHHE THUIEPBU30pOM ((popMHpoBaHIE HACTPOEK U 3aJaHHE TapaMeTPOB);
® HACTPOWKY BHUPTYalbHBIX MAIIMH, BUPTYalbHBIX CETEH, HCIOIb3YEMBIX XPaHWIHI JaHHBIX;
¢ I[CHTPAIU3ALNIO BUPTYAIBHBIX pecypcoB (oOecrieueHne paboThl BCEX BUPTYalbHBIX MallWH,
BUPTYQJIBHBIX CETEBBIX XPAHWIMII JAaHHBIX W BUPTYAJIBHOTO CETEBOTO O0OPYZOBAHUS
nH(pOpPMAIMOHHON CHCTEMBI, TOCTPOSHHON € MCIIOIb30BaHUEM TEXHOIOTHH BUPTYalIN3alyy,
KaK €MHOI BUPTyaJIbHO! pacnpeAeaEHHON BEIUUCIUTEIBHOMN CETH);
e yIpaBieHHE IepeMelleHneM (MHUIrpanueil) BUPTyaibHBIX MAIIMH C OJHOI'O KOMIIBIOTEpa Ha
JIPYTOH.
CeTp yIpaBieHHS BHPTYaIbHOW Cpenod IODKHA OBITh BEIENCHA B OTHCIBHBIH CETEBOI
cerMeHT. JIJIi 3alIUTBl JAaHHOTO CETMEHTa JOJDKHBI HCIIONIB30BaThCS CPEACTBA MEXKCETEBOTO
SKpPaHWPOBAHM U MPENOTBPAILECHUS BTOPKECHU.

Cerp ympaBieHHWs BHUPTyaldbHOH HMHQPACTPYKTYpOodl HE [MOIDKHA MOAKIIOYATHCS K
00IIETOCTYITHBIM CETSM (CETSIM, JOCTYI K KOTOPBIM HE OTPaHWYEH ONPEAeIEHHBIM KPYTOM JIHII).

4.6. TpeGoBanusi K MUTPallii 00Pa30B BUPTYAJIbHBIX MAIIIMH

IIpu nepenaue (murpamuu) obpazoB BM uepes mnpoctpanctBo BHe K3 HeoOxomumo
UCIIONIb30BaTh ~ KaHalbl, 3allUIIEHHBIE CpeACTBaMH LIHM(POBAHUS, WMEIOUIMMH  CEepPTU(HKAT
YIIOJIHOMOYEHHOr0 opraHa. I[Ipu 3TOM JuUIs COIJIaCOBaHWS CEaHCOBBIX Kitouei mudpoBaHus
HE0O0XOMMO HCIIOJIB30BaTh KPUNTOrpadHIeCKHe MPOTOKOIIBI, 00CCIICUNBAIOIINE 3aALIUTY CEaHCOBBIX
KITI0Yei U ayTeHTH(HKALHMIO B3aUMOJICHCTBYIOIINX CTOPOH.

4.7. TpeﬁoBa}mﬂ K CO3JaHUI0O MTHOBCHHBIX CHUMKOB COCTOSTHHUSA
BI/IpTyaJIBHOfI MalIHuHbI

Ha MrHOBEHHBIH CHHMOK COCTOSHHSA BHUPTYaIbHOM Mamuubl (Snapshot), coemaHHBINA mocite
BBOJIa KJIIOYEBOM HWHQPOPMAIUM, JOKHBI PacHpOCTPaHAThCS TPeOOBaHMS TI0 OOpaIleHHIO C
KJIFOUYEBBIMH HOcuTeIsiME (cM. [6]).

4.8. 3amurTa OT ceTeBbIX aTaK HA THIEPBU30P

JI71st 321U THI OT CETEBBIX aTakK Ha TUIIEPBU30p HEOOXOIUMO:

® CIHOJB30BATh MEXKCETEBBIE DSKpPAaHBl M CHCTEMBI IPEJOTBPALICHHUS BTOPKCHMH I
OJIOKUPOBAHUSI CETEBBIX aTaK U (DUIIBTPAIIMU CETEBOro Tpaduka;

e ycraHaBIMBaTh 0OHOBIeHUs [10 runepeuzopa;

® TIPOBOAUTH KOHTPOIb neraocTHOCTH I10 1 HacTpoek THIepBU30Pa;

® [IPOU3BOAMUTH PETUCTPALUIO JEHCTBUI aIMUHUCTPATOPOB BUPTYAJILHOM CPEbIL.

4.9. 3amura oT ceTeBbIX aTak Me:xkay BM

Homxen ObITh 3ampenieH WHOOPMALMOHHOW OOMEH MEXIy BHPTYaIbHBIMH MallMHAMH
HCIIOJIb30BAaHUEM OOIIMX PECypCOB XOCTOBOH MAIMHBI, B TOM YHCJIC OOIIMX 00JIACTEH OIEepaTHBHOM
MaMsATH XOCTOBOM MAaIllWHBI.

[Ipumeuanune - Ui ONEPAaTHBHOW IaMSTH BBIOJHEHHE JAHHOTO TPEOOBAaHHS aBTOMATHYECKH
obecrnieunBaercs cpenctBamMu Hyper-V m VMWare. HeoOxonuMo Tarxoke 006ecrieduTh HEBO3MOKHOCTh
MOAKIIIOUEHHs] TI0 CEeTH BHPTYaJbHBIX MAIIMH K CBOEH XOCT-MallMHE (HacTpoWkamMu OpaHamayspa
W/WIIA CETEeBBIMH TOJHTHKAMH) W HEBO3MOXXHOCTH UYTEHHS TUCKOB XOCT-MAIIMHBI B BHPTYaIbHBIX
MamyHax (HaCTPOWKaMU BUPTYaJIbHBIX MAIIHH, KACAOIIUXCS TOCTYTA K JIOKAIBHBIM pecypcam).

4.10. Koutpous neaoctaoctu IO BupTyaabHoii cpeabl
HCO6XO,HI/IMO BBITIOJIHATE KOHTPOJIb HEJIOCTHOCTU CIICAYIOIHUX KOMIIOHCHTOB BHpTyaJ'II;HOﬁ
Cpeabl:

e TIO runepBu3opa (Ha XOCTOBOH MaIINHE);
® HACTpPOEK 'MIIEPBU30pa;
e TIO rocreBoii onepaluOHHON CHCTEMBI;
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e 00pa3oB BUPTyaJbHBIX MalIMH, B TOM 4YHCIIE, STAJOHHBIX 00pazoB BM, ucrnosib3yromuxcs
IIpU pa3BEPTHIBAHUU HOBBIX BM.

Konrpons nenoctHoctn CK3U, ycTaHOBIEHHOro Ha BUPTYaJIbHOH MarinHe, HE0OXOAMMO
MPOBOJIUTH aHAIOTUYHO KOHTPoJIro nenoctHoctd CK3U, ycraHoBiIeHHOTO Ha hu3ndeckoi miathopme.

4.11. TpeGoBaHusl K 3TAJJOHHBIM U 3arpy304HbIM o0pazam BM

[Ipn co3maHWM 3TalOHHBIX 00Pa30B BUPTYAJIbHBIX MAIIMH IPEABAPUTEIHHO MOJDKHA OBITh
BBITIOJTHEHA IIPOBEPKA:

® COOTBETCTBHS IapaMeTpoB M HacTpoek BM ycraHOBIEHHBIM TpeOOBaHUAM O€30MaCHOCTH;

e nenoctHoctu cucreMHoro IIO rocresoit OC u IIO CK3M B COOTBETCTBHHM C
sKcruryataronHoi mokymeHTtanmeii Ha CK3U. Ilocme co3manms sTtamoHHOTO 00pasa
(xmora) BM momkHa OBITH BEIIOJIHEHA KOHTPOJIbHAs ycTaHOBKa BM ¢ maHHOTO OOpasa u
KOHTPOJBbHASA MpoBepka renoctHocTH cucteMHoro [10 rocresoit OC u I1O CK3U;

JUis  KakIoro OSTalOHHOro o00pa3a BHUPTYalIbHBIX MAIIMH  JOJDKHBI  BBITIOJHSTHCS
pErIaMEeHTHPOBAHHBIC MPOIEIyphl OOHOBJICHUS HACTPOCK, BKIIOYEHHBIX B 00pa3 MpPOTrPaMMHBIX
xomnounent CK3U.

JIOMKHO BBIMOJHATHCS CBOEBPEMEHHOE OOHOBIIEHHE HacTpoek BM, BKIIOYEHHBIX B 3TaJIOHHBIN
obpas.

JlomkHa BBIMOIHATHCSI CBOSBPEMEHHAsI ycTaHOBKa 00HOBIeHHH Oe3omacHoctu OC (rocteBoit u
XOCTOBOH).
3arpy30uHble 00pa3bl JOJDKHBI CO3[aBaThCS TOJBKO U BUPTYaJbHBIX MAIUH, CO3JAHHBIX C

HCIIOJIb30BAHUEM 3TAaJIOHHBIX 06p330B. HpI/I 9TOM JOJIDKHO OBITh HCKJIIOYCHO BHECEHHE B 3TAIOHHBII
06p33 H3M€HeHPII7[, BBITIOJTHCHHBIX IIPU CO3JIaHNUH 3arpy309HbIX 06pa3013.

KomnupoBanue o0pa3oB BUPTYalbHBIX MAlllMH C BBEJICHHOW KIOueBOM WH(opmaumei u/mim
uHHnKanu3uposanHsM [1JICY 3amperieHo.

4.12. TpedoBanus k ayTeHTH(PUKannu noJn3oareseii CK3U

Jis CK3U «Kpunto-KOM 3.5» (BapuaHT ricriomHeHHs 1) qOIDKEH OBITH peai30BaH MEXaHU3M
ayTeHTU(QUKAUWK CyOBEKTa JOCTYNa NPH MOMOIIM MapoJisi, YIOBICTBOPSIOIIETO CIIEIYIOIIUM
YCIIOBHSIM:

® JIMHA MApOJIs JOJDKHA OBITh HE MeHee 6 CHMBOJIOB;

e B YHCJIE CUMBOJIOB HApoJsi 00S3aTEIbHO JOJKHBI NPHCYTCTBOBATH OYKBHI B BEPXHEM H
HIDKHEM perucTpax, [upsl U crienuaibHble CUMBOIEL (@, #, $, &, *, % u T.11.);

® [apoib HE JOJDKEH BKIIOYATH B CEOsI JIETKO BBIYHCIISIEMBIC COYETaHUS CUMBOJIOB (MMEHA,
(dbamunuy U 1. 11.), a Takxke obienpunsaTeie cokpauenus (USER, ADMIN u T.1.);

® [pU CMEHE MapoJisi HOBOE 3HAUYEHHE JOJDKHO OTIMYATHCS OT HPEABIAYIIEro He MeHee 4eM
B 4-X MO3UIMAX;

e JIMYHBIN NMApPOJIb M0JIH30BATENb HE UIMEET NpaBa coO0IIaTh HUKOMY;

® [EPHOANYHOCTh CMEHBI MApOJIsl ONPEIeIISIeTCs] IIPUHATOM MOJUTUKON 0e301acHOCTH, HO He
JIOJKHA TPEBBINIATh 6 MECSIIEB.

Hdus CK3U «Kpunto-KOM 3.5» (BapuanT WUCHoONHEHHs 2) ayTeHTU(QHKAIMsS [OJDKHA
BBIMOJIHATECS 10 nepexoxa AC, Ha xotopsix peannzoBaHo CK3H, B pabouee cocrosHme. [Ipu 3Tom
JIOJDKHBI UCTIONIb30BaThCsl MEXaHU3MbI ay TEeHTU(HKALIUK, pealli30BaHHbIe B cepTH(UIMpoBaHHbIX M/I3
(AIIM13), ucnonb3yembix copmecTHo ¢ CK3U «Kpunto-KOM 3.5».

4.13. TpeGoBaHMe K YIIPABJIEHHUIO 10CTYNIOM

IlTaTHEIME CpPEeNCTBAMM BHUPTyalIM3allMl JOJDKHO BBINOJHATHCS YHPaBIEHHE JOCTYIIOM
CyOBEKTOB JocTyma K OOBEKTaM JOCTyHa B BHPTYaIbHOW HH(pacTpyKType, B TOM YHCIE BHYTPH
BUPTYaJIbHBIX MAILIUH.

4.14. TpeGoBaHMe K perucTpauuu coobITHI

ITaTHBIMA CcpeACTBaMH BHPTyalIM3allMd JOJDKHA BBIOJNHATECS PErHCTpanus COOBITHI
6€e301acHOCTH B BUPTYaJILHOH HH(PPACTPYKTYype.
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IMPUJIOKEHUE. AKT 'TOTOBHOCTU K PABOTE
YTBEPXJAIO

(TOKHOCTD)

(HanMEHOBaHME YUPEKICHHU)

(moamuce) (P.1.0.)
AKT
TOTOBHOCTH K paboTe c
(HaUMEHOBAaHUE YUPEKICHUS ) (HaMMeHOBaHHE U3/IEIIHIA)
« » 20 T
Komuccus B coctase npeaceaareiisd
(IOJDKHOCTD) (®.1.0.)
X 4JICHOB
Ha3Ha4YCHHasA cocCTaBuia HaCTOHHIHFI aKT O TOM, YTO IIOMCIICHUC
SKCILTYaTUPYOLIEr0 OpraHa , pa3MeleHne ,
(na3Banue) (o6opynoBanmue)

XpaHWJIUIa KIIOYCBBIX JOKYMECHTOB, OXpaHa HOMCHIGHI/Iﬁ 1 OATOTOBJICHHOCTb COTPYAHUKOB K

00CcITy>KUBaHUIO

(oGopymoBanue)
COOTBETCTBYIOT:

(I'OCT, uHCTpYyKLMS, pyKOBOAALINE JTOKYMEHTbI, IPaBUJIa MOJIb30BAHUS U T.I1.)
Komuccus OTME€YACT, YTO MHCTAJITIALIHUA 110 BBIHICYIIOMAHYTBIX I/IS,Z[GJII/Iﬁ IIpoOBCACHA B COOTBETCTBUMU C

(uHCTPYKIMHK)
BBIBO,HZ KOMHUCCHA CHHUTACT, YTO 00BEKT OTBEYACT Tp€6OBaHI/IHM
(na3BaHme 0OBeKTA)

(Ha3BaHHMe MHCTPYKIUH)
1o obecrieueHn0 0€30MacHOCTH CBS3H I10 YPOBHIO 1 MOXET OBITh BBCJ/ICH B ﬂeﬁCTBHG.

IIpencenarens:

(moamucs) (®.1.0)
YneHbl KOMUCCUH

(Toamuce) (®.1.0)
(Tmoamuce) (®.1.0)
(Tmoamuce) (®.1.0)



10.

19
HIKHP.00064-01 90 02

JIUTEPATYPA

CpenctBo  kpunrorpadpuueckoii  3amutel  mHbpopMmammu  «Kpumro-KOM  3.5».
[IporpaMmHOe  oOecriedyeHHE KOHTPOJS  ILEIOCTHOCTH. PyKOBOACTBO — omeparopa.
HIKHP.00064-01 34 01. AO «CUT'HAJI-KOM», 2022.

CpenctBo kpunrorpadudeckoit 3ammrel uHPopmanuu «Kpunro-KOM 3.5». Vruimra
ymanenuss  ¢aiimoB.  PykoBomerBo  omeparopa.  IIIKHP.00064-01 34  02.
AO «CUT'HAJI-KOM», 2022.

ITU-T Recommendation X.509 (1997 E): Information Technology - Open Systems
Interconnection — The Directory: Authentication Framework, June 1997.

RFC 3280. Housley, W. Polk, W. Ford, D. Solo, Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile, April 2002

RFC 4491. S. Leontiev, D. Shefanovski, Using the GOST R 34.10-94, GOST
R 34.10-2001, and GOST R 34.11-94 Algorithms with the Internet X.509 Public Key
Infrastructure Certificate and CRL Profile, May 2006.

Cpencteo kpunrorpaduueckoii 3anmrhl uHGopMarmu «Kpunto-KOM  3.5». Tlomcucrema
yhpaBieHus KmodeBod umHpopmarmen. Ob6mee ommcanwe. [IIKHP.00064-01 31 01.
AO «CUT'HAJI-KOM», 2022.

P 1323565.1.023-2018 «Mudopmarmionnass TexHojorus. Kpunrorpadpuueckas 3amura
undopmanun. Mcnons3oBanue anropurmo 'OCT P 34.10-2012, TOCT P 34.11-2012 B
ceptuduKare, CUCKe aHHYyIMpoBaHHBIX cepTudukaroB (CRL) u 3ampoce Ha cepTudukat
PKCS #10 undpacTtpykTypsl OTKpHITEIX Kiroudeil X.509». denepanapHOE areHTCTBO IIO
TEXHUYECKOMY PETyIHpOBaHHIO U MeTpoioruu, 2018.

CpencrBo kpunrorpaduueckoit 3ammtsl nHpopManun «Kpunro-KOM 3.5». dopmysisp.
HIKHP.00064-01 30 01. AO «CUT'HAJI-KOM», 2022.

CpenctBo  kpunrorpadmdeckoit  3amutel  mHpopMammm — «Kpumro-KOM  3.5%.
IIporpammuoe obecneuenne perimameHTHoro koHTponsi JCY. PykoBoacTtBo omeparopa.
HIKHP.00064-01 34 03. AO «CUT'HAJI-KOM», 2022.

National Institute of Standards and Technology (NIST) A Statistical Test Suite for
Random and Pseudorandom Number Generators for Cryptographic Applications. Special
Publication 800-22. 2001



