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AHHOTaNM

B HacrosiiieM AOKyMEHTE paccMaTpUBalOTCA BOIPOCHl YIPABIEHMs KIIOUEBOM CHCTEMOI,
ucnonszyemoit B CK3U «Kpunto-KOM 3.5» (BapuaHthl ucmojiHeHuss 1, 2), ¢ ydeToMm Mep,
obecrieynBaOMMX OE30MaCHOCTh HCIIONB30BAHUS KJIIOUEH JJIEKTPOHHOH MOJNIHCH M KIHOYEBOTO
oOMeHa.

VHcTpyKMM ~ agMUHHCTpaTopaM  OE30MAaCHOCTH M IIOJB30BATENsAM  Pa3iIM4YHBIX
aBTOMATM3MPOBAaHHBIX  cucTeM, wucnoip3ytonmx CK3U  «Kpunto-KOM  3.5»  (BapuaHThI
UCTIONHEHUs 1, 2), TOIKHBI pa3pabaThIBaThCS C YIETOM TpeOOBaHMI HACTOSIIETO TOKYMEHTA.
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1. OBIIME CBEJIEHMUSA

CK3U «Kpunto-KOM  3.5» (BapuanTsl ucmonHeHus 1, 2) mpeqHa3sHadyeHO IS
KpunTorpaduueckoll 3amuThl  KOH(QUAEHIMANbHOM WHGOpMalnuM, He coaepKalled CBeJIeHHH,
COCTaBJIAIOLIMX T'OCYAapPCTBEHHYIO TaliHy, B MH)OPMAILMOHHBIX CUCTEMax OOIIEro MoIb30BaHuUsl.

Kirouesas cuctema CK3U «Kpunro-KOM 3.5» (BapuaHThl UCTIONHEHHUs 1, 2) OpHEHTHpOBaHA
Ha COBMECTHOE HCII0JIb30BaHUE OJTHOKIIFOUEBBIX U JBYXKIIOUEBBIX KPUITOCUCTEM.
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2. OCHOBHBIE TEXHUYECKHUE JAHHBIE U XAPAKTEPUCTUKH

CK31 «Kpunto-KOM 3.5» (Bapmantbl ucnonHenust 1, 2) ynosierBopser «TpeboBaHusiM K
cpeacTBaM Kpunrtorpaduueckoi 3amuTsl HHOOPMALUK, TPeIHA3HAYSHHBIM ISl 3aIUTHl HH(POPMAIHH,
HE cojepkallell CBEeIEHHUH, COCTaBILIIONINX TOCYHApCTBEHHYIO TaifHy» mo ypoBHio KCl, a mpu
BBITIOJTHEHUX JIOMOJTHUTEIBHBIX TPEOOBAHUM IO 3aIIHUTE OT HECAHKIHOHWPOBAHHOTO JOCTyHa — MO
yposuto KC2 [11]. Jomyckaercs wucmonb3oBanne CK3U  «Kpunro-KOM  3.5»  (BapHaHTBI
UCTIONHEHNs 1, 2) Ut KpUITTOTpapUIECKO 3alTUTHI TEPCOHANBHBIX TaHHBIX.

2.1. Kpunrtorpadguyeckue ajropurMbl

CK3U «Kpunto-KOM 3.5» (BapuaHTbl UCTIONHEHUs 1, 2) BKIIOYaeT pealn3aluio CIEAYIOMHNX
AITOPUTMOB:

e anroputMel coszfganusa OII, wxmoueit OII u xmoueidt mpoepku OII - peanmusoBaHbl B
cootBerctBuH ¢ TpeboBanusamu [OCT P 34.10-2012 [4];

e anropurMbl npoBepku OIl - peanmusoBaHbl B cooTBeTcTBHMHM ¢ TpeboBaHusamMu ['OCT
P 34.10-2001 [3] u TOCT P 34.10-2012 [4];

® QITOPUTMBI BHIPAa0OTKM 3HA4YeHUS XOII-QYHKIMU - peaju30BaHbl B COOTBETCTBHU C
tpeboBanusmu [OCT P 34.11-94 [5] u TOCT P 34.11-2012 [6];

® QITOPUTMBI 3aIIU(POBAHMA/PACIINPPOBAHUS AAHHBIX W BBIYMCICHHUS HMMHUTOBCTABKH -
peanu3oBaHbl B cooTBeTcTBUM ¢ TpeboBanmsmu ['OCT  28147-89  [2],
I'OCT P 34.12-2015 [7], TOCT P 34.13-2015 [8];

® QITOPUTMBI COTIACOBAHMS KIIOUEH - Pealn30BaHbl B COOTBETCTBUU ¢ PeKOMEHIaUMsIMH IO
cranpapruzanuu P 50.1.113-2016 [9].

Hcnonp3oBanne peanm3oBaHHbIXx B CK3U kpumrorpaguyueckimx MEXaHU3MOB, ONPENEISIEMBIX
BbIBeZICHHBIM U3 AericTBud cranaapToMm ['OCT 28147-89, nocne 30.06.2024 3anpemaercs.

Kmrouesas cucrema CK3U «Kpunto-KOM 3.5» (BapuaHThl HcHONHEHUs 1, 2) opueHTHpOBaHa
Ha COBMECTHOE HCII0JIb30BaHUE OJTHOKIIFOUYEBBIX M JBYXKIIOUEBBIX KPUITOCHCTEM.

2.1.1. Peamusanusa 'OCT 28147-89

Brmouerne B CK3U «Kpunto-KOM 3.5» (BapmaHTBl wHCHONHEHUS 1, 2) peanm3anuu
3ammdpoBaHus, pacmUQpPOBaHUS U BBHIYHCICHUS UMHTOBCTAaBKH B coorBercTBHH ¢ ['OCT 28147-89
o0ycioBiieHO  HeoOXomuMocThio — obecrieueHus coBmectumoctn ¢ CK3U, peanusyrommumu
I'OCT 28147-89 u umeronmMu aeiictBytoniie cepruduxarsl cootBerctBusi PCH Poccun. Ilpu stom
ucrnonb3oBanue peanu3oBaHHbIx B CK3U kpunrorpadmdeckux MEXaHH3MOB, ONpEAETISeMbIX
BbIBeJIeHHBIM 13 fericTBus cranaaprom ['OCT 28147-89, nmocne 30.06.2024 3amperiaercs.

B CK3U «Kpunto-KOM 3.5» (BapuaHTBI HCHONHEHHS 1, 2) HCHONB3YIOTCS CIEAYIOIIHE
pexuMBbI Kpunirorpaduueckoro npeobdpaszosanus B coorserctBun ¢ TOCT 28147-89 [2]:

3amm¢ppoBanue/pacmmppoBaHie B pSKUME TIPOCTOI 3aMEHBI;
3amm¢ppoBanue/pacmppoBaHUe B peKUME TaAMMHUPOBAHNS;
3amm¢ppoBanue/pacmppoBaHie B peKUME TAMMHUPOBAHUS ¢ 0OpaTHOH CBA3BIO;
BBIPabOTKa HMHUTOBCTABKH.

IMpu 3ammdpoBanum/paciiuppoBaHUA U BBHIPAOOTKE HMHTOBCTABKH HCIONB3YETCS aIrOPUTM
npeobpa3oBaHmsl Kir0va, onucanubiil B 1. 2.3.2 RFC 4357 [19].

Jna sammdpoanns u pacmudpoBanus uHpopmarmu ['OCT 28147-89 mpenycmarpuBaer
WCIIOJIb30BAaHUE OJHOTO M TOTO K€ KJII0Ya KPUITONpeoOpazoBaHMs (OOUIMIA CEKPETHBIM KIFOY CBS3MN)
JUIMHON 256 OWT | y3710B 3aMeHBI (0J0Ka MOJCTaHOBKH) OOmUM oObeMoM B 512 6ut, comepxumoe
KOTOPBIX SIBJIIETCS JOJNTOBPEMEHHBIM KIIOYEBBIM 3JEMEHTOM, OOMMM s 3alluIaeMoil ceTu
KOH(HICHIIMATEHON CBA3H.

2.1.2. Peamuzamus 'OCT P 34.12-2015
B CK3U «Kpunto-KOM 3.5» (BapuaHTBI UCTIONHEHUS 1, 2) peann30BaHbl aITOPUTMBI OJIOYHOTO

mndposanus Kysueunk u Marma B cootserctuu ¢ TOCT P 34.12-2015 [7].

B CK3U «Kpunrto-KOM 3.5» (BapuanTbl HcrnosHeHust 1, 2) HCIOIB3YIOTCS ClIEAyOLIHe
pexumbl Kpunrorpaduueckoro npeodpasosanust B coorserctBun ¢ ['OCT P 34.13-2015 [8], a Takxke
peKOMeHIausAMH 110 cTaHnaptusauuu [10, 12]:

e 3ammQpoBaHue/paciInPpOBaHUE B PEKUME IPOCTOH 3aMEHBI;



6
HIKHP.00064-01 31 01

3ammgppoBanue/pacinppoBaHie B pSKUME IIPOCTOI 3aMEHBI C 3aLleIIICHUEM;
3ammgppoBaHue/pacinppoBaHie B peKUME TaMMUPOBaHUS;
3ammdpoBaHne/pacn(ppoBaHIE B PEKIME TAMMUPOBAHUS C OOPATHO CBA3BIO O BEIXOLY;
3ammdpoBaHne/pacppoBaHie B pEKAME TaMMHPOBAHHSA C OOpaTHOH CBS3BIO IIO
I dpTeKCTy;

samudposanue/pacumdposanne B pexkume CTR-ACPKM cormacso [10];
samudposanue/pacimdposanne B pexxume MGM cormacuo [12];

BbeIpaboTka umuToBctaBku — OMAC cormacto [8].

BeIpaboTka nmuToBctaBkn — OMAC-ACPKM cornacto [10].

Jusa 3ammdpoBanms u pacmudposanns uaGopmarnmu [OCT P 34.12-2015 npexgycmarpuBaer
WCIIONIB30BAaHUE OJHOTO W TOTO K€ KII0Ya KPUITOIpeoOpazoBaHMs (OOMIMHA CEKPETHBIM KITFOY CBSI3H)
JUITMHOM 256 Our.

2.1.3. Peamuszauusa 'OCT P 34.11-94

T'OCT P 34.11-94 [5] ompenensieT aaropuT™M W TPOLEAYPY BBIYUCIACHHS XOII-QYHKIHH IS
000 TOCIeAOBATEIBHOCTH JBOMYHBIX CHMBOJIOB, KOTOPBIC MPUMEHSIOTCA B KPUNTOrPadHUYSCKUX
MeToaax oOpabOTKH M 3alIUTHl HHYOPMALMHU, B TOM YHCIIE U JUI PeATU3aLiH NPOLEIYD ICKTPOHHON
HOJIIHCH.

Omnpenenennast B [OCT P 34.11-94 ¢yHKuus X3IIHMPOBaHHS HCIONB3YETCS IMPU peallu3alyu
cucreM OIl Ha O0a3e acCHMMMETPUYHBIX KPHUNTOTPA()UUECKHX QJITOPUTMOB B COOTBETCTBUH C
I'OCT P 34.10-2001.

2.1.4. Peamuzaunusa 'OCT P 34.11-2012

T'OCT P 34.11-2012 [6] ompemensieT aIrOpuT™M U MPOIEAYPY BBIYUCICHHS XOII-(YHKIHHA IS
0001 MOCIeJ0BATEeIbHOCTH ABOMYHBIX CHMBOJIOB, KOTOPBIE MPUMEHSIOTCS B KPHUIITOrpapUYecKux
MeTosax 00paboTKM M 3alMThl HHPOPMAIMKU, B TOM YHCIIE U JJIS PealIM3alyy IPOLEeRyp dJIEKTPOHHOM
MOATHUCH.

Omnpenencanas B [OCT P 34.11-2012 ¢yHKOus X3MHAPOBAHUS HCIOIB3YETCS TPH peaTn3alui
cucreM OIl Ha O0a3e acCHMMMETPUYHBIX KPHUNTOTPA()UUECKHX QJITOPUTMOB B COOTBETCTBUH C
I'OCT P 34.10-2012.

2.1.5. Peamuzanusa 'OCT P 34.10-2001

T'OCT P 34.10-2001 [3] ycranaBnuBaeT nporueaypbl co3faanus u nposepku I, peanusyemoii ¢
UCIIOJIb30BAaHUEM OIEpalil IPYNIBI TOYEK JJUTMITHYECKOH KPHBOW, ONpeleieHHOW Hal KOHEYHBIM
HPOCTBIM IOJIEM.

Croiixocts OII, ¢opmupyemoii B cootBerctBuu ¢ I'OCT P 34.10-2001, ocHoBbIBaeTcs Ha
CJIOKHOCTH BBIYHCJICHHSI JUCKPETHOTO Jiorapu(Ma B TPYINIE TOYEK UIMNTHYECKONW KPHBOM, a TaKKe
CTOHKOCTHU Hcmonb3yeMoit xam-pyukun mo [OCT P 34.11-94.

DJIeKTpOHHAsI TMOJIKCh COCTOMT W3 JIBYX LIEJIBIX YUCE] M BBIYKMCISIETCS C IOMOILIbI0 Habopa
npaBuJ, 3aaaBaeMbix crangaprom 'OCT P 34.10-2001.

[apametpsl cuctembl JI1 He SBISIOTCS CEKPETHBIMU, KOHKPETHBIN HAOOp MX 3HAYCHUIH MOXET
OBITH OOIMM JUISl TPYIIIIBI TTOJIB30BATEICH.

B CK3U «Kpunto-KOM 3.5» (BapuaHTBI uMCHONHEHUS 1, 2) peann3oBaH TOJIBKO AITOPHTM
npoBepku D11 B coorBeTcTBrn ¢ [OCT P 34.10-2001.

2.1.6. Peasmuzauusa 'OCT P 34.10-2012

T'OCT P 34.10-2012 [4] ycranaBiuBaeT npomeayphl co3aanus u nposepku I, peannsyemoii ¢
KCIIOJIb30BaHUEM OIlepaluii TPyMHIbl TOUEK SJUIMNTHYECKON KPHUBOM, ONpenesieHHON HajJ KOHEYHBIM
MIPOCTBIM TTOJIEM.

Croiikocts OIl, ¢opmupyemoii B cootBerctBuu ¢ I'OCT P 34.10-2012, ocHoBBIBaeTcs Ha
CIIO)KHOCTH BBIYUCIICHHS IUCKPETHOTO JIOTapru(mMa B TPYINE TOYEK JUIMNTHYECKONH KPUBOH, a TaKkKe
CTOWKOCTH HCToNMb3yeMoit xamm-pyukiu mo TOCT P 34.11-2012 [6].

DNeKTpOHHAs TOJIKCH COCTOMT W3 JIBYX IENBIX YHCEN W BBIYUCISCTCS C IOMOIIBI0 Habopa
npaBui, 3aaaBaeMbix crannaprom [OCT P 34.10-2012.

[Tapametpsr cuctemsr D11 He SBIAIOTCSA CEKPETHBIMH, KOHKPETHBI HaOOp MX 3HAYEHUI MOXKET
OBITH OOIITMM IS TPYIIIBI TIOJIH30BATEIICH.
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2.2. KirouyeBbie HOCUTEIH

Kpunrorpaduueckne KIOYM M BCIOMOTaTeNbHbIC TaHHBIE (MAacKH M T.II.), MCHOJIb3yeMbIe B
CK3U «Kpunro-KOM 3.5» (BapuaHThl McHoHeHUs 1, 2), 6yaeM Ha3blBaTh K1iouesotl unghopmayueiit, a
MarHMTHbIE HOCHTENIM M Jpyrue BHENIHHE YCTpOICTBA, HAa KOTOPBIE 3alMCBIBAIOTCS KIIOYHM TIPH
CO3aHUH - KIIOUebIMU HOCUMENAMU.

Hdus  xpanenms xwmoueBord wuHpopmarmun B CK3U  «Kpumro-KOM  3.5»  (BapmaHTHI
UCTIONTHEeHNsE 1, 2) MOTYT OBITh HCIONB30BAHBI CIICAYIOIINE THIIBI KIFOUYEeBBIX HocuTenel (cMm. Tabmnuia
1):

Tab6muma 1
Tun KITF0YeBOro HOCUTES Y pOBEHB 3alIUTHI
Hocurenu ¢ untepdeiicom USB KCI, KC2
Dnekrponnsie kimoun ¢ uarepdeiicom USB (eToken, JaCarta, Rutoken u np.) KC1, KC2
Kpunrorpadudeckue ycTpoiicTBa, mepeyucicHHbIC B 11, 2.3 KCI, KC2
KapTbl duami-namMsatu KCI, KC2
Paznensl HakonuTennei Ha )kecTkoM MarHUTHOM fucke (HOKMT) KC1, KC2

[Mpumeuanne. XpaHeHue kimtouerd D11 B pazzene »KeCTKOro AUCKa OMYCKAeTCs TONBKO IPH YCIOBHH
pacupoctpanerus Ha DBM (mmu cremustit HKM/J] 9BM) tpeboBanwmii mo oOpamieHnto
C KIIFOYEBBIMH HOCHTEIISMH.

2.3. KiroueBble HOCHTEIH € HEIKCIMIOPTUPYEMBIMU KJIIOYaMHU

CK3U «Kpunro-KOM 3.5» (BapuanThl ucnonHeHus 1, 2) MOKeT oOparuaTbes yepes3 HHTepdeinc
PKCS#11 x kpuntorpapuuecKuM yCTpOHCTBaM, peaau3yomM (QYHKIUH co3manus kimoded DI u
kimrouelt mpoepku OIl, cozmanms OII, mpoepkm OII, XsmmpoBaHUsS, MH(PPOBAHUA, KIFOYEBOTO
oOMeHa, BBIPAaOOTKH CIyYaiiHbIX IIOCIEAOBATENFHOCTEH M 1p. JlaHHBIE yCTPOWCTBa MOTYT TaKXke
UCTIONB30BAThCS ISl XpaHeHns1 Kiroueid D11 B HEAKCIIOPTHPYEMOM BHJIE, UCKIIOUAIOIEM BO3MOXHOCTh
WX CUMTBIBAHHS BO BHEIIHIOIO ITaMSTh MM KOIIMPOBAHUE Ha JPYTOH HOCUTEIb.

CK3U «Kpunto-KOM 3.5» (BapuaHTBl HCHONHEHHUS 1, 2) MOXET HCIOJIB30BaTh MEXaHU3MBI
(cosmanms wmouedt DIl wm kiroueir nposepku DI, cosmanue DII, nposepka DI, X3IIUpPOBaHWE,
mugpoBaHue, KINOYeBOi 00MEH, BBIPAOOTKa CIyqalHBIX MOCJIE0BATENLHOCTEH 1 Ap.), peaIn30BaHHbIE
B KpUNTOrpaMuecKuX yCTPOMCTBAX, COBMECTHO C NMPOTPAaMMHON peanm3anel KpunrorpadudecKux
anroputMoB CK3U «Kpurnro-KOM 3.5» (BapuaHTH ucronHeHus 1, 2) (XamupoBaHue, mmdpoBaHue
u 1Ip.).

Iepeuens kpunrorpaduyeckux ycrpoiticts ¢ unTepdericom PKCS #11, mommepkuBaeMbIx
CK3U «Kpunto-KOM 3.5» (BapuaHT ucnionHeHus 1), BKrovaer?:

o CK3MU «SmartToken-PROy;

e CK3U «Pyroken OULIT 2.0 2100» (ceprudukar coorBerctBusi Ne CdD/124-4248 or
10.04.2022);

e CK3U «Pyroken DILII 2.0 3000» (ceprudukar coorBercrBus Ne Cd/124-4077
or 17.06.2021);

e CK3U «Pyroken DLII 2.0 3000 micro» (ceprudukar coorBerctBus Ne CD/124-4078
or 17.06.2021);

e CK3U1 «Pyroken DLII 2.0 3000 Type-C» (cepruduxar coorBerctBusi Ne CD/124-4079
or 17.06.2021);

e CK3U «Pyroken OUIT 2.0 Flashy (ceprudukar coorBerctBust Ne Cd/121-4075
or 17.06.2021);

1 C03}13HI/IC KJIFOU€BOM I/IHq)OpMaHI/II/I JOJDKHO BBIIIOJIHATBCA C IMOMOINBIO CICHATITU3UPOBAHHOT'O
MPOrpaMMHOTO oOecrnedeHus, paspadboranHoro ¢ wucnonb3oBanuem CK3U, cepTuduimpoBaHHOTO
®CB Poccum.

2 Kpunrorpauyeckue yCTpoHCTBA JOJKHBI HMETh I€HCTBYONIMI CEpTUPUKAT COOTBETCTRUS
(3axmouenne o coorBerctein) OCh Poccun.
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CK3U «Pyrtoxken OIII 2.0 microy (ceprudukar coorserctBusi Ne Cd/124-3991
or 11.12.2020);

CK3U «Pytoken DT 2.0» (ceprudurar coorserctBust No CD/124-3990 ot 02.12.2020);
CK3U «Pyroxen DI 2.0 Ucmomnenne A» (ceprudukar coorBercTBus Ne CD/121-4072
or 17.06.2021);

CK3U «Pytoken OIII 2.0 Touch» (ceprudurar coorBercteus Ne Cd/124-3993
or 11.12.2020);

CK3U «Pyrtoken DUII 3.0» (BapmanTsl ucronHeHus 1, 2) (ceptudurar coorBercTBhs No
C®/124-4307 ot 11.08.2022);

CK3U «Pyroken OUII 3.0» (Bapuant wucnonHeHus 5) (cepTHdUKAT COOTBETCTBUA
Ne C®/124-4398 ot 01.12.2022);

CK3U «MS_KEY K» - «AHI'APA» (Bapuantr wucnonnenus 8.1.1) (ceprudukar
cootBetcTBUst Ne CD/124-4311 ot 12.08.2022);

CK3U «ESMART Token TOCT Ha 6a3e oreuecTBeHHOM MuKpocxeMbl MIK51SC72DV6»
(Bapmanter wucmomHeHus 1, 2, 3) (ceprtudumrar coorBerctBH No CD/124-4048
or 01.04.2021).

Ilepeuyens kpunrorpaduyeckux ycrpoiictB ¢ uHTepdeiicom PKCS #11, mommepkuBaeMbix
CK3U «Kpunto-KOM 3.5» (BapHaHT UCHIOIHEHUS 2), BKIIOYALT:

CK3U «Pytoxken OLII 2.0 2100» (ceprudukar coorBercTBUs Ne Cd/124-4248 ot
10.04.2022);

CK3U «Pyroken DILII 2.0 3000» (ceprudukar coorBerctBuss Ne Cd/124-4077
or 17.06.2021);

CK3U  «Pyroken OLII 2.0 3000 micro»  (cepTUHKAT  COOTBETCTBHS
Ne C®/124-4078 ot 17.06.2021);

CK3U «Pyrtoxen DIII 2.0 3000 Type-C» (ceprudukar coorBercTtBus No CD/124-4079
or 17.06.2021);

CK3U «Pyroken OUIT 2.0 Flashy (ceprudukar coorBerctBust Ne Cd/121-4075
or 17.06.2021);

CK3U «Pyroken OIIl 2.0 micro» (ceptudukar coorBerctBus Ne Cd/124-3991
or 11.12.2020);

CK3U «Pytoken DII 2.0» (ceprudurar coorserctBust No CD/124-3990 ot 02.12.2020);
CK3U1 «Pyrtoken DI 2.0 Wcnonnenue A» (ceprudukar coorBerctBusi Ne CD/121-4072
or 17.06.2021);

CK3U «Pyroken OUII 2.0 Touch» (ceprudurar coorBerctBus Ne Cd/124-3993
or 11.12.2020);

CK3U «Pyrtoken DUII 3.0» (BapmanTsl uctmonHeHus 1, 2) (ceptudurar coorBeTcTBHs Ne
C®/124-4307 ot 11.08.2022);

CK3U «Pytoken DOUIT 3.0» (BapumaHT uCHONHEHUS 5) (cepTUPHUKAT COOTBETCTBHUS
Ne CD/124-4398 ot 01.12.2022);

CK31U «MS_KEY K» — «AHI'APA» (Bapmant wucnomnenus S8.1.1) (cepruduxar
coorerctBus Ne CD/124-4311 or 12.08.2022).;

CK3U «ESMART Token TOCT Ha 6a3e oreuectBeHHO# Mukpocxembl MIK51SC72DV6»
(BapuanThl uctionHenus 2, 3) (cepruduxar coorBerctBusi Ne Cd/124-4048 ot 01.04.2021).
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3. OBHIEE OITUCAHUE KJIIOYEBOM CUCTEMBI

KimoueBas cuctema CK3U «Kpunto-KOM 3.5» (BapmanTtsl ucnodHeHus 1, 2) opueHTHpOBaHA
Ha COBMECTHOE MCIIOJIb30BAaHHE OJHOKIIIOUEBBIX U IBYXKITIOUYEBBIX KPHIITOCHCTEM.

B cucremax 3amutel mH(pOpMarmm, mnoctpoeHHeXx Ha 0Oaze CK3U «Kpumro-KOM 3.5»
(BapmanTtel ucmonHeHHs 1, 2), xmounm npoBepkd Il momp3oBateneid MCMONMB3YIOTCSA, XPAHATCA H
TepeIaroTCs TI0 KaHAJIaM CBSA3U B BHIC IMUQPPOBEIX cepTHHKATOB Kitouei mposepku I (cm. 1m.3.1.3),
KOTOpbIe (OPMUPYIOTCS M 3aBEPSAIOTCS B YIAOCTOBEPSIONIEM IIeHTpe (cMm.In. 4.1).

VYnocrosepsitouii 1ientp (V1) B nmuie rmaBHoro anmunmctparopa 6eszonacHoctn Y1l (manee —
aJIMAHUCTPATOp 0E30IIaCHOCTH) OTBEYACT 3a aMHHUCTPUPOBAHKE MOJCUCTEMBI YIPABICHUS KIHOYaMU
npoBepku JI1, obecrieunBaromneld KOHTPOJIb 3a BEIIIOIHEHHEM BCEX MPOIIETYp, CBI3aHHBIX C CO3JaHHEM,
peructpanueii, XxpaHeHHEeM H OOHOBIICHHEM KITIOUEBBIX HOCHTENICH YIaCTHIUKOB 3alIUIICHHON CHCTEMBL.

Vpasnenue kimtouamu nposepku D11 CK3U «Kpunto-KOM 3.5» (BapuanTtsl ucrnonneHus 1, 2)
MoxeT obecneunBatbest J00bIM Y[, cepruduuupoBanubiM PCH Poccun mo «TpeboBanusiM K
CpEeIICTBaM yIOCTOBEPSIOIIETo IeHTpay (mpuioxkenue K [Ipukazy @CB Poccuiickoit deaeparmu Ne 796
or 27.12.2011) u co3narouuM ceptuduKathl Kitodedl mnpoBepkn DIl M CHECKKM aHHYJIHMPOBAHHBIX
ceprudukaros kimoueii nposepku D1 (CAC) B coorBerctBuM ¢ Pexomenmamusmu ITU-T X.509 [17]
(manee - X.509) u IETF RFC 5280 [18], Pexomenpamusamu no cranmaprusaum P 1323565.1.023-2018
[11].

B 3aBucumocT# OT TpeOOBaHMM MOJUTHKH OE€30MAaCHOCTH 3KCIUTyaTHPYIOLIEH OpraHM3allui,
CK3U «Kpunto-KOM 3.5» (BapuaHThI HCHIOIHEHUS 1, 2) JOMyCKaeT BO3MOXKHOCTh CO3TAaHUS Kiroueit
OIl u kmoueil mpoeepku OIl monb3oBarenell Kak OELEHTPAIM30BAHO - CAMOCTOSITEIBHO CaMHUMH
MONB30BATEIIIMM  Ha CBOMX pabodmx MecTax, TaK W LEHTPAJIU30BaHO — AJMHUHHCTPATOPOM
0e30MacHOCTH.

3.1. KuoueBas nndopmanus

3.1.1. CumMmeTpu4HbIe KJII0O4YH mMHpoBaHus

B CK3U «Kpunto-KOM 3.5» (Bapmantel wucmomHeHHS 1, 2) I CHMMETPUYIHBIX
KPHITOIPEOOpa3oBaHMi HCIOIB3YIOTCS OJHOKIIOYEBHIC ANTOPUTMBI MNGPOBAHUS C JUIMHON KiIIO4a
256 6wur, BBIMONHEHHBIE B cOOoTBeTCTBHH ¢ TpeboBanusmu ['OCT 28147-89 [2], TOCT P 34.12-2015
[7], TOCT P 34.13-2015 [8] u peanu3yrolue pa3andHbie PEXKUMBbIL:

HpOCTOfI 3aMCHBI;

TraMMUPOBAHUSA,

raMMHUPOBAHUA C O6paTHOI>‘I CBA3BIO,
Bpra6OTKI/I HUMHUTOBCTAaBKH.

PexxuM mpocToii 3aMeHBl JOJDKEH UCIIOIB30BAThCS TOJNBKO sl 3amrupoBaHus/pacindpoBaHus
KpUNTOrpadUuecKux KIHOUYel, peUMbl TAMMHUPOBAaHMS M TaMMHUPOBAHHS C OOpaTHOM CBS3BIO - VIS
sammdpoBanus/pacmppoBanist  HWHOOPMAIMH, PEXKUM  BBIPAOOTKM  WMHTOBCTaBKH -  JIJIA
HOATBEPIKICHUS EJIOCTHOCTH HH(POPMALIUH.

[Moacucrema ympanenus wmodeBod uHpopmanuu CK3U «Kpunto-KOM 3.5» (BapuaHThI
UCTIONHEHust 1, 2) MCIOJIb3yeT AMHAMUYECKOE CO3/IaHHe CUMMETPHYHBIX Kirouei mudposanus. [Ipu
JVUHAMHYECKOM CO3[JaHMM CHMMETPUYHBIE KIIOUYM (OPMHUPYIOTCS 10 Mepe HeoOXOIMMOCTH
npmiokeHussMH, moctpoeHHBIMH Ha 0a3ze CK3U «Kpunro-KOM 3.5» (BapuanTsl ncronHenus 1, 2), ¢
MCIIOJIb30BAaHUEM METO/I0B OTKPBITOTO PACIPEICIICHNS KITIOUYEH.

HWcnonp3oBanne peanm3oBaHHbIXx B CK3U kpumrorpadguyecknx MEXaHH3MOB, ONPENETIeMBIX
BBIBeZICHHBIM 13 jaeiicTBus ctanaapToMm ['OCT 28147-89, mocne 30.06.2024 3anpermiaercs.

3.1.2. Kuo4u 3/1eKTPOHHOM NOANMCH M KJIK4YeBOro o0MeHa

CK31 «Kpunro-KOM 3.5» (BapuanTbl HcroidHeHHs 1, 2) MOAAEpKUBAET KPUITOCHCTEMBI C
OTKPBITBIM pacIpeielieHHeM KIIFOYeH, MPEeAIoaraoniie HaJIudhe y KaxIOTo IT0JIb30BATeNsl Maphl
KITFOUEH - 3aKPBITOTO ¥ OTKPBITOTO.

B npunoxenmsix nHa 0Oaze CK3U «Kpunto-KOM 3.5» (Bapmantsl ucnomHenus 1, 2),
UCIIOJIB3YIOIINX ACHMMETPUYHBIE KPUITOCHUCTEMBI, 3aKPBITBIA KIFOU MOXKET INPUMEHSTHCS KakK IS
CO3JJaHUSl JICKTPOHHOM MOJIHMCH, TaK ¥ NP KIF0ueBOM oOMeHe. Vcronb30BaHUE 3aKpBITOrO KIF0Ya B
KagecTBe Kimrodya OIl w/mnmm KIIr04eBOro OOMEHa OmpenessieTcsl CBENCHHSIMH, YyKa3aHHBIMH B
cepTudUKaTe COOTBETCTBYIOIIETO OTKPHITOTO Kitoda (cM. m. 3.1.3).
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3.1.2.1. K14y KJIH04eB0oro ooMeHa

B CK3U «Kpunto-KOM 3.5» (BapmanTsl wucnonHeHus 1, 2) s 3amudpoBaHus U
pacmudpoBanus HHGOOPMAIIMKA HCIOIB3YeTCs OOIMI CEKpPETHBIH Kirou cBs3u. Co3maHue oO0IIero
CEKPETHOT0 KIIF04a CBSI3H JUIsl MIM(POBAHUS MH(OPMALIMH BHINOIHIETCS C HCIIOJIB30BAHUEM 3aKPBITOTO
KJII04Ya KIJIF0UYEBOr0 OOMEHa OTHPAaBHUTENS M OTKPBITOTO KI0Ya KIFOUEBOTO OOMEHA MOJTydaTesns, a It
pacmmpoBaHust THPOPMAIIHMH - C UCIIOIB30BAaHUEM 3aKPBITOTO KIIF0YA KITIOYEBOT0 0OMEHA IOJTydaTess
M OTKPBHITOTO KJIIOYA KIIFOYEBOTO OOMEHA OTMpPaBUTENA. IIpH 3TOM 3aKpBITBIM W OTKPBITHINA KIFOUH
KITFOUYEBOTO OOMEHa MOTYT OBITh BPEMEHHBIMH (0THOPA30BBIMH).

3.1.2.2. Kuouu 3JIeKTPOHHOMH MOAMUCH

B CK3U «Kpunto-KOM 3.5» (BapuaHTh! UCHIONHEHUS 1, 2) 171 cO3/1aHus SIEKTPOHON MOIIICH
peann30BaHbl JBYXKIIOUEBBIE alTOPUTMBI, BBHINOJHEHHBIE B COOTBETCTBHM ¢ TpeboBaHmsMu ['OCT
P 34.10-2001 [3], TOCT P 34.10-2012 [4], a Tak)e aXrOpUTMBbI BEIYUCICHUS (YHKIIMHA XSIIHPOBAHUS,
BBITIOJTHEHHBIE B cOOTBETCTBHH ¢ TpeboBanusmu ['OCT P 34.11-94 [5], TOCT P 34.11-2012 [6].

IIpu co3manuu >IEKTPOHHON MOJMUCH Ucnonb3yeTcs kiou DI monb3oBarens, a mpu MpoBepKe
noanuck — ero kirou nposepku JI1. B npouecce coznanusa D11 ucxoaHoe cooduieHre NPOU3BOIEHOTO
00BbeMa npeoOpasyeTces B X3II-3HaUCHUE [UTUHOW 256 uiu 512 our.

3.1.3. Cepruduxarsi kiawoueii npopepku I 1 cnucKky aHHYJIHPOBAHHBIX
cepTugUKaTOB

B acmMMeTpu4HBIX KpHUNTOCHCTeMax, mocTpoeHHBIX Ha 0Oa3ze CK3U «Kpumro-KOM 3.5»
(BapmanThl ucmonaHeHHs 1, 2), kmod mposepkr Ol MOXKHO HCIONB30BaTh TOJBKO TIPH YCJIOBHH
JOCTOBEPHOTO TIIOATBEP)KACHUS €ro IOJIMHHOCTH (OTCYTCTBHE HCKQKEHHH W IPHUHAIICKHOCTH
OTIpEZIETICHHOMY JIMITY), YTO OOecHednBaeTcsl 3aBepeHrneM Kioda npoBepkd DIl TpeTbel JoBepeHHON
CTOpOHOW (Wcrosp30BaHue Kioda mpoBepkn OIl B cocraBe mudpoBoro ceprudukara, 3aBEpeHHOTO
YIOCTOBEPSIOIINM LIEHTPOM, HJIM HOTapUajbHOE 3aBepeHHe KOMU Kitova npoBepkd DI Ha OymakHOM
HOCHTeJIe, COOCTBEHHOPYYHO MOJNUCAHHOM BIIAJIENbIIEM KIIFOYA).

HudposeiM cepTudukaToM Kitoda npoBepku DIl Ha3pIBaeTCs CTPYKTYpUPOBAHHBIN JBOMYHBIN
HaboOp JnaHHBIX B ¢opmate, omnpeaeneHHoM Pexomenmanmsmu ITU-T X.509 [17], Brirouaromiuii
CIIEYIONIYI0 HH(POpPMAITHIO:

YHHUKaJIbHBII CepUUHBIH HOMEp cepTH(UKaTa;

HACHTU(PHUKATOP ANTOPUTMA, HCHONb3yeMoro ms Ol

YHHUKaIIFHOE UMSI U3JaTeNsl cepTUUKaTa;

JIaTHl Havaja U OKOHYAHUSI CPOKa JICHCTBHS CEPTHUPHKATA;

MM TIOJTB30BATENS HITH 00BbEKTa CHCTEMBI, OHO3HAYHO UACHTU(DHUIHPYIOMIETO ero B paMKax

JTAHHOW CHUCTEMBI;

e undopmamuio o0 kitoue mpoBepku Il monb3oBaTenss WM 00BEKTE  CHUCTEMBI:
UJAEHTHPHUKATOP ANTOPUTMA U COOCTBEHHO KIIt0U TipoBepku OIT;

® JIONOJHUTENbHbIE aTpuOyTHl (pacmupeHusi) cepTuduKara, ONpEAeNSIoNuIne Ha3HAuCHHE
KIII0Ya B COOTBETCTBHH C TPEOOBAHUSIMH €TO UCIIOJIb30BAHUS B CUCTEME;

e DIl uznarens ceprudukara (ynoaHOMOYeHHOTO aumna Y1I).

CeprudukaroM KIOYa TPOBEPKH JIIEKTPOHHOH monmucu B TepMmuHoiormu Ne 63-03
«O0 37eKTPOHHOW TOMMCHY HA3bIBAETCS 3JIEKTPOHHBIN JOKYMEHT WM JOKyMEHT Ha OyMa)kKHOM
HocuTene, BeiAaHHbIid Y1 6o qoBepeHHBIM TuoM Y1 1 moaTBEpKIaI0NINi MPUHAIIEKHOCTh KIr04a
nposepku D11 Bnamensity ceprudukara kiaroua mposepku D11 [1].

B CK3U «Kpunto-KOM 3.5» (BapuaHTbl UCTIOJHEHUS 1, 2) CepTU(PUKATOM MOKET CIIyKHTh
mudposoii ceprudukar kmoda mnposepku OIl B dopmare X.509, a Taxke yueTHas KapTOuka,
npeAcTaBisromas coboif OyMakHBIH ONaHK, Ha KOTOPOM pacmedaTraHsl Kiarod mposepku Ol u
PEKBU3UTHl IIOJIb30BATENs, 3aBEPEHHBIE I[I€YaThl0 M MOANHCHIO YIOJHOMOUYEHHOro Jjmia YIJ[
(aaMHUHUCTpATOpPA WM aAMUHHUCTpaTOpa 6€30MacHOCTH).

Kimroun mnposepku 3Il mnonbp3oBaTenell mnepemaroTcsi Ha PEruCTpaldio U MOCIEeIyIOUIYIO
ceptudukanuio B Y1 B cocraBe 3anpoca Ha co3naHue cepruukara kiroda nposepku JI1. 3anpocs! Ha
cozfanue cepTH(uKara Kimoda nposepku D11 MoryT ¢popMupoBaThes NPHIOKEHUSIMH, TOCTPOSHHBIMHU
Ha 6a3e CK3U «Kpunto-KOM 3.5» (BapuanTs! ucnonHeHus 1, 2).

IIpu pabote ¢ xirouamu npoeepku DI mosp30BaTENI0 HEOOXOAUMO HMETh CIIPABOYHHK KITFOUEH
npoBepku OIl npyrux mome3oBateneit. JloBeAeHHWE OO TIONB30BaTeNicii W OOHOBIICHHE JTaHHBIX
CIPaBOYHHKOB SIBISIETCS 3a/1a4eil a/IMUHICTPAaTOpa 0E30IIaCHOCTH.
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HpI/I peructpallii  HOBOI'O  MOJIB30BATCJId HWJKW OpU  BBIBOAC U3 HeﬁCTBHﬂ paHee
3apeTrUCTpUPOBAHHBIX KJ'IIO‘Ieﬁ, BCC I10JI30BATCJIN CCTU KOH(l)H,HeHHHaHLHOfI CBA3U JOJIJ)KHbI OOHOBIISTH
CBOU JIOKAJIbHBIC CIIPABOYHUKU KJIro4ei MIPOBEPKU OIl.

PermameHnT paboThl cO CIpaBOYHHMKAMHU KIIOYeW mpoBepku DIl ompernensercs opraHu3aIlUC,
skcrutyatupyromein CK3U, u 3akpemsieTcs nub0 B BHIE OTACIBHOTO IOKYMEHTA, JIMOO BXOJIWT B
COCTaB JOJDKHOCTHOM WHCTPYKIMM aJMHHUCTpaTopa Oe3omacHOCTH. [Ipu co3maHuM TOJ00HOTO
periaaMeHTa HeoOX0IMMO YYUTHIBATh CICAYIONINE PEKOMCH AIHH:

e cmpaBouHHK Kiroueil mpoepkm Il Tpebyer mnepmogmdeckoro OOHOBICHHS IO Mepe
W3MEHEHHsT WM J100aBJICHUs KIIIOYEH B JAaHHOM CIIPaBOYHHMKE; OOHOBIICHHE CIIPAaBOYHHUKOB
MOXeET OBITh MOCTPOEHO JHOO TO MNPHUHIMILY HPUHYAWUTEIBHOW pacChUIKHM, JUOO MO
NPUHLOUIY ONMyOJIMKOBaHMS B OOLIEJOCTYIHBIX HMCTOYHMKax (Hampumep, 4epe3 LDAP
cepeep);

® IpU KCIOJB30BAaHUM B NPHUKIAJHOM MPOTPAMMHOM OOECHEUSHHH KPUNTOrpadUuecKux
GyHKIMHA HE0O0X0IMMO O0O0ECIeUUTh KOHTPOJIb aKTyalbHOCTH CIpPaBOYHUKA Ha JTaHHBINA
MOMEHT BPEMEHH;

e [pu OOHOBJICHHH CIIPABOYHHUKOB Kitodel mpoBepku DI crapbie CpaBOYHHUKU C KIHOYaAMHU
npoBepku DIl HEOOXOJMMO COXPaHITh B apXUBE Ul MOCIEAYIONIMX OpOLEeayp pazbopa
KOH(JIMKTHBIX cuTyarui (cM. 1. 4.2);

e uTO0Bl HCKJIIOYHUTH TOAMCIKY CIpaBOYHHKA cepTH(dUKaToB Kimtoued mposepku DI, mpu
Ka)XJJOM HCIIOJIb30BaHUM cepTudukara kioda mnpoBepkd Il 1OmKHA BBINOJHATHCS
nposepka D11 VII mox ceprudukarom kiroua nposepku DI1.

VII MoxeT aHHY/IHPOBaTh (3a0JOKMPOBAThH) BBIOAHHBIM MM CepTHPHKAT Kiaroda mpoBepku OI1
(HanpuMep, B ciydae KOMIIPOMETAIMM COOTBETCTBYyromero kmoda OII). [nsg nosemeHHs 10
moJp3oBaTeNiell WHpopManmud 00 aHHYJIHPOBAaHHBIX cepTudukarax wrroueil mpoBepku Ol VI
BEIIyCKACT CIHCKH aHHYJIHPOBAaHHBIX cepTudukaroB wmodeir mpoepku OII (CAC), 3aBepeHHEIC
ANIEKTPOHHOM moanuckio YI[ m Brmowaromue B ce0sl mepeyeHb CEpHHHBIX HOMEPOB CepTH(HUKATOB
kiroueit mposepku OII, aHHYTHPOBaHHBIX Ha ONpPEAEICHHBIH MOMEHT BPEMEHH.

UroObl  MCKIIOYMTH  BO3MOXHOCTH  HCIIOJB30BAaHMS  CKOMIPOMETHPOBAHHOTO WM
aHHYJIHPOBAaHHOTO cepTUdUKaTa Kiroda mpoBepku OII, Hapsamy c mnposepkoir JII1 VI mox
cepTH(HUKaTOM Kiroya mpoBepkd DI JOJKEH BBIOIHATHCS ITOMCK CCHUIKM HAa JAHHBIA cepTU(HKAT B
CIHICKE aHHYJIMPOBaHHBIX cepTU(UKATOB Kiroueit mposepku D11 u mposepka OI1 YII mox criuckom.

3.2. KiuawueBas cucrema

3.2.1. CTpykTypa KJIH04Y€BOro XpaHWJInIa

B «Kpunto-KOM 3.5» (BapuaHThI HCTIONHEHHA 1, 2) peann3oBaHa KOHLIENIINS XpaHUIUIIa (MIn
KOHTeHHepa) KIIO4YeH U JOTONHUTEIBHON CIykeOHOW uWHpOpManuu, IpeaycMaTpuBaiomas HuxX
XpaHeHue JU00 B 3alU(GPOBAHHOM, MO0 B 3aMaCKUPOBAHHOM BHJIE.

B koHTelHEp BKIIOYAIOTCS:

TJIaBHBIN KJIHOY;

MAacKH TJIaBHOTO KJIIOYa;

ko4 mudpoBanus kmodeit (key encryption key - KEK); 3ammdpoBan Ha TIaBHOM KITIOUE;
BEKTOP COCTOSIHMS (MHUIMAIM3UPYIOIIAst OCIEA0BATEILHOCTD) UL IIPOIPaMMHOTO JaTYnKa
CITy9aiHBIX Yrceld (MOXKET OTCYTCTBOBATH, cM. 11. 3.2.2); 3ammdposan Ha KEK;

® T[POM3BOJbHOE KOJIMYECTBO KITIOYEH OIEKTPOHHOM TIOJNMCH M KIIOYEeBOro oOMeHa,
3ammudposanHsix Ha KEK.

B XpaHWIMIIE pPCaIM30BaH MEXAaHU3M KOHTPOJII HEJIOCTHOCTHU 00BEKTOB C HCIIOJIL30BAHHEM
HMHUTOBCTAaBKHU.

CK3U «Kpunro-KOM 3.5» (BapuanTsl ncnoidHeHus 1, 2) nmpenycMaTpuBaeT XpaHEHHE TIABHOTO
KJIIFOYa M BEKTOpPa COCTOSHHS MPOTPAaMMHOTO JaTYMKa CIy9YaWHBIX 4Hce (€CIU OH HMCIOJB3YeTcs) B
(haiinax, pacnosaraeMbIX Ha OJHOM U3 HOCHTEJICH, IEPEUUCIICHHBIX B 11.2.2.

Cnoco6 XpaHEHUA APpYIux 00BEKTOB KIIFOUEBOM CHCTEMBI HE OroBapuBacTCA.

Macky TJ1aBHOTO KII04a PEKOMEHJYEeTCs XPaHWTh OTIENIBHO OT IVIaBHOTO Kioda (Ha Jpyrom
HOCHTEJIE).

OnHOBpEMEHHO MOYKET UCTIONB30BAThHCS TIPON3BOIBHOE YHUCII0 KOHTEHHEPOB (XPAHUIIHIII).

[Tpunosxxenns, nocrpoennsie Ha 6aze CK3U «Kpunto-KOM 3.5» (BapuanTsl ucnonnenus 1, 2)
MOTYT HCIIOJIb30BaTh JIOMOJHUTEIBHBIE METOJbl 3allUThl KJII0YeBOH HHQopManuu (Harmpumep,
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MapoJjibHYIO 3alluTy R195(000) OpraHrU3allMOHHO-TEXHUYCCKOC Pa3/ICJICHHUC KI0Ya Ha HCECKOJIbKO yacrei

[21]).
3.2.2. Co3naHue KJ04YeBOH HH(OpMALNHU

B CK3U «Kpunto-KOM 3.5» (Bapuantel ucnonsHenus 1, 2) wiroun DIl U KIH0OYM KIIOYEBOrO
obMeHa GopMHPYIOTCS C TOMOLIBIO aNapaTHOro MM NPOrPaMMHOTO IaTYMKA CITy4alHBIX YHCEIL.

B kauecTBe HCTOYHHMKA aNNapaTHO-TCHEPHPYEMBIX CIYYaifHBIX YHCENT MOTYT HCIOJB30BATHCH
¢mnueckre JICY cnenyronmx NporpaMMHO-aNIapaTHEIX CPEICTB 3aIUTHl HHPOPMALIUH, IIPU HATTHIUH
nedictByromero cepruduxara ®CB Poccuu:

e TTAK 3ammutel ot HCJI «Co60b» (Bepcun koaa pacuupenuns BIOS 1.0.99, 1.0.180);
e C3U HCJJ «Axxopa-AM/I3» (Bepcus 3.2);

o ANM/3 «Kpuntor-3AMOK/K» (m3nemme M-526A);

o  ANM/3 «Kpuntor-3AMOK/Y» (n3nemue M-5265).

HcrouHnky annapaTHO-reHEpUPYEMbIX CIy4YaiHbBIX YUCENl MOTIYT UCIOIb30BaTbCsSl TOJIBKO IIPU
Hanmnuuu jeiictBytomero ceprudukara ®@Ch Poccun.

OyHKIUSA BBIPAOOTKM CIydaifHBIX YHCET AaBTOMATHYECKH OIpeleNseT HaJudue OIHOTO U3
MEepPEYHCICHHBIX YCTPOHCTB M yCTAaHABJINBAECT COOTBETCTBYIOIIUIA METO]] BBIPAOOTKH CITy4aliHBIX YUCEI.

Iporpammusit gatauk ciydaitaeix uncen (IIJACY) ctpourtcs na ocHoBe 'OCT P 34.12-2015
(anroputm GnouHoro mrudposanus «Kysueunk») [7] B pexume CTR-ACPKM [10] u moxer ObITh
MHHHATM3UPOBAH:

e 0T (U3MYECKOT0 JaTyvKa CIIyYalHBIX YHCENl MEPCYUCICHHBIX BBIIIE MPOrPaMMHO-
amImapaTHBIX CPEICTB 3aIUTH HH)OPMAIIHH;

e ot BJICY, Bxomsmero B coctas CK3U «Kpunto-KOM 3.5y (BapuaHTsI ucTioNHeHHS 1, 2);

® OT BEKTOpa COCTOSHUS (MHHIHANU3Upyomel nocienosatensHocT) [1JICY, coxpaHeHHOTO
B KOHTEKCTE KIIFOYCBOTO KOHTEHHEpA.

[Tpu uannmanusauu 6uonorndeckoro JICY mosb30BaTeN0 MpeaIaracTCs COBEpIIaTh HaKATHS
(monmepKMBaeMBIMH METOJIaMH BBOJd, TAKMMH KaK MaHHITYJISITOP «MBIIIBY, CEHCOPHBIH 3KpaH) B
MPOU3BOJILHOM TOpSiAKE Ha HM300paxeHHs kpyroB B HoBoM okHe OC Ha mucruree. [locie kaxmoro
HaXaTusl MO KPYyTy IPOM3BOJMTCS BBIpaOOTKa OWHapHON WH(OpMAanMK W3 SHTPOIMHU CIyYaiHBIX
JeWCTBUI TONb30BaTeNsd, 3Ta WH(OpManus HakalIMBaeTCs C KaXKIbIM HaxkatueM. B mpomecce
WHAIMAIN3AUHA [IPOM3BOANTCS OIEPATHBHBIA CTATHCTHYECKMH KOHTPOJb KadecTBa HAKOIJICHHOMN
OuHapHOI MH(MOPMALMM M aBTOMATHYECKH OIpPEAEsseTcs J0CTaTOYHOCTh KOJIMYecTBa HaxaTwil. Ilpu
JOCTHKEHUHM  JIOCTaTOYHOI'O  KOJMYECTBA HAXaTMH  HAKOIUICHHas OWHapHas  MH(popMauus
o0OpabatpIBaroTCs ¢ moMotipio GyHKIMH x3umposanus mo I'OCT P 34.11-2012 (256 6ur). PesynsraTrom
paboThl anropuTMa SBIAETCS pe3yibTaT (YHKIHWM XJUIMPOBAHUS - MACCHB CIyYalHBIX JaHHBIX
pa3mepoM 256 OHT, KOTOPBIH HCIIONB3YETCs A MHUIMAIH3AIMK IPOTrPAMMHOI0 AAaTYHKA CITydaiHBIX
YHCel.

Bekrop cocTostHus (MHUIMATU3UpYIomas rnocienopareiabHocts) [IJJCY MokeT ObITh cCOXpaHeH B
3ann(ppoOBaHHOM BHJIE, B KOHTEKCTE KIIIOYEBOro KOHTelHepa (cM. 1. 3.2.1) 1 1o3/iHee UCTIO0Nb30BaH MpH
nocienyromei nannuammzanuu [11CY.

IToBrOopHOE wHcnosnb30BaHue BekTopa coctosHus [IJACY HepomycTMMO, MO3TOMY BEKTOP
COCTOSIHMSI JIOJDKEH YHHUYTOXKAThCs cpasdy IOci€ CUUTHIBAHUS C HOCUTENS, Ha KOTOPOM OH OBII
coxpaHeH. [lo 3Toi ’ke NHpPUYMHE IPU CO3JAaHWM DPE3EPBHBIX KOMHWI KIIOYEBBIX HOCHTEIEH He
JIOIYCKaeTCsl KOIMMPOBaHNE BEKTOPA COCTOSIHUSL.

B kadecTBe MCTOYHMKA CITyYaHHBIX YHCEJ MOTYT MCIOJIB30BAaThCS TAKXKE, KpUITOrpaduIecKue
ycTpoiicTBa, nepeuucieHHble B m. 2.3. Bwibop cmocoba coszmanus kmodedd mpu pabore ¢ CK3U
«Kpunto-KOM 3.5» (BapmaHThl HcHoiNHEHWs 1, 2) ompeneinsiercst periaMeHTOM paboThl ceTH
KOH(UIEHINAIBHON cBsi3 M TpeboBaHmsiMu K ypoBHI0 3amumieHHoctn CK3U (KC1 wmm KC2),
YCTAHOBJICHHOTO Ha paboyeM MecTe Biajelbla KIItoueH.

B CK3MU Bcex kmaccoB MOTYT HCIIONIB30BaThCA Kak (pu3ndeckue, Tak u nporpammusie JJCU.

IToacucrema ynpaBnenust xkimodeBoit mHpopmanueir CK3U «Kpunto-KOM 3.5» (BapuaHTbI
ucronHeHus 1, 2) momyckaeT HECKOJbKO croco0oB co3manus kmouei Ol u kmoued mposepku OI1
MMOJIB30BATEICH, OTIIMYAFOIIAXCS

! TlepeueHb HCTOYHMKOB alNapaTHO-TEHEPUPYEMBIX CIyHaiHbIX HYHCE] MOXET H3MEHAThCA U
pacIIMPATHCS.
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PEXKUMOM CO3JIaHUSA:

¢ I[ICHTPAIN30BAHHBIN - KIIFOUH MTOJIH30BATEICH CO3AAI0TCS aAMUHUCTPATOPOM OE30IIaCHOCTH U
3aTeM MepeJaroTcs MOIb30BATENIM;

e JIECLEHTPAIN30BAHHBIHN — IT0JH30BATEIHN CAMOCTOSITENILHO CO3JJal0T KIIIOYH HA CBOMX paboumx
MECTax;

oM JICY, UCTIob3yeMoro npy CO3AaHNH KITIOUEH:

¢msnyeckuit ICY onnoro n3 ITAK 3amutel ot HCJ, ceprudunuposannusix @CB Poccny;
nporpamMHslii JICH u3 cocraBa CK3U1 «Kpunto-KOM 3.5» (BapuaHTsl HCHONHEHUS 1, 2);
JCY xpuntorpapmuecKux yCTpoiCcTB, IepeInCICHHBIX B 1. 2.3.

B noxacucreme ympanenus kmodeBoit nadopmanuen CK3U «Kpunto-KOM 3.5» (BapuaHTHI
ucronHenus 1, 2), co3nanHble Koy nposepku OI1 monp3oBareneii nepeaaroTcs Ha cepTUPUKALMIO B
VI (cm. m. 4.1).

3.3. TpebGoBaHusi K KJIHOYeBbIM HOCUTEJISIM

Ilepen 3ammchpio Ha KIFOUYEBOW HOCHUTENH KIIOYEBOU MH(OpMAINH KIIOUEBOW HOCHUTENH TOJDKEH
OBITH OTPOPMATHPOBAH.

Kimroun DOI1 momp3oBaTens OTHOCATCS K KOH(QUACHIHMambHOW wHpopMmanuu. I[lomb3oBaTenb
JIOJDKEH 00€CIIeYNTh HA/Ie)KHOE XPAHEHUE B TalfHe cBoero Kiroya OII.

[Tonb30BaTenh HECET MEPCOHAIbHYIO OTBETCTBEHHOCTh 32 XPAaHEHHE JIMYHBIX KIFOUEBBIX
HOCHTEJIEH.

HpI/I XpaHCHUUN KITIOYeH HCO6XOHI/IMO 00eceuYnTh HEBO3MOKHOCTD A0CTyNIa K KIHOYCBbIM
HOCHUTCIIAM JIMII, HC HA3HAYCHHBIX JJIA pa6OTH C KOHKPETHBIM KIIFOYCBBIM HOCUTCIICM.

3ampemaercsi OCTaBIATH 0O€3 KOHTPOJIS  BBIYMCIMTENBHBIE CpPEACTBA, HA  KOTOPBIX
skcruryatupyetcs CK3U, mocne BBoga KIroueBo HHPOPMALIUU

IIpy neHTpanu30BaHHOM XPAaHEHUU KIHOYEBBIX HOCHUTEIECH YyYaCTHMKOB 3alUILEHHON CHUCTEMBI
KOH(UICHIMAIBHOM CBsI3M Ha mpennpustuu, skciuryatupytomem CK3W, nomkHbl OBITH BBIIEICHBI
CIIEI[UAJIbHBIC JIU1A, OTBETCTBEHHBIE 32 XPAHEHUE:!

® aIMHUHHUCTPATOP OC30MACHOCTH;
® aIMHMHHUCTPATOpP 6E€30MaCHOCTH IPYMIIHI MOJIH30BaTENEH (aAMUHUCTPATOP TPYIIIIH).

AnMuHHCTpaTOp 0€30MaCHOCTH TPYMITH HOIB30BATENICH MOKET Ha3HAYaThCs MPU 3HAYUTEIEHOM
KOJIMYECTBE IIOJIb30BATENIE B IOJpPA3JCICHUSAX MNpeAnpusATHs s Oosiee yZOOHOW oOpraHM3aluu
yIpaBJeHUs] KIIOYEBOW CHCTEMOW Ha MecTax. AIMHMHHCTPATOpy TpYMNIBl JAENETHpyroTCs IpaBa
perucTpanuy rnojb3oBaTeNIel 1 ux Kiroueil y anMuaucTparopa 6esonacHocty (Y1I).

[Ipr 1EeHTpaTM30BaHHOM XpaHEHWH KIIOYEH aJIMHHUCTPATOPHl TPYMIBI W aJIMHHHCTPATOP
0e30MaCHOCTH HECYT IMEPCOHATBHYI0 OTBETCTBEHHOCTH 32 XPAaHCHHE JIMYHBIX KITFOYEBBIX HOCHUTEICH
I10JI30BaTENICH.

®dakT BBAAYM KIIOYCBBIX HOCHUTENICH II0JIb30BATEN0  (UKCUPYETCS aJIMUHUCTPATOPOM
6e3omacHOCTH B «)KypHane ydera U IBIKEHUS KIFOUEBBIX HOCUTENEH.

[Tpu xpanenuun kiroueir DI B pazpene xectkoro aucka [I19BM uim B peectpe OC Windows
PEKOMEHYETCs UCIOJIb30BaTh NapOJIbHYIO 3alUTY.

IIpu xpanennn kmoueir B peectpe OC Windows mimm B paszzgene kecTkoro amcka OBM
TpeOOBaHUS IO XPAHEHUIO JHYHBIX KIIOUEBBIX HOCHUTENeH pacmpoctpasstorcss Ha DOBM (HXM/]
3BM).

B ciydyae HEBO3MOKHOCTH OTUYKACHHS KIIIOUEBOTO HOCHTENS C KIIFOYEeBOH HMH(popMmanuei oT
OBM, OpraHu3allMOHHO-TEXHUYECKHMMH MEpPONPHUATHAMH JOJDKEH OBITh  HCKIIOYEH JIOCTYI
Hapymurenei k 9BM c kimogamu.

B ciiydae HeoOX0AMMOCTH NMPOBEICHUS PEMOHTHBIX M PETIAMEHTHBIX pa0oT anmapaTHOH JacTu
CK3U wmm cpensl ¢ynkiuonupoBanus (CP) HeoOXoamMo o0ecneduTh HEBO3ZMOXKHOCTH JIOCTYTIA
HapyIIUTeNs K KIr049eBord nHGOpMaIyu, coaepxamieiics B anmapatHoi yactu CK3U/C®. KonkpeTHbIit
nepedeHsb Mep J0DKEH OBITh ONpeelieH, UCXO s U3 ycloBmit akcmuryartannn CK3U.

3.4. JlnuHa KIo4ei

B CK3U «Kpunto-KOM 3.5» (BapuaHTHI HCTIONHEHHS |, 2) MOITyCTUMO HCTIONB30BaHIE KITIOYEH
CIeAYIONIeH ATUHBIL:

o mHa kiarouei OI1 mo TOCT P 34.10-2012 — 256 unu 512 Owur;
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mHa kioueit mposepku D11 o TOCT P 34.10-2012 — 512 nnu 1024 6wur;

nimHa xoueit mposepku D11 o TOCT P 34.10-2001 — 512 6ur;

JUTHHA 3aKPBITHIX KIFOYEH KITF0UeBOro 0OMEHa Ha SJUTHIITHYECKUX KPUBBIX — 256 i 512 our;
JUTHHA OTKPBITHIX KITFOYEH KITFOYeBOro 0OMeHa Ha SJUTAITIYECKX KPUBBIX — 512 mm 1024 Owr;
JUTHHA KITIo4er mugpoBaHus 1 BeIpabotku nMutoBcTaBKH 1Mo [OCT 28147-89 — 256 6ur;
JUTMHA Kirodeit mudposanwst i BeIpadboTke mvuToBcTaBKH 110 ['OCT P 34.12-2015 — 256 owur.

Hcnons3oBanue peanuzoBanHblx B CK3U kpunrtorpaduueckux MexaHH3MOB, OIpENeNseMbIX
BbIBeJICHHBIM U3 feiictBus cranaaproM ['OCT 28147-89, nocne 30.06.2024 3amperniaercs.

3.4.1. Cpoxku aeiicTBUs KJII0Yei

B CK3U «Kpumnto-KOM 3.5» (BapuanThl ncrosHeHus 1, 2) NOMyCKaroTCs CIEIYIOMINE CPOKH
JNEUCTBUS KIIFOUEH:

e MaKCHMAaIIbHBIN cpok neiicTBus kiroda DI — 1 rox 3 mecsma;

e MaKCHMAaJIbHBIH CPOK JeicTBHs Kirtoda mpoBepku DI (ceptudurkara xiroga mposepku I11) —
HE JOJDKECH MPEBBINIATh CPOKa IEHCTBHA COOTBETCTBYromiero kiroya OII Gomee yem Ha
15 ner.

BosMoxxHOCTE yBenmUeHHS cpoka neictBus kimrodedt DI MoxkeT OBITH paccMOTpeHa MpH
YCIOBHUHM O0ECHEYEeHUsI JOMOJHUTENbHBIX OPraHW3allMOHHO-TEXHUIECKUX MEp 3aIIUTHI, MCXOISI U3
KOHKPETHBIX YCJIOBUM 3KCIUIyaTallMM, B IpOLEcCEe MpOBeIeHUsl TeMarndeckux ucciaepoanuii CK3U,
noctpoerHoro Ha 6a3ze CK3U «Kpumto-KOM 3.5» (BapuaHTHI nenoiaHeHus 1, 2).

IIpu uCHONB30BaHHKM B KAaYeCTBE KIIOYCBBIX HOCUTENICH KPUNTOrpadUYeCKUX YCTPOWCTB W3
cocraBa CK3U, obecrneunBaromux xpaneHue kioudein D1 B HesxcnoptupyemoMm Buae (cMm. m. 2.3),
MaKCUMAaJbHBII CPOK JEHCTBUS KIIOUEH OMpENeseTcs SKCILTyaTallHOHHOM JOKyMEHTale Ha JaHHBIE
YCTpOMCTBA.

3.4.2. YHUUYTOXKEHHE KIHYEBbIX HOCUTEJIEH

Knroun OII, BeIBeneHHBbIC M3 JEHCTBHSA B pE3yNbTaTe 3aBEPIICHUS UX CpoKa AEHCTBUS, NPH
JIOCPOYHOM OOHOBJICHUHM HJIM KOMIIPOMETAIMU, JOJDKHBI OBITh YHHYTOXKEHBI IIOJIb30BATEISIMU U
aJMHUHHUCTpaTOpaMu 6€30MacHOCTH CO BCEX KIIF0UEBbIX HocuTenel (aucket, USB-TokeHs! u ap.).

JIyist yHUYTOXKEHUS KIIFOYEH ¢ KITIOYEBBIX HOCHTENEH HCIIONB3YeTCs YTHIMTa Wipe M3 cocTaBa
CK3U «Kpunto-KOM 3.5» (BapuaHTsI HcTIoNHEeHHA 1, 2), mpenHa3HaueHHas Ui yaaueHus (aiiinos c
KJIFOYEBBIX HOCHTEJNIEHl C NpeaBapuTeNbHbIM UX (U3MYECKUM 3aTupaHueM. [1opsiiok HCIOJIb30BaHUs
YTUJIATHI TPUBOIUTCS B JOKyMeHTe [16].

USB-TokeHBI W Jpyrue KIFOYEBHIC HOCUTENH MJOJDKHBI OBITh OT(OpPMATHPOBAHBI M B
JalbHEeHIIIeM MOTyT OBITh TOBTOPHO MHCIOJB30BAHBl TOJBKO B KadecTBE HOCHUTENEH KIFOUEBOI
HHQOPMALUH.

dakr yHHYTOXKEHMS Kitouell ¢ukcupyercs B «OKypHasie yuera M JBWXKCHHS KIIIOYEBBIX
HOCHUTEIEH».

s paspemieHust KOHQIMKTHBIX CHUTyalui, CBSI3aHHBIX C MpUMeHeHueM OIl, KiIroun mpoBepKu
DI nomKHBI COXPaHATHCS B apxuBe Kitodeld nmpoBepku DIl aaMuHuCTpaTopa 0€30MacHOCTH B TEUSHHE
CpPOKa, OIPEIEIEHHOTO TOJIMTUKON 6€3011acCHOCTH OpraHU3aLUH.
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4. PEKOMEHJALIMU IO YIIPABJEHHUIO KJIIOUYEBOM
CUCTEMOU

B HacrosimeM paszpene NpUBOAITCA PEKOMEHIALUHU [0 YIPABICHUIO KIIIOYEBOM CHUCTEMOM,
OpraHM30BAaHHOMW Ha 0a3e ymocToBepsromiero mneHtpa (Y1I).

4.1. ¥YnaocroBepsouuii HEHTP

B cerax xoH(puaeHnmambHOW CBs3W, co3maBaeMbeix Ha 0aze CK3U «Kpunro-KOM 3.5»
(Bapmantel wmcmomHeHus 1, 2), VI mnpexacraBmser coboil opraHM3allMOHHO-aAMHUHUCTPATHBHYIO
CTPYKTYpY, OTBEYAIOIIYIO 33 IPOBEICHHE ITOJTUTHKN HHPOPMAIIMOHHOH O€30I1aCHOCTH.

Ucnons3oBanne  YI[  oOecrieunBaeT  BBHIIOJHEHHWE  BCEX  HEOOXOAMMBIX  MPOLIEAYD
aIMUHUCTPUPOBAHUS, CBS3aHHBIX C CO3JaHHEM, perucTpanueii, XpaHeHHeM, OOHOBICHUEM U
pacnpocTpaHeHueM kmoueil npoBepku OIl M KiIroueBBIX HOCHTEJIEH BCEX YUAaCTHUKOB 3aIlUIIEHHOMN
ceTH KOH(QUICHIIMAIbHON CBS3H.

VI moacucTeMbl ynpaBieHUs KIIOYEBOW HMH(OpManueil 1oJbkeH oOecredruBaTh BBHINOJHEHUE

creayonmx 0a30BbIX (QYHKIMHA, KOTOPBIC MODKHBI MOIICPKUBATHCS B COOTBETCTBUH C TOJOKCHUSMH
Depepanbroro 3akona Ne 63-@3 «O6 anekTpoHHO# moamcuy [1]:

e co3manue kmodei JI1 u kimoueit mposepku D11 Y1 (ymomroMmouernHoro nna Y1I);

® CO3JaHHE KOPHEBBIX (CaMOIIOINICAaHHBIX) cepTU(HKATOB Kirouel nposepku D11 VII;

e CO3JaHUE U XpaHEHHE PabouuX M PE3EPBHBIX KIIOUEBBIX HocHTenel Y1I;

® perucTpaius nojb30Bareieil CeTH KOH(DUICHIIUATLHOU CBSI3H;

e CO37aHHE M XpaHEHHE PabO4YMX U pPe3epBHBIX KIIFOYEBBIX HOCHTENEH Moib30BaTeneil mpu
LIEHTPAJIU30BAHHOM YTIPaBJICHUH;

e QpUEM U perucrpanys 3ampocoB Ha co3laHue cepTudukaToB Kmoueld nposepku Ol
MOJIb30BATENEH;

e Bepu(HKAMI 3alpPOCOB M  KOHTPOJIb YHHUKAIBHOCTH Kimodel mposepkun Ol B
PETUCTPUPYEMBIX 3aIPOCAX;

e co3maHue cepTuuKaToB Kitouel mposepku D11 moms3oBaTeneit;

e BhTava cepTr(duKaToB Kitouel mposepku JIl monmp3oBaTeneid B AIMeKTpoHHOH (opme u B
(opMe TOKYMEHTOB Ha OyMa)KHBIX HOCHTEIISX;

e COXpaHEHHE 3alpoCcOB Ha co3daHue cepTHdUKaTta Kiaroda mpoBepku OIl B TedeHne
YCTaHOBJICHHOTO CPOKA XPaHEHUS,;

e jocraBka cepTrdukaToB Kitodel nposepku D11 nons3zoBaressiv;

e [PHOCTAHOBJICHHE W BO300OHOBICHHME ACHCTBHs cepTH(HUKATOB Kitouei mposepku OII, a
TaKXe WX aHHYJIMPOBaHUE;

® U3TOTOBJICHWE CIHHMCKOB AHHYJIMPOBAaHHBIX cepTHdukaToB Kimodel mposepku Ol
nostb3oBareneit (CAC);

e BEICHME peecTpa BBINYIIEHHBIX CcepTUQHUKATOB Kiroued mnposepku Ol u  cruckoB
aHHYJHMPOBAHHBIX cepTH(UKATOB KIitouei nmposepku OIT;

e BE/ICHME JKYypPHAJOB ydeTa KIIFOUEBBIX HOCHTENICH (3aperncTpUpOBaHHBIX, YHHYTOXXEHHBIX,
xpaHsmuxcs B Y1 ¥ BEIZaHHBIX NTOJIB30BATENSIM);

e OpraHM3aIus CXEMBl OIEPAaTHBHOI'O OIMOBEUICHHUS II0JIb30BaTeNel 000 BCEX M3MEHEHHSX B
ceTH (KOMIIpOMETalusl KIJIIo4YeH, BOCCTAHOBJIEHHE KOH(HACHIMAIbHON CBA3M IOCTE
KOMIIPOMETAIMK KJIIOYeH, BKIIOUYEHHE HOBBIX IOJBH30BaTENeH, IIaHOBAas CMEHA KIIIOYEH U
T.IL);

e paz0op KOHMIMKTHBIX CHTYAlMH, CBS3aHHBIX C JOKa3aTeJIbCTBOM aBTOPCTBA JIEKTPOHHOTO
JIOKyMEHTa, CHA0>)KEHHOTO 3JIEKTPOHHON TOAIKCHIO | Ip.;

® IIPOBEACHUE MEPONPHUATUHN IO JOKAIU3ALUU U JMKBUJALMU MOCIEACTBUA KOMIPOMETAIH
KITFOUEH.

Y aocToBepsIonre HEHTPHI, UCTIOJIB3YEMBIE B CETIX KOH(PHICHINATBHON CBA3H, CO3/IaBaeMbIX Ha

6aze CK3U «Kpunro-KOM 3.5» (BapmanTsl uCONHEHUS 1, 2) , TOIDKHBI OBITH CEPTH(HUITMPOBAHBI 10
«Tpe6GoBaHUIM K CPEICTBAM YAOCTOBEPSIOIIETo TieHTpay [11].



16
HIKHP.00064-01 31 01

4.2. Tlopsaok pa3doopa KOH(PIUKTHBIX CUTYalMil, CBSI3AHHBIX €
npumeHenuem J1I

[IpuMeHeHHEe 3JIEKTPOHHON TMOJIHMCH B CETH KOH(QUICHIMAIBHON CBS3M (ajiee — CHUCTEMBI)
MOXET BBI3BAaTh KOH()JIMKTHBIE CUTYaIlMH, 3aKIIOYAIOLINECs B OCIIAPUBAaHUU CTOPOHAMH (yYacTHHKaAMH
CHCTEMBI) aBTOPCTBA M/UIIK COJIEP)KUMOT0 JOKYMEHTA, IOJIHCAHHOTO 3JICKTPOHHON HOAIHUCHIO.

Paz6op monoOHBIX  KOH(MJIMKTHBIX CHUTyalMii B COOTBETCTBUM C  JICHCTBYIOLINM
3aKOHO/IATEIbCTBOM M OCOOCHHOCTSIMU CO3JIaHUSI CaMOl AJIEKTPOHHOM MOANHUCH TpeOyeT MPUMEHEHHs
CIEUAIBHOTO IPOrPaMMHOT0 00ECTICUEHHSI.

Pa30op KOHQUINKTHOI CHTyaluMu 3aKIIOYAeTCs B JIOKA3aTeJbCTBE aBTOPCTBA IOANHCH
KOHKPETHOTO 3JIEKTPOHHOTO OKYMEHTa KOHKPETHBIM HCIIONHUTENeM. J[aHHBIH pa30op OCHOBBHIBACTCS
Ha MareMaTH4YeCKuX cBoicTBax anroputMa OIl, peasM30BaHHOTO B COOTBETCTBHM CO CTaHIapTaMH
Poccuiickoit  ®enepanuu  'OCT 34.10-2001, T'OCT P 34.10-2012, TOCT P 34.11-94 wu
I'OCT P 34.11-2012, rapaHTHpYIOIIUX HEBO3MOXHOCTb MOAAENKH 3HaueHus OIl oObM JHIOM, He
00J1a/1a10IIUM KITFOUOM 3JIEKTPOHHOMU TIO/IHCH.

IIpu nmposepke 3HaueHuss OIl ucnonb3yerca kmod nposepku OII, mapubii kmouy OIII, ¢
MOMOIIIBI0 KOTOPOTO BEIMOJIHAJIACH Mporieaypa co3panus JI1.

Ha ciyuaii paspemeHnsi CriopoB B CHCTEME JOJDKHO OBITH NPELYCMOTPEHO BEICHHE apXHBOB
kiroueit mposepku D11 (cepTuduraror kirtodeid mposepku 1) U AMEKTPOHHBIX TOKYMEHTOB ¢ JI1.

Jns pazbopa KOH(IMKTHOM CHTyalii PEKOMEHAYETCSl CO3bIBaTh KOMHCCHIO, COCTOSLIYIO U3
MpeJCTaBUTEIICH CTOPOH, CIyKObI OE30MACHOCTH U AKCIIEPTOB (IIPU HEOOXOIMMOCTH).

CocTaB KOMHCCHH, TTOPSI0K €€ (POPMHUPOBAHUS, PETTIAMEHT PaOOTHI, pACCMOTPEHUE PE3YIIbTATOB
ee paboTHI OMpeeNnsieTCs] B IPIIOKEHNH K JoroBopy, 3aKiII04aeMOMY MEXIY YIaCTHUKAMU CHCTEMBI.

OcnapuBaHue pe3yiabTaTOB pPAaOOTBI KOMHCCHH W BO3MEHICHHE IMOCTPajaBIIeii CTOpPOHE
MPUHECEHHOTO ymiepOa BBHIMONHSACTCS B YCTAHOBICHHOM JEHCTBYIOIIMM 3aKOHOAATEIECTBOM
Poccuiickoit @enepanuu nopsake.

4.2.1. Tlopsiaok pa3dopa KOHPIUKTHON cHTyanuu

Pa360p KOH(MIMKTHOW CUTYaIlUH BBINOJIHSETCS 10 WHUIUATHBE JHOOOTO YYaCTHHKA CUCTEMBI U
BKJIIOYAET:

® pPEbSIBICHUE IPETEH3UU OJIHON CTOPOHBI JPYIOM;
e (opMupoBaHHE KOMHCCHH;
e pa300p KOH(IUKTHON CUTYAIUH;
e B3BICKAHHE C BUHOBHON CTOPOHBI MPUHECEHHOTO yIepoa.

IIpu pa3zbope KOHMIMKTHON CHTyalnnu, CBSA3aHHOH C TMpPH3HAHHUEM aBTOPCTBA AIIEKTPOHHOM
MOJANUCH TOJ CIOPHBIM JOKYMEHTOM, HCHOJb3yercs mnporpaMmuHoe obecrneuenne CK3U,
ceprudunupoannoro ®Cb Poccun.

B 3amumeHHsIX cucTeMax, MCHONB3YIOMMX cepTudukaTsl kiaroueil nposepku OI1, mposepka
MOANNCAHHOTO IEKTPOHHOTO JOKYMEHTa BKJIIOYAET B CEOsl BEINMOJIHEHHE CIIETYIOMNX AeHCTBUI:

e ompezaeienue ceprudukara kiroua npoBepku D1 MM HECKONBKUX CepTH(UKATOB KIIOYEH
npoBepku O, HeoOXxoauMBIX a7t TpoBepku OIT;

e nposepka DIl 31eKTPOHHOTO JOKYMEHTa C MCIOJIb30BaHUEM KaXJIOTO CepTHU(HKATa KIII0Ya
nposepku JII;

e mnposepka Ol kaxgoro ceprudukara kimoda nposepku DI, myTeM MOCTPOEHUS HETMOYKH
ceprudukaroB kmoueil nposepku DIl 1o ceprudukara kmoua nposepku Ol rimaBHOTO

(xopHeBoro) Y1I;

e TIIpOBepKa IEHCTBUTEIBHOCTH CepTHU(HUKATOB Kirodeil mpoBepku OIl Ha Tekymuii MOMEHT
BpPEMEHY;

e TIIpoOBepKa ACWCTBUTEIHHOCTH CepTH(HKATOB KiItoder mpoepku DI Ha MOMEHT co3maHus
OIl;

e TIpoBepKa OTCYTCTBUS cepTu(rkaToB Kimtoder nmposepku OI1 8 CAC.

Ecmu ceprudukar wiroua npoepku OII, ¢ wmcmonp3oBaHHEM KOTOporo mpoBepsiercs I,
anHynupoBaH (T.e. BkiIoueH B CAC), KOMHUCCHS NPUHUMAET peIIeHHue O AeUCTBUTEIBHOCTH DI
JIOKYMEHTa, HCIIONB3ys JaTy CO3JaHMsA JOKyMEHTa WM JaTy AaHHYJUPOBAHHSA CepTHU(HKATa KII0Ya
nposepku JI1 B CAC.
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ITpu nposepke D1 nokyMeHTa, BepUpHKALMK LEMOYKH CepTUPHKATOB Kitoueil nmpoBepku OlI,
orcytcTBuM ceprudukara xitoua nposepku OI1 B CAC, cocraBnsiercs «IIpotokon mposepku DIl», B
KOTOpOM (UKCUPYIOTCs cepTU(UKATHI Kifouel mpoBepku D11, HCroap30BaHHBIC IS IPOBEPKH, U (pakT
MOATBEPXKICHNS win HemoaTBepskaeHust OIl. JlaHHBI NMPOTOKOJ SBISIETCS OCHOBHBIM JIOKYMEHTOM
pabOTHI KOMHCCHH M JOJDKEH OBITh MTOJINCaH BCEMHU €€ WICHAMHU.

B ciyyae nmoaTBepkIeHHs 3JIEKTPOHHOW MOANUCH, 3HAYCHUs Kitouei npoBepku DI B cocraBe
ceptu¢uKaroB kitoueil mposepku OIl, ykazaHHBIX B MPOTOKOJIE MPOBEPKH, HEOOXOJUMO CPaBHHUTH CO
3HAYEHMAMH Kitouedl mnpoBepku DIl cooTBeTCTBYONIMX OyMaKHBIX  KOIMH, 3aBEpPEHHBIX
agmuaucTpatopoM YII (cm. m. 4.1). [Ipu coBmagennyn ux 3HadeHU, aBTopcTBO D1 MOA TOKYyMEHTOM
CUHUTACTCS YCTaHOBJICHHBIM.

4.2.2. Ciryyam HeBO3MOKHOCTH NpoBepkH 3Havenus I

Jloka3aTe aBTOPCTBO JOKYMEHTA, MOJIHCAHHOIO 3JEKTPOHHOH MOAMUCHIO, HE MPEACTaBISIETCS
BO3MOJXKHBIM IIpH OTCYTCTBHH B apxuBax kioda npoepkd Ol (ceprudukara xmoua nposepku JIT)
nosnp3oBarens, BbiModHUBIIEro OIl, wiam ero OyMakHOM KONHWH, 3aBEPEHHOHM MOJb30BaTEIEeM U
aamunauctparopoM YII. B cBs3u ¢ otuM, aus apxuBa ¢ kiaroyamu nposepku Ol (ceprudukaramu
Kirouei nmposepku II1) HE0OX0ANMO MEPHOANIECKH CO3AaBaTh PE3EPBHBIC KOIMH, a OyMa)kKHBIC KOITHH
cepTH(UKaToB Kitoueil mposepku Ol NODKHBI XpaHUTHCS B TEUEHHE BCETO YCTaHOBIICHHOTO CpPOKa
XpaHEHHUS.
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