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PekomeHaaummu no 6e3onacHOMY UCMNONb30BaHUIO
cuctembl«BaHk-Knnent» B OAO AKB «lMepmb»

1. Hactoswme pekomeHgaumu paspaboTaHbl corniacHo ucbmy baHka Poccum ot 30
AaHBapss 2009r. Ne 11-1 «O pekomMeHpauusax ANns  KpeauTHbIX opraHu3auui  no
[ONOMHUTE IbHbIM MepaM UH(OPMaUNOHHON 6e30NacHOCTU NPU UCMNOb30BaHUN CUCTEM
NHTEPHET-6aHKMHra».

2. B uensix 3awWmTbl MHOpMauuu, nepeaaBaemoit yepe3 cuctemy «baHk-KnmeHT» u
06ecneyYeHnst COXpaHHOCTU AEHEXHbIX CPeACcTB HE06X0AMMO co60aAaTL 5 NpaBui:

2.1. Obecrne4yeHue coxpaHHOCMU K/1l04eB020 HOCUumMe/is

Mocne peructpauun B cucteme «baHk-KnMeHT» BblAaeTcst KNoUYeBol HOCUTEb,
KOTOpbI/A coAepXuT kntoun M, 6asy [aHHbIX, WHCTPYKUMW. KnneHTy Heo6xoaumo
06ecneunTb ero COXPaHHOCTb OT MOCTOPOHHUX JINLL.

Knioun anektpoHHor nognucu (3) HeobXxoAMMO XpaHUTb Ha OTAe/IbHOM
CMeHHOM Hocutene (diew-kapta, USB-hnellka, AuckeTa), He XpaHUTb Ha HeM Jpyrue
JaHHble. Vicnonb3oBaTb HOcUTENb € KtovYaMmu 3l ToNbko ana paboTbl ¢ «baHk-KnneHT»,
youpaTb ero B 3anmpaemblil AWK (Ceindd) B ocTasibHOE BPEMS.

Henb3sa XxpaHuTb KOMMU KIOYEBOTO HOCWUTENS HA XXECTKOM AUCKe, B CeTeBbIX
kaTasiorax ¢ o6LyM AOCTYNOM M Ha APYrMx 06L,eA0CTyNHbIX pecypcax.

Henb3Aa nepepaBaTtb KNHOUYEBOW HOCUTENb WAN €ro  KOMuko NOCTOPOHHUM,
ocTaBnATb ero 6e3 npucmoTpa.

Heobxoaumo caenaTb pe3epBHYIO KOMUIO KIHOYEBOr0 HOCUTENS U XPaHUTb ee B
celidoe, oHa MOXeT Bam noTpe6oBaTbCsi, €CIM OCHOBHOW HOCUTE b NOBPEANTCS.

2.2. O2paHu4yeHuUe oocmyna K komnbromepy ¢ cucmemoli «baHK-KnueHm»

[ocTyn K KOMNbIOTEPY, HA KOTOPOM YCTaHOBMEH «BaHK-KNMeHT», A0MKHbI MMETb
TO/IbKO AOBEPEHHbIE COTPYAHUKN.

OnepaymoHHasa cuctema ¥ BCe MporpamMmbl, yCTaHaB/IMBaeMble Ha KOMMbOTEP,
A0JDKHbI ObITb JMUEH3NOHHBIMKW, NOoCTynaTtb U3 3aciyXunBawlnx aOoBepuna UCTOYHWKOB.
Henb3Aa ncnonb3oBatb B3/10MaHHbIE NMPOrpamMmbl.

OnepauuoHHas cucTemMa W YCTAHOB/EHHbIE MPOrpaMmbl [AO/MKHbI PErynsipHO
OGHOBNATbLCA. B 0GHOBMEHUSI CUCTEMHbIX U MPUKIAAHbLIX NPOrpamMmM BXOASAT A0paboTKu,
nosbillawlime  6e30MacHOCTb M HaAEeXHoCTb  paboTbl,  NpeaoTBpallatoLme
pacnpocTpaHeHve KOMMNbITEPHBIX BUPYCOB.
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Heo6xo4yMO YCTaHOBUTb AHTUMBUPYCHYIO MporpamMmmy U noadepxveatb eé
(PYHKLMOHMPOBaHME, PErynsipHO OGHOB/IATL, PEryfspHO 3anyckaTb. He3ameanuTensHo
yfansTb oGHapyXeHHoe BpefoHOCHOEe nporpammHoe ob6ecrneuyeHne (BUPYChI, LUMMOHCKME
nporpammsbl 1 T. 4.).

HeobxoAnMO OTKNHUNTL "aBTOMATMYECKOE BbIMOJIHEHNE" ANA NOACOeANHAEMbIX K
KOMMblOTEPY (prew-kapT M KOMMNaKT-OUCKOB A/1 UCK/IOYEHMA 3anycka BpefoHOCHbIX
nporpamMmm.

Heobxoaumo npenycmMoTpeTb HEBO3MOXHOCTb YCTAHOBKM NMOCTOPOHHUMU NiMLamMu
(roctamu, nocetTuTensamun, o6CNyXmBarLMM NepcoHasioM) Ha KOMMbIOTEP cheunanbHbIX
"LUNMOHCKMX" Nporpamm. XopoLUen NpakTUKon asnseTcsa pabota Ha KoMMNboTepe OT UMEHN
nosb30BaTeNs, He UMeoLLLEero NOIHOMOYNIA aAMUHUCTpaTOopA.

Henb3a ycTaHaBnueaTtb nporpammy «baHk-KnveHT» 1 pa6oTaTh B Hell C UYXUX
KOMNbIOTEPOB.

Heo6xoauMo OrpaHUYUTb CBOI O6MEH Yepe3 WMHTEPHET TOJSIbKO HaAEXHbIMU
MHPOPMALMOHHLIMX MOpTasiaMM U MPOBEPEHHBLIMU  KOPPECTNOHAEHTAMU  3/1IEKTPOHHOIA
MoYTbl.

Heb6e3onacHO OTKpbIBaTb MUCbMa W BIOXEHWUS, MOJSTIyYEHHbIE MO 3/1IEKTPOHHOM
noyTte OT HEM3BECTHOrO OTNpaBUTENSA, NEPEXOAnTb NO NOA03PUTENBHBLIM CCbhl/IKaM. HYacTo
B BMAE "MHTEPECHOIN CCbIIKU" B NMUCbME OT SKOObl 3HAKOMOrO NPUXOAUT BPEAOHOCHas
nporpamma. Yacto BpefoHOCHas MnporpaMma CKpblBaeTCcA nog BCh/biBalOWWM OKHOM
PEKIaMHO CCbISIKM Ha caliTe.

Heo6xogMmMo 3anpeTuTb YAAJIEHHbIA AOCTYN K KOMMNbHKTEPY, HAa KOTOPOM
yCTaHOB/EH «BaHK-KNneHT».

2.3. Koumponb 3a cocmosiHuem 0eHexHbIX cpedcms 8 6aHKe

Heo6xoaMMO perynsipHo nNpoBepsTb COCTOAHME CUYETOB M AOKYMEHTOB B GaHke,
BbINOJIHASA 3aNPOChl BbINMUCKN U AOKYMEHTOB (€Xe4HEBHO, 0683aTe/IbHO YTPOM 1 BEYEPOM,
XenatenbHO B TedeHue [AHsA). Ecnm oBHapyXeHbl [OKYMEHTbl, KOTopble Bamu He
nepegaBaiMcb — HeO6XOAMMO CPOYHO MO3BOHUTL B 6GaHK C NPOCLOON OCTaHOBUTH
06paboTKy 1 paszobparbcA.

Mpn HeoXmpgaHHOM “3aBMcaHMK" KOMMbOTEpPA B MOMEHT paboTbl C CUCTEMOW
"BaHk-KnmeHT", ¢ nocnegyowmmM nosiHbIM OTKa3oM B paboTe, He0OX0A4MMO MO3BOHUTL B
onepaumnoHHbIin oTaen 6aHka n ybéeanTbes, YTO MO CYETY OT MMeHU KnneHTa He oTnpaseH
niaTéx.

Heo6xoAMMOo MO3BOHUTL B CAYXOY TEXHMYECKOW NOAAEpPXKM 6aHKa U COOOLUTD,
4YTO [0 MOMEHTa yCTpaHeHnsa HencnpasHOCTU KnneHT He ByaeT nepefasartb AOKYMEHTbI B
6aHK rno cucreme «baHk-KnneHT». Heobxoanmo noATBEpPAUTb 3TO NMUCbMOM C MeyaTbio U
noAnnCbI0 PYKOBOAMUTESS.

2.4. 3ameHa knro4veli 3l 8 cnedyrowux caydasx:

Cpok peiictBua knioua 3l coctaBnser 1 roA, A0 OKOHYaHMS Cpoka €ero
penctens KnveHTy Heo6XoAMMO CaMoCTOSAATENbHO B nporpamme «baHk-KnueHT» co3gatb
HOBble Ktoun 3l 1 3aperncTpmpoBaTb PernctpaynoHHyto KapTouky B GaHKe.

Knoun 30 HeobxoAumMo MeHATb MpU CMeHe chneuyuanucta (pykoBoautens,
nporpammMucTa, CUCTEMHOIO  agMWHUCTpaTopa, Oyxrantepa), HenocpencTBEHHO
paboTatowiero ¢ kawyvamu 3N, uanm nNpu NOAO3PEHMM B KOMMNpomeTauuu kniwoudeir. B
4acTHOCTW, KOMMpOMEeTaumei SBMASeTCA BUPYCHasi akTMBHOCTb Ha KOMMbioTepe, Ha
KOTOPOM yCTaHOB/IeHa nporpaMmma «baHk-KnneHT».

Mpy NPOBEAEHMN PEMOHTHbIX W NOGbLIX APYrMX paboT Ha KoOMMbloTepe C
nporpammoii «BaHK-KNneHT» CTOPOHHUMMK cneuuanuctTaMy 3apaHee 3BOHMTE B GaHK U
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npeaynpexagante o 3anpete npvema 6aHKOM [AOKYMeHTOB No «baHk-KnneHTt». Mocne
OKOHYaHuA paboTr — o06na3atesibHO cMeHuTe Knoum Al Ha HoBble. MpockOy O 3anpete
npyema [OKYMEHTOB Heo6XoAMMO MNOATBEPAUTL MUCbMOM C MeyaTbld U MOAMNUCHI0
pykoBoauTens.

2.5. Ucnonb3oBaHue scex BO3MOXHocmel cucmembl «baHK-KnueHm»

Heo6x04MMO OrpaHUuUTb CyMMbl [OKYMEHTOB, NepefaBaeMbiX MO cUCTEME
«BaHK-KnueHT» (nNepBoHauya/ibHO 3Ta cymMMa onpegensietca B 3asiBKe, MOXHO ee
M3MEHUTb NO AONO/IHUTENIbHOMY COr/lalleHuno).

Ecnv KnueHT paboTtaeT B MHTEPHET C NMOCTOSAHHOIO ip-aZpeca, MOXHO YCTaHOBUTb
ero Kak e[VHCTBEHHbI pa3peLleHHbll, C KOTOPOro MOXHO nNpuHMMartb OT KnuneHTa
coobueHna no cucteme baHk-KnveHT. CoobueHua ¢ Apyrux ip-agpecos He 0OyayT
npHUMaTbLCA baHkoM

MOXHO ycTaHOBUTb nepuog obmeHa (Hanpumep ¢ 08:15 no 19:30), B KOTOpPbIN
6aHK 6yaeT npuHMMaTth OT KnueHTa coobueHuns no cucteme baHk-KnmeHT B paboune gHu
BaHka. CoobLeHns, nocTynaruwme B pyroe Bpems, He 6yayT npuHMMaTbcs baHkom.

Kpome ctaHgapTHoi 3l coobuieHnii (KOTOpor NoAnucbiBalOTCs BCe COOOLLEHUS
cuctembl  «baHK-KNneHT» npu nepejaye 4epe3 WHTEPHET), MOXHO [J06aBuTb
pononHutenbHble 3l agokymeHToB (3lgok). B atom cnydyae KnveHT ykasbiBaeT
KOJINYECTBO AOMNOMHUTENbHbIX Il A0K, HEOBXOAUMbBIX AN nepefadn AOKYMeHTa B 6aHK 1
co3faeT Heobxoanmoe YUCo AoNnoJsIHUTENbHbIX AMAoK. MNepesaTte AOKYMEHT B 6aHK B
3TOM C/lyd4ae MOXHO Oy[eT TONIbKO Moc/ie NOAMUCLIBAHUA €ro HYXXHbIM yncsiom Sl140K.
Kntoun gononHutenbHbiX A AOKYMEHTOB [0/1XHbI XPaHUTLCA Ha OTAE/IbHbIX CMEHHbIX
HOCUTENAX, OT/INYHBIX OT K/TIH0YEBbIX HOocUTeseln 3N coobLLEeHWIA.

Bk1ounTb AaHHble MeXaHM3Mbl MOXHO N0 3asiBKe Ha [ONONHUTENbHbIE Mepbl
6ezonacHoctn (A [JOKyMeHTOB, OrpaHuUYeHue ip-agpeca uanm BpemeHu paboTbl) B
cucteme baHk-KnneHT. 3asiBka pacnevyaTbiBaeTcs, 3anosiHaeTcs, noanucbiBaeTcs
pyKkoBogutenem, 3aBepseTcA nevarbio 1 nepegaetcs B 6aHK.

PekomeHayeM noAknwountb ycnyry SMS-uHgpopmMupoBaHusi, B 3TOM c/lyyae Bbl
cMoXeTe nonyyatb SMS-coo6LeHNst Ha CBOW TesledpoH NPU NOCTYN/IEHUN LOKYMEHTOB NO
cucteme baHk-KnueHT, perncTpaymm HOBbIX Kntovein .

HavanbHuk YUT P.M. bukmaHcypos

Ctp.3/3


http://www.bankperm.ru/online/bankclient_online/
http://www.bankperm.ru/bcsecurity.pdf
http://www.bankperm.ru/bcsecurity.pdf

	2.1. Обеспечение сохранности ключевого носителя
	2.2. Ограничение доступа к компьютеру с системой «Банк-Клиент»
	2.3. Контроль за состоянием денежных средств в банке
	2.4. Замена ключей ЭП в следующих случаях:
	2.5. Использование всех возможностей системы «Банк-Клиент»

