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AHHOTADUSA

JlaHHBIH TOKYMEHT COAEPIKHT PYKOBOJCTBO IO UCIOJIB30BAHUIO YTHIUTHI FUSh,
npeIHa3HAYeHHOM U KOHTPOJIS LIETIOCTHOCTH COCTaBa IMPHKJIAIHOTO MIPOrPAMMHOT0 o0ecrieyeH s
cpencts kpunrorpadudaeckoit 3amuTs HHGopmarmn (CK3U1) «Kpunto-KOM 3.4».

KoHTpos eT0CTHOCTH, BRIMTOIHIEMBIH ¢ TOMOIIBIO YTHIUTHI rush, obecredunBaeTcs 3a c4eT
BBIYKMCIICHHSI 3HAUCHHUH X31I-(QYHKIUH JJIs1 KOHTPOJIMPYEMbIX (aijioB ¥ CpaBHEHHSI MOJTY4YEHHBIX
3HAYCHUH C 3apaHee BBIYMCICHHBIMU 3TATOHHBIMY 3HAYCHUSIMHU.

YTHianuTa KOHTPOJIS LEIOCTHOCTH BXOJHUT B KOMILUIEKT OCTaBKU OMOIMOTEKH
kpunrorpaduueckux npeodpazoBanuit «Kpunro-KOM 3.4».
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1. OBIIHUE CBEJAEHUS

CK3U «Kpunro-KOM 3.4» BKIIIOYaeT CpeAcTBO KOHTPOIIS IETOCTHOCTH, BHIITOTHEHHOE B BUIC
yTHIUTHL FUsSh. Yuiura rush obecrieurBaeT BHIYKMCIICHAE 3HAYSHHUI XAI-(DYHKIUH JUTS TIPOM3BOIBHBIX
¢aitnos ¢ ucronezoBanuem anroputMo [OCT P 34.11-94 ([1]), TOCT P 34.11-2012 [2].

Vrumura rush npeacrasisier co60i KOHCONBHOE TPHIIOKEHHUE, T.€. OCYIIECTBIISET MeYaTh
BBIXOJIHBIX TAHHBIX B CTAaHAAPTHBIA BEIBOJ.
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2. OIIMCAHME ITPUMEHEHMUS
3armycK yTHIUNTBI FUSh MPOW3BOAKTCS M3 KOMAHAHOM CTPOKH.

[Tpn 3TOM pexyCMOTPEHO IBa pexXUMa paboThI:

® DPCKHM BbIYUCICHUA KOHTPOJBbHBIX CYMM;
® DPCKHUM KOHTPOJIA HECJIOCTHOCTH q)aﬁJ'IOB.

2.1. Bbluuc/IeHHE KOHTPOJbHBIX CYMM

q)OpMaT 3alyCKa YTUJINTBI IIPU BBIYUCIICHUU KOHTPOJIBHBIX CYMM HUMEECT CHC,Z[y}OH.[I/Iﬁ BHI:

rush [-a|-t|-stribog256|-stribog512] [-r] [<file>|<dir>|-]1 <list>] ...

rue

file - uMms Gaiina;

dir - MM KaTaJiora; Ipy 3ToM 00paboTKe noasiexar Bce (aiiiibl, CoaepsKaliecs B
YKa3aHHOM KaTaJlore;

-r - 00pabaThIBaTh KaTaJIOTH PEKYPCUBHO;

list - nMs (¢aiina, comeprKaIero Crucok (paiioB i KaTalIoToB, IMOUIEKAITNX KOHTPOJIIO;
Kaxaoe UM (aiia Hin KaTajaora MpUBOAUTCS B OTIEIBHON CTPOKE; YCThIE CTPOKH,
a TakKe CTPOKH, HAYMHAIOIINECS C CHMBOJA ‘#’, HTHOPHUPYIOTCS;

-a - ucrionb3oBath A1t [OCT P 34.11-94 y3ms1 3aMeHbI 070Ka TIOJCTaHOBKH
1d-GostR3411-94-CryptoProParamSet;

-t - ucnonb3oBath A [OCT P 34.11-94 TectoBblie y315I 3aMEHBI OJI0KA TTIOACTAHOBKH,

-stribog256 - ucnonszoBars 'OCT P 34.11-2012 (256 6ut) [2];
-stribog512 - ucnonszoBars 'OCT P 34.11-2012 (512 6wur) [2].

PesynbTat paboThl FUSh BBIBOAUTCS HA KOHCOJb MMOCTPOYHO - YHCIIO CTPOK PABHO YHCITY
KOHTPOJIUPYEMBIX (aiiIoB, 3a1aBaeMbIX IIPH 3aIlyCKe YTWIINTHL. B KaXk1oi# CTpoke yKa3pIBaeTcst UMsI
(aiina ¥ BEIYMCIEHHOE 3HAYEHHE XAII-(QyHKIMH, HAITpUMep:

rush ccom.dll rush.exe wipe.exe

GOSTH (ccom.dll) = fc0a137{254¢32154260e18f9e9ddad520eed9cfc4d9cacb40a6dc3462241245
GOSTH (rush.exe) = 89fc70e4fcS5fca6fd449435fa375ac6fclefa2327ac83933d869430417ec1d70
GOSTH (wipe.exe) = fac06409fe496a7796e0a175542a77f1df4555d9af358b483b9cfcd95fc2df36

[Tpu HEe0OXOIUMOCTH PE3yJIBTAaThl PA0OTHI yTHIIUTHI MOTYT OBITh COXPaHEHbI B OTAEIBHOM
(aiine (peructpaunoHHbIA (aiii), 1751 KOTOPOTO TAKXKE € MOMOIIBIO FUSN MOXKET OBITh BEIYUCICHA
XOUI-(OYHKIHSA:

rush ccom.dll rush.exe wipe.exe > etalon.crc

2.2. KoHTpoJub mejaocTHOCTH (pailjioB

B mportecce sxcmryaramun 110 CK3U monp30Batensb, ¢ TOMOMIBIO YTHIIATHL FUSh, TomkeH
MEPUOANICCKHU BBIUUCISITh 3HAYCHUS XOUI-(DYHKIMHU TS KOHTPOIUPYEMbIX (PAiJIOB U MOTYYCHHbBIC
3HAYEHHsI CPABHUBATD C ATAJOHHBIMU. DTAJIOHHbBIC 3HAUEHHS BBIYUCIISIOTCS nocTaBiukoM [10, n1ubo
BBIUHCIIFOTCS. CAMUM TI0JIb30BATEIIEM M COXPAHSIOTCS B peructparnonHom ¢aitre (em.an. 2.1).

dopmar 3amycka yTUIUTBI B pe)KUME KOHTPOJIS LIEJIOCTHOCTH (DailJIoB MMEET CIIEAYIOIIUIA BUI:
rush [-a|-t] -c <list> ...

rae
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list - nms (aiina, copeprKalero ClucoK MOAJIEKaIUX KOHTPOIII0 O0BEKTOB, a TAKXKE MX
KOHTPOIIbHBIE CYMMBbI'; Kay10€ M3l (haiilia WM KaTaaora B CIHCKE TIPHBOIUTCS B
OTAETBHON CTPOKE; ITyCTHIE CTPOKH, a TAKXKE CTPOKHU, HAUMHAIOIINECS C CUMBOJIA ‘#,
UTHOPHPYIOTCS;

-a - ucrionb3oBath At [OCT P 34.11-94 y3ms1 3aMeHbI 070Ka TIOJCTaHOBKH
id-GostR3411-94-CryptoProParamSet;

-t - ucnonp3oBath At [OCT P 34.11-94 TecToBble y3/5I 3aMEHBI OJIOKA ITOICTAHOBKH.

Bri0op anropuTma X31mMpoBaHHsl OCYLIECTBISIETCS B PEXKUME KOHTPOJIS LIEJIOCTHOCTH
ABTOMAaTHYECKH.

I[J'[H Kaxaoro q)aiz'ma BBIBOJUTCA €T0 UM U PE3YJIbTAT IIPOBEPKU, HAIPUMED:

rush -c etalon.crc

ccom.dll: ok
rush.exe: ok
wipe.exe: ok
valid:3 errors:0

Ecnu Bee daitbl yererHo npoBepeHsl, rush Boszsparmaet kox 0, B IpOTHBHOM citydae — 255.

! DopMaT JaHHBIX PErHCTPALMOHHOTO (aiiia COOTBETCTBYET (hOPMATy BHIBOIA YTHIUTHI rush B
peXUME BBIYUCIEHUS KOHTPOJIBHBIX CYMM.
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3. PETUCTPAIIMOHHAS KAPTOUKA KOHTPOJIMPYEMBIX ®ANJIOB

DTalloOHHBIE 3HAYECHUS XAMI-(QYHKINH UTs KOHTpoiupyeMbix ¢aitnos [10 CK3U BeraucisroTes
AJIMHUHICTPATOPOM 0€301IaCHOCTH U NIepeNaloTcs Ha PErHCTPALMOHHOM KapTOUKe BMECTE C
komriektoMm [10 CK3MU.

PerucrpanmonHas kapTouka npencTasiseT co0oi Qaiin unu ero 6yMaxxHyr KOIHIO, KOTOpPbIE
cozepKar:

® Ha3BaHHUE NPOAYKTa U HOMEP BEPCUU;
® CIIMCOK KOHTPOJHMPYEMBIX (aiiiioB;
® OSTANIOHHOE 3HAYCHUE XAMI-PYHKIUH U KaXI0To U3 (HaiIoB CIIMcKa.

B kauecTBe nprMepa HIKE IPUBOAUTCS COAEPKUMOE TEKCTOBOTO (haiiina perucTpaioHHOM
KapTOYKH C TIEPEYHEM KOHTPOJIUPYEMBIX (aiiIoB:

PETUCTPALIMOHHA A KAPTOUKA
KOHTPOJIUPYEMBIX (haiiIoB

CK3U «KpunTo-KOM 3.4»

GOSTH (ccom.dll) = fc0a137{254¢32154260e18f9e9ddad520eed9cfcd4d9cacb40a6dc3462241245
GOSTH (rush.exe) = 89fc70e4fc5fca6fd449435fa375ac6fclefa2327ac83933d869430417ec1d70
GOSTH (wipe.exe) = fac06409fe496a7796e0a175542a77f1df4555d9af358b483b9cfcd95fc2df36

Jlara

ITonnuce
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HNPUJIOKEHHUE. CIIMCOK OBBEKTOB KOHTPOJISI HEJIOCTHOCTH

B HacrosIemM NpriIoKeHUH TPUBOISTCS CIIMCKHA OOBEKTOB, IEJIOCTHOCTh KOTOPBIX JOJDKHA
KOHTPOIMPOBATHCS TOIB30BaTeNeM B rporiecce dkcmuryatarmu [10 CK3U.

st orrepanmoHHBIX cucteM Windows:

Bce TuHamudeckue onbnmorexu, Bxomsmue B cocraB CK3U «Kpunro-KOM 3.4» (B
COOTBETCTBHH C (HOPMYJIISIPOM);

BCE UCTIOJTHSAEMBIE MOAYJIN M JUHAMUYecKre OnOInoTeKku, ncnoin3yronme CK3U
«Kpunto-KOM 3.4» B nuHAMHYECKOH JINOO CTATUIECKOW KOMITOHOBKE;

(haiter omepanOHHON cucTeMHl ((aiinsl ¢ pacmupenusamu .dll, .sys, .exe, pa3MeleHHbIe B
kartanore %SystemRoot% u ero mogkaraiorax).

s onepanonnoii cucremsl Linux/FreeBSD/Solaris:

Bce paszzensseMble OnoimoTeku, Bxoasimue B coctaB CK3U «Kpunto-KOM 3.4» (B
COOTBETCTBHH C (HOPMYIISIPOM);

BCE UCIIOJIHSIEMBIE MOIYJIH U pa3JielisieMble Onbianoreku, ucronssyonme CK3U
«Kpunto-KOM 3.4 B tuHaMH4yecKoii 1100 cTaTu4ecKoll KOMIIOHOBKE;

(aiipl onepalioHHOM cHCcTeMEI (T.€. CofepKUMoe KaTaioros /boot, /dev, /etc u nux
ITOJIKATAJIOTOB).
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