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AHHOTALIUS

B nanHOM nOKyMeHTe comepikaTcsi TpeOOBaHUS M PEKOMEH/IAINH 10 UCTIONB30BaHUIO CPEICTBA
kpunrorpaduyeckoi 3amuTsl nHGopMarmu (CK3M) «Kpunro-KOM 3.4» B 3aniuineHHbIX
MIPUKIIAIHBIX CUCTeMax, ocHaleHHbIX CK3U, u naroTcst pekoMeHaalny o OpraHu3aiui 3auThl
CK3H1 u 9BM 0T HECaHKIIMOHUPOBAHHOTO JIOCTYIIA.

WHcTpyKumu aqMuHUCTpaTopaM 0€30MacHOCTH M MOJIb30BATEIISIM Pa3InuHbIX
ABTOMATU3UPOBAHHEIX cucTeM, ucnonbs3yromux CK3U «Kpunto-KOM 3.4», nomkHsl
pa3pabaThIBaTHCS ¢ YIETOM TPeOOBaHMI HACTOSIIETO JTOKYMEHTA.
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BBEJAEHHUE

D¢ dexTrBHOE pelieHne npodieM 3auuThl HHopMaIu TpedyeT KOMIIEKCHOTO MMOIX0/1a,
COYETAIOINIEro B ce0e KpUnTorpadHuecKie, OpraHu3anOHHO-TEXHHYECKHE 1 aMUHUCTPATHBHBIC
METObI.

[Tpu co3nanuy 3amUIIEeHHBIX TPUKIAJHBIX cHCcTeM Ha 0ase cepruduuupoanubix CK3U Beibop
Heo0xoaArMoro Habopa peann3zyeMbIX KpunTorpadguueckux GyHKIUI U OpraHu3aliOHHO-TEXHUIECKIX
Mep ONpeJeIseTCs] B 3aBUCHMOCTH OT MOJIEINH MPEII0JIaraeMbIX Yyrpo3 U TpeOOBaHMH TOJNTHKA
0€3011aCHOCTH NMPOEKTHPYEMOH CHCTEMBI.

B pazmene 1 HacTosmIero JOKyMeHTa MIPUBOAITCS peKOMEHIANNH 110 ucrons3oBannio CK3U
«Kpunto-KOM 3.4» B 3aIIMIIEHHBIX TPUKIIAJTHBIX CHCTEMAX.

Paznen 2 HacTosmero MoKyMeHTa coaepKuT pekoMeHaanuu no BerpanBannio CK3U «Kpwurro-
KOM 3.4» B 3amuineHHbIe IPUKIATHBIE CHCTEMBI.

Paznen 3 HacTosmero TOKyMeHTa COIEPKUT TPEOOBaHHS U PEKOMEHAALNH B YaCTH
OpraHU3aIOHHO-TEXHMYECKUX M aJJMHUHUCTPATHBHBIX MEPOIIPUATHI, BKIIOYAs TPEOOBAHUS 110
pa3MeIeHUI0 TEXHUYEeCKUX cpeacTs, ucnonb3yronmx CK3U B «Kpunto-KOM 3.4», u TpeboBaHus 1Mo
3amure ot HC/I npu ycranoBke u axcrutyatanuu CK3U.

Pa3nien 4 HacTOAIIEr0 JOKYMEHTA COJIEPIKUT TPeOOBaHUS U PEKOMEHIAUY I10 UCTIOIb30BAHUIO
CK3HU B BUpTyaNbHBIX Cpeax.
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1. PEKOMEHJIALIHMMU 11O UCITOJIB3OBAHHIO CK3U B
SAIIMIIEHHBIX ITPUKJIAHBIX CUCTEMAX

Hacrosiiuit pa3nen cogepkut pekomenaauuu no ucnosb3oBannio CK3U «Kpunto-KOM 3.4%» B
3aIIUUIEHHBIX PUKJIAJHBIX CUCTEMAX.

1.1. KondpuaenuuaabHocts HHpOpMALIUH

[pu nepengaye qaHHBIX IO UPOPMAITUOHHO-TEICKOMMYHHUKAIIMOHHOW CETH, a TAaKXKe MPH
XpaHEHHWH JaHHBIX (Ha TUCKaX, B 0a3e MaHHBIX ), KOHPHUICHIINAIHHOCTE 00eCTIeuNBaCTCS
WCTONB30BaHUeM (PYHKIHIA (POBaHUS.

1.2. Hpentnduxanus u aBTOPCTBO

ITpu cereBoM B3aumoeiicTBIM (YCTaHOBJIEHHHN CeaHca CBSI3HM) MACHTH(UKAINS 1 aBTOPCTBO
B3aUMO/ICHCTBYIOIINX CTOPOH obecnieunBaeTcs GyHKIMIME eKTpoHHOH noanucu (JI1) mpu
WCIIONIb30BaHHUH X B IpoLiecce ayTeHTU(HKAIUK (HapuMep, B COOTBETCTBUH C PEKOMEH IAUSIMH
X.509 [4]). OmHOBpEMEHHO MpH ayTEHTH()UKAIIUH JOJDKHA 00ECIIeYHBATRCS 3aIUTa OT IIEPETIOBTOPOB.
J3st 9TUX 1eneid MOXKET UCIIOIb30BaThesl (PYHKIMS HMUTO3AIIUTHI C BBIYUCICHHEM UMUTOBCTaBKU Ha
CECCHOHHOM KITF04€ (CHMMETPUYHBIA KITIOY MIH(POBaHU).

B 3anmuimeHHOM 35IeKTPOHHOM JOKYMEHT0000pOTe HASHTU(GUKALUS U aBTOPCTBO
obecrieunBaeTcst ucnonab3oanueM GpyHkuuii OI1 37eKTpOHHOTO HOKYMEHTa. JJOOTHUTENBHO JOKHA
OBITH IIPEyCMOTPEHA 3aIUTA OT HaBSI3bIBAHNUS, [IEPETIOBTOPA JIEKTPOHHOTO IOKYMEHTA
L[EJIOCTHOCTh CIIPAaBOYHUKOB Kiroueil nmposepku OI1.

1.3. HeaocTHOCTH

[eoCTHOCTD 3aIIMIIAEMBIX TAHHBIX 00ECTIEYMBACTCS HCIIONB30BaHneM QyHKImiA O11
3MEeKTPOHHOTO JoKyMeHTa. [Ipu ucons3oBanmnu ¢Gyaknnii mmdpoBanus (6e3 ncnoiap3oBanus J11)
LIEJIOCTHOCTh JAHHBIX 00ECIIeYnBaeTCs MIMUTO3AIIUTON. {1 0OecrieueHus [IeIT0CTHOCTH XPaHUMBIX
JAHHBIX MOKET OBITh UCIIOJIb30BaHA (DYHKIMS XEIIMPOBAHMS MM MMUTO3AILHUTEL, HO IIPH 3TOM He
o0ecreunBaeTcsi aBTOPCTBO MHPOPMALIUH.

1.4. Heorka3yeMoCTb OT NepeJadyu 3JeKTPOHHOI0 JOKYMEHTA

HeoTka3yemMocTs OT nepeiadu 31eKTPOHHOTO TOKYMEHTa 00eCeunBaeTCs MOANNCHIO
JIOKYMEHTa OTIPaBUTEINIEM C UCTIONb30BaHNeM (yHknuit DIl u XxpaHeHHEM MPHUEMHONW CTOPOHOH
JokymeHTa ¢ OI1 B TeueHne yCTaHOBJIEHHOTO CPOKA.

1.5. Heorka3yemMocTh OT MpueMa 3J1eKTPOHHOI0 JOKYMEHTa

HeoTkasyemocTs OT Iprema 3JeKTpOHHOTO JJOKYMEHTa 00ecIieunBaeTCs HCII0JIb30BaHNEM
¢ynkimii D11 1 KBUTHPOBaHUEM TIpHeMa JOKyMEHTa (IIOIIMCh KBUTAHIUH MOIydaTeseM), XpaHeHnEeM
JOKyMEHTa M KBUTaHIMK ¢ Ol B TeueHne yCTaHOBIEHHOTO CPOKa OTIHPABIISIOIIEH CTOPOHOM.

1.6. 3ammTa OT NEpenoBTOPOB

3amuTa OT IepernoBTOPOB 0OECIIEUNBAETCS HCIIOIB30BaHUEM KpunTorpaduueckux QyHKIui
OI1, mmppoBaHuUs WM UIMUTO3AIUTHI C T00ABJICHUEM YHUKAIBHOTO UIEHTU(HKATOPA CETEBON CECCHU
(37eKTPOHHOTO TOKYMEHTA) C TIOCIIEAYIOLIEel ero NPOBEPKOM NPUEMHON CTOPOHOH Min pa3paboTKoOi
CIELMaIN3UPOBAHHOT0 TIPOTOKOJIA ayTeHTU(HKaIMK (0OMEHa 3JIeKTPOHHBIMH JJOKyMEHTaMH).

1.7. 3ammra oT HaBsAI3bIBaHMSA HHPOPMALMHU

3amTa OT HapYIINTENS, HAaBSA3BIBAIONIETO IIPUEMHON CTOPOHE COOCTBEHHYIO HH(OPMAIIHIO,
MEPEaHHYI0 SKOOBI OT JIUI[A CAHKIIHOHHUPOBAHHOTO MOJIK30BaTes (HapyIICHUE aBTOPCTBA
uH(pOpManuu), odecrneynBaeTcs UCrob3oBanrueM Gpyukiui 11 ¢ mpoBepkoii aTpuOyTOB
3JIEKTPOHHOIO JIOKYMEHTA U KJroua rposepku D11 oTnpaBuTes.
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3amuTa OT HaBs3bIBaHMS HH(OPMALIMK ITPYU KOMIIPOMETAIMU KJII0Ya 00eCIeYBaeTCs
OPraHU3alOHHO-TEXHUYECCKHUMH MEPOIPUSITUSIMH, HAIPUMEDP, CO3AaHHEM CHCTEMBI
[EHTPATN30BAHHOTO YIIPABICHUS KIIF0OUeBON HH(popMaIen (ormoBeneHneM a0OHEHTOB) HITH
Pa3paboTKOM CrieNUaIN3UPOBAHHBIX IIPOTOKOJIOB JIEKTPOHHOI'O IOKYMEHTOO00POTA.
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2. PEKOMEHJALIIMHU ITO BCTPAUBAHUIO CK3U

[TonpoOHOe onucanue TpeObOBaHUM, KOTOPBIE TOJDKHBI BRITIOMHATHCS Mpu BetpanBannn CK3U
«Kpunto-KOM 3.4» B BEICOKOYpOBHEBEIE ITPOTOKOJIBI 3aLIUTHI JAHHBIX U B 3aIUIICHHBIC
NPWIOKEHUS, UCTIoNb3ytolne kpunrorpapudeckue Gpynkuun CK3U, npuBonutcs B paznene
«TpeboBanus o BecrpanBanuto CK3U B mpuitoskeHHsD MHCTPYKINY 110 BCTPAUBAHUIO JIJIst
COOTBETCTBYIOIIET0 BapuanTa ucnonHenus CK3U.

ITpu BctpauBanuu CK3U «Kpunto-KOM 3.4 B 3aniuiieHHble IPUKIaJAHbIe CUCTEMBI C
OTKPBITHIM pacrpeesieHneM KIIouei Heo0X0IMMO TIPUIEP)KUBATHCS CIEAYIOIINX PEKOMEH AU :

HCTIOJIb30BaHUE OTKPBITHIX Kiroueil (kimroueit mposepku D11 1 OTKPBITHIX KITFOUeH
KJIFOUEBOTr0 0OMEHa) JIOIyCKaeTCsl TOJIBKO B ClIy4yae JOCTOBEPHOI'O TIOATBEPIKICHUS UX
MOJUTMHHOCTH (OTCYTCTBHE UCKKEHHH M MPUHAJJIEKHOCTD ONPEAEICHHOMY JIHILY );
BBITIOJTHEHHE 3TOTO YCIIOBHS 00€CIeYMBaCTCS:
- 3aBepeHHEM OTKPBITOTO KJIF0Ya TPEThel JTOBEPEHHOI CTOPOHOM (MCIOIBb30BaHUE
OTKpBITOT'O KJII0Ya B COCTaBe LU(PPOBOro cepTU(HKATA, 3aBEPEHHOTO
VY noctoBepsrorum neHTpoM (Y1), nimm HoTapuanbHOE 3aBEpEHHE KOITHU OTKPBITOTO
KJTIFo4a Ha OyMa)kKHOM HOCHTENE, COOCTBEHHOPYYHO MOINMCAHHOM BJIA/ICNBIIEM KITI0Ya);
- 0OMEHOM OTKpPBITBIMH KJIFOYaMH HPH JIMYHOH BCTPEUE NX BIIAAEIBLEB —
B3aUMOJICHCTBYIOILUX CTOPOH;
- JOBEpEHHBIM PacIpOCTPAHCHUEM U XPAHEHUEM OTKPBITHIX KIIIOUEH B BUJC
CIPaBOYHHUKOB U JP.;
B ClIy4ae MCIOJIb30BaHUs HU(PPOBBIX CEPTUPHUKATOB OTKPHITHIX KIIFOUEH B KaueCTBE TPEThel
JIOBEPEHHOM CTOPOHBI MOXKET BBICTYNATh JIt000# Y noctoBepsitomuii nentp (Y1),
paspaboTtaHHBI ¢ ucrioab3oBaHueM cepruduiposanHoro CK31 u gopmupyrommii
cepTH(UKATHI U CITMCKH OTO3BAHHBIX CEPTU(HKATOB B COOTBETCTBHH ¢ PexomeHaanusiMu
ITU-T X.509 [3] u IETF RFC 3280 [4], RFC 4491 [5];
IIPU KaXKI0M HCIIOJIb30BaHUN CEPTHU(HKATA OTKPHITOTO KIFOUYA JJOJDKHA BBITIOJIHATHCS €T0
MIPOBEpKa ¢ IIOMOIIBIO cepTuuKaTa qoBepeHHoi cTopoHs! (Y1), momydeHHOTO 1
XPaHSILIEToCs ¢ UCIOIb30BaHUEM MPOLIEAYP, NCKIIIOYAOIINX €r0 NOAMEHY, HCKaKeHNE U
HEIITAaTHOE UCIIOJIb30BaHHE;
JUISL ICKITFOUCHHUST BO3MOXHOCTH HCTIONIb30BaHNS CKOMIIPOMETHPOBAHHOTO MJIM OTO3BAHHOTO
cepTudukara, BMecTe ¢ IpoBepKoii noanucy Y1 mon cepTudukaToM H0IKEH BBITOIHATHCS
TIOUCK CCBUIKM Ha JIaHHBIH cepTU(HKAT B CITUCKE OTO3BAHHBIX CEPTU(PHUKATOB U ITPOBEPKA
noanucu Y1 mox cnuckowm;
npu paboTe co CIPaBOYHMKAMH OTKPBITHIX KIIIOYEH CIIeIyeT MPUACPIKUBATHCS
peKoMeHAalul, U3I0KeHHbIX B 11.3.1.3 nokymenra [6];
yIpaBJieHHEe KIII0UeBOi cucteMo, nocrpoennoi Ha 6aze CK3U «Kpunto-KOM 3.4» ¢
HCIIONIb30BaHMEM IU(POBBIX CEPTUPHUKATOB, TOHKHO BBIIOIHITHCS B COOTBETCTBUH C
PEKOMEHAAUSIMHI, IPUBEICHHBIMU B pasjeine 4 ToKyMeHTa [6].
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3. OPTAHM3ALIMOHHO-TEXHUYECKHUE U
AJIMUHUCTPATUBHBIE MEPOIIPUATHUS 11PN
NCIIOJIB3OBAHHUU CK3HU

3amuTa anmnapaTHoro u nporpammuoro obecrneuenust ot HCJ[ npu ycTaHOBKE U HCIOIb30BAaHUU
CK3U siBiisieTcst COCTaBHOM 4acThio 00IIei 3a1aun obecreueHus: 0€30acHOCTH HH(DOPMAIMK B
cucTeme, B coctaB kotopoi Bxoaut CK3U.

Hapsiny ¢ npumenennem cpencts 3amutbl o HCJ] HeoO0X01uMo BBITIOJIHEHHE 1IEJIOT0 psija Mep,
BKJIFOYAIOIIETO B ce0sl OPraHn3allMOHHO-TEXHUYECKHE U aIMUHUCTPATUBHBIE MEPOIIPUSTHS, CBSI3aHHbIC
¢ obecrieueHreM MPaBWIbHOCTH (GYHKIIMOHUPOBAHUS TEXHUYECKUX CPEICTB 00pabOTKH M Nepeiadn
nHpopManuy, a TaKKe YCTAaHOBJIEHHE COOTBETCTBYIOIMX TIPaBHII JJIs1 0OCITY>KHBAIOIIET0 IepcoHaa,
JIONYIIEHHOTO K paboTe ¢ KOH(UISHINATBHOM HHPOpMaLneH.

B MPUBCACHHBIX HMKE pa3JICjiaX COACPIKATCA OCHOBHBIC Tpe6OBaHI/I$I 110 BBIIIOJIHEHHUIO
YKa3aHHBIX MEP 3alIUTHI.

3.1. Opranmsanus pador mo 3amurte oT HC/I

3amura nadopmannu or HCJI nomkHa oGecrieunBaThCst Ha BCEX TEXHOJIOTMYECKUX dTarax
00paboTku MH(OPMAIMH U BO BCEX PeXUMax (DyHKUMOHUPOBAHMS, B TOM YHCIIE IIPH [TPOBEICHUH
PEMOHTHBIX ¥ PETJIAMEHTHBIX PadoT.

3amura uagopmarun ot HCJI moimkHa mpeaycMaTpuBaTh KOHTPOIJIb 3PPEKTHBHOCTU CPEICTB
3amuTel 0T HC/I. DTOT KOHTPOIB TOJKEH MEPUOAMYESCKH BEITIONHATHCS aIMHHHCTPATOPOM
0e30acHOCTH Ha OCHOBE TpeOOBaHUI TOKyMEHTAWHU Ha cpeacTBa 3amuTsl oT HCI.

B oprarmzamum, sxcmtyatupyromeit CK3U, nomkeH ObITh Ha3HAYEH aMHUHHACTPATOD
0e30MacHOCTH, Ha KOTOPOTO BO3JIATAIOTCS 3a1a4i OpTraHu3auy padoT 1o ucnois3oBannto CK3U,
BBIPAOOTKHM COOTBETCTBYIOIIMX HHCTPYKIMI IS IIOJIB30BaTENEH, a TakxKe KOHTPOJIb 32 COOII0ICHIEM
OIMCaHHBIX HIKE TPeOOBaHUI.

IIpaBom nmocrtyma k pabounm mectam ¢ ycraHoBiIeHHbIMA CK3U nomkHBI 001a1aTh TOIBKO
OMPEICIICHHBIC /IS KCIUTYaTalluH JIUIIA, TPOIIEAIINE COOTBETCTBYIOIIYIO MOIOTOBKY.
AnMUHHCTpaTOp 6€30MaCHOCTH JOKEH 03HAKOMUTh KaXKJ0Tro Mosb30BaTens, npuMmenstoniero CK3U,
¢ nokymeHnTanueit Ha CK3U, a Takxke ¢ ApyrumMu HOpPMATUBHBIMHU JIOKyMEHTaMH, CO3JJaHHBIMA Ha e
OCHOBE.

3.2. TpeOGoBaHus M0 pa3MeleHUI0 TEXHUYECKHX CPeICTB €
ycranoBiaeHnbiMm CK3U

ITpu pa3menieHnu TEXHUYECKUX CPeACTB ¢ ycraHoBIeHHbIM CK3U:

e JoyOKHBI OBITH IPUHSATHI MEPHI 110 UCKITIOYEHUIO HECAHKI[MOHUPOBAHHOT'O JIOCTYIIA B
MOMEIICHHUS, B KOTOPBIX pa3MeLIeHbl TEXHUYeCKHe cpeicTBa ¢ ycraHoBIeHHbBIM CK3U,
MOCTOPOHHUX JIHII, I10 POAY CBOEH JIESITEIbHOCTH HE SIBJISIOIIUXCS IIEPCOHAIIOM,
JIONYIIEHHBIM K paboTe B 3THX ITOMEICHHUSX.

e BHyTpeHHsS IITaHUPOBKA, PACIOI0KEHHE M YKOMIIIEKTOBAHHOCTh paboUyrX MECT B
MOMEIIEHUSX JI0JDKHBI 00€CIIeYMBaTh UCTIONHUTEISIM PadOT COXPAHHOCTh JOBEPEHHBIX UM
KOH()MAECHIIMAIEHBIX JOKYMEHTOB M CBE/ICHHH, BKIIFOUas! KIIFOUEBYIO HH(OPMALIHIO.

e Pasmemenne CK3U B moMemeHNAX, B KOTOPBIX OCYIIECTBISIETCS 00paboTka nHpOpMAaLnH,
CoJIeprKallieH CBEJICHNUS, COCTABIIIIOLINE TOCYIapCTBEHHYIO TalHy, OCYIIECTBIISIETCS
YCTaHOBJIEHHBIM HIOPSIKOM.

3.3. TpebdoBanus no ycranoske CK3HU, a Takske 001mecucTreMHOro u
cnennaabHoro IO na 9BM

K ycraHoBKe 00IIIECHCTEMHOTO U CIICUATFHOIO IPOrpaMMHOT0 obecriedeHus, a Takxe CK3U,
JIOITYy CKAFOTCS JIAIIA, TPOIICANINE COOTBETCTBYIOIIYIO IIOATOTOBKY M H3YYHBIIHE JOKYMEHTAIIHIO Ha
cootBerctByromee [10 u mHa CK3U.

[Tpu ycranoBke mporpamMuoro obecriedennss CK3U cnenyer:
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e Ha TexHH4ecKux cpelcTBax, npegHasHaueHHbIX it padotel ¢ CK3U ncrnonbs3oBaTh TOIBKO
JTUIEH3UOHHOE IIPOrpaMMHOE obecriedeHre GupM-U3rOTOBUTENEH.

e B ciyuae, ecau B MoJenu yrpo3, KOTOPBIM JOJDKHO mpoTrBOocTOsATE CK3U B
nH(pOpPMALMOHHON cHUCTEME 3aKa34nKa, IPU3HAHA OMACHOHN yTeUKa MO TEXHUYECKHM
kaHanaMm, DBM, Ha koTopsix ycraHaBnuBaetcss CK3U, nomkHb! OBITH JOMYIICHBI IS
o0pabotku nHdopmaiuu 1o aeiicteyronmm B Poccuiickoii depepaiyu TpeOGOBaHHUSM T10
3alIuTe l/IH(bOpMa]_II/II/I OT YTCYKHU MO TCXHUYCCKNM KaHajlaM, B TOM YUCJIC, 110 KaHaJly CBA3U
(manpumep, CTP-K). Ilpu noaxmouernn II1DBM c ycranosiaennsiM CK3U k xanamam
CBSI3H, BBIXOJAIIMUM 3a IIPEJEIIbl KOHTPOIMPYEMOM TEPPUTOPUH, 3alUTA KaHAJIA CBA3H
JIOJDKHA 00eCreurBaThCs MPUMEHEHUEM ONTHYECKUX Pa3Bs3bIBAIOIINX YCTPONUCTB.

o Uucramwrus CK3U Ha pabounx MecTax JTOJDKHA IPOU3BOAMTEHCS TOJNBKO C TUCTPHOYTHBA,
MOJIYYEHHOTO 110 JIOBEPEHHOMY KaHaly.

e [Ipu ycranoske [10 CK31 na DBM nomxkeH OBITH 00OecriedeH KOHTPOIIb [IEIOCTHOCTH H
nmocroepHOCTh mucTprOyTBa CK3U u coBMecTHO moctaBisieMbix ¢ CK3U xommoHeHT
cpens! pyHkunonnpoBauus (CD).

e Ha OBM He H0/mKHBI yCTaHAaBIMBATHCS cpeacTBa pazpadotku I10 u otnagunkn. Ecim
CpeACTBa OTIAAKH NPWIOKEHUH HYKHBI AJIs1 TEXHOJIOTHUECKHUX ITOTPEOHOCTENH OpraHn3alyy,
TO UX MCIOJIb30BaHUE JIOJDKHO OBITh CAHKIIMOHUPOBAHO aJMHHHCTPATOPOM 0E30I1aCHOCTH.
HpI/l 3TOM HOJI’KHBI OBITh pcain30BaHbl MEPbI, UCKITIOYAIOIINE BO3MOKHOCTb UCIIOJIb30BaHUSA
9TUX CPENCTB i penaktupoBanust koja u mamsitu CK3U u npuiioskeHui, CIOIb3yOIMIHNX
CK3H, a Taxxe ans npocmorpa koaa u namsty CK3U u npunoxeHnnit, ICHOAb3YOLINX
CK3W, B npouecce oopadorkn CK3U 3ammmniaemoit nHGOpMaUK H/WIK TIPH 3arpy>KEHHOH
KJIFOUeBOH MH(pOPMALIHH.

e [IpexycMoTpeTh MEpHI, HCKIIOYAIOIINE BO3MOXKHOCTh HECAHKIIMOHUPOBAHHOTO
HEOOHapY>XKMBAEMOT0 N3MEHEHHS allapaTHOW YaCTH TEXHUYECKHUX CPEICTB, HA KOTOPBIX
ycranosnensl CK3U (Hampumep, myTeM oneyaThIBaHHSI CHCTEMHOTO OJIOKa U pa3beMOB
OBM).

¢ [locrne 3aBepiIeHus MPOLECCa YCTAHOBKH JOJDKHBI OBITh BBINIOJIHEHBI AEHCTBYS,
HEOOXOAMMBIE ISl OCYILECTBICHUS MIEPHOANIECKOTO KOHTPOIISI LIETOCTHOCTH
ycranosneHHoro I10 CK3U, a Taxke ero okpy>keHHusI B COOTBETCTBUH C JOKyMEHTaI1en
(cm. [1]).

e [IporpammHoe obecrieuenue, ycranasiniaemoe Ha OBM ¢ CK3U, He nomkHO comepxarh
BO3MOXKHOCTEH, ITO3BOJISIOIINX:

- Moau(UIMPOBATH COAEPKUMOE PON3BOJIBHBIX 001acTel TaMATH;

- MoauQuIPOBaTh COOCTBEHHBIH KO M KO APYTHX HOANIPOTPAMM;

- MoIu(UIMPOBATh NAMATh, BBIACICHHYIO U APYTHX HOANPOTPAMM;

- IepenaBaTh yIpaBJIeHHE B 00IaCTh COOCTBEHHBIX JAHHBIX M JAHHBIX IPYTUX
MIOJIPOrPaMM;

- HeCaHKIMOHHPOBAHHO MOJAU(HLIMPOBATh (aifibl, coleprkaliue HCTIOIHAEMbIE KOJIbI
IIPY UX XPaHEHHH Ha )KECTKOM JHCKE;

- MOBBIIIATE MPEOCTABIICHHBIC IPUBUJICTHUU

- moaudumposath Hactpoiiku OC;

- HCIIOJIb30BaTh HEOKYMEHTHPOBaHHbIE GUpMOii-pazpadoTurikom ¢ynkuun OC.

3.4. Tpebdosanus no 3amure oT HC/| npu 3xcnyaranuu CK3U

[pu opranuszamyu pador 1o 3amute nHpopMmanuu ot HCJ] HeoOX0MMO YIHTHIBATh
CIIEYIONIHE TPSOOBAHMS:

e HeoOxonumo pa3paboTaTh U IPUMEHNTH MOJIUTHKY Ha3HAUEHHSI M CMEHBI ITaposiei (At
Bxoza B OC, BIOS, npu mmmdpoBanuu Ha napoJe u T.J.), HCHOJIb30BaTh GUIBTPHI ApoJjeH B
COOTBETCTBHH CO CJIEIYIOIINMH PaBHIIaAMHU:

- JUIMHA IapoJis 10JDKHA OBITh HE MeHee 6 CUMBOJIOB IIPH MOILITHOCTH adaBuTa HE MEeHee
10;

- B YHCJIC CHMBOJIOB ITapOJIs 0053aTENBHO JOJDKHBI IPUCYTCTBOBATH OYKBBI B BEPXHEM H
HIDKHEM perucrpax, Hudpsl ¥ CrielnanbHble CUMBOJIEI (@, #, 8, &, *, % u T.11.);

- IIapoJb HE JOJDKEH BKJIIOYATH B CEOS JIETKO BBIYHCIIIEMbIE COYETAHUS CHMBOJIOB
(mmeHa, pammmu u T.1.), a Takxke oduienpuaATeie cokpamenus (USER, ADMIN u
T.1.);
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- IIpU CMEHE MapoJisi HOBOE 3HAYCHHE JOJDKHO OTIMYATHCS OT MPEIBIIYIIero He MEHEe
4eM B 4-X MO3HIIUIX;

- JHMYHBINA ApOJIb 0JIb30BATEh HE UMEET MPaBa coo0IaTh HUKOMY

- [EPUOAMYHOCTH CMEHBI APOJISL OMPEACISICTCS MPUHSITON MOJUTUKOM 0€301MaCHOCTH, HO
HE JI0JDKHA [IPEBBIMIATh 6 MECSIICB.

VkazanHas OJIMTHKA 00s3aTeIbHA JUTA BCEX YUCTHBIX 33HPIC€I>1, 3apeTUCTPUPOBAHHBIX B OC.

CpenctBamu BIOS nomkHa OBITH HCKITFOUEHA BO3MOXKHOCTH paboTel Ha 9BM ¢ CK3MU, ecnu

BO BpeMsl €€ Ha4aJIbHOU 3arpy3KU HE MPOXOAAT BCTPOCHHBIE TECTHI.

3anperniaercs:

- OCTaBJIAITH 0€3 KOHTPOJISI BEIUMCIUTENBHBIE CPE/ICTBA, Ha KOTOPHIX IKCILUTyaTHPYeTCs
CK3MH, nocie BBOJa KIF0UEBOM HHPOPMALUH MO0 MHOH KOH(HUICHINATLHOM
nHpOpMaINY;

- BHOCHUTPH KaKue-In00 M3MeHeHus B nmporpammuoe odbecneuenne CK3U;

- OCYIIECTBIIATH HECAHKIIMOHUPOBAHHOE aIMHHUCTPATOPOM OE30IIaCHOCTH KOITMPOBAHHE
KJIIOYEBBIX HOCUTEIICH;

- pasmiamarh COAEPKMMOE HOCHTeNeH KIF0oUeBOH HH(OPMALIK WK NIepelaBaTh CaMH
HOCHTEJIH JIMLAM, K HUM He JOIYIIEHHbBIM, BEIBOJUTH KIIOYEBYI0 HHPOPMAIHIO HA
JMCIUIEH, IPUHTED U T.II. HHBIE CPEACTBA 0TOOpakeHHs HH(opMauy;

- HCIIOJIb30BaTh KIIFOUYEBbIE HOCUTENU B PEXKUMAaX, HE MPEAYCMOTPEHHBIX
¢ynkuronupoBannem CK3U;

- 3aIMChIBaTh Ha KIIIOYEBbIE HOCUTEIH IOCTOPOHHIOI HHPOPMAIIUIO;

- paborars ¢ CK3U1 npu HencnpaBHOCTH cpencts 3amutsl ot HC/I.

AnMuHUCTpaTOp 6€30MacHOCTH JOJDKEH CKOH(GUTYPHPOBATh OIIEPALIOHHYIO CUCTEMY, B Cpelie
KOTOpOH miaHupyetcs ucrnonb3oBaTte CK3U, 1 ocyIiecTBIATs NEPHOANYECKUI KOHTPOJIb CAESTaHHbBIX
HAaCTPOEK B COOTBETCTBUU CO CIEAYIOUIUMHU TPEOOBAHUAMU:

He ncrionp30Bath HecTaHAApPTHBIE, M3MEHEHHBIE WITH OTNago9HbIe Bepcuu OC.

VIcKiIr09nTh BO3MOXKHOCTE 3arpy3KH U Hcnonb3oBanug OC, OTIIMYHOH OT MPpeayCMOTPEHHON
IITaTHOM paboTOM.

VcKir0unTh BO3MOKHOCTE YAAJICHHOTO YIPABICHUS, aAIMUHUCTPUPOBAHUS U MOANDUKAIIIH
OC u e€ HacTpoOeK.

Ha DBM noskHa ObITh YCTaHOBIJIEHA TOJIBKO OJIHA ONEPAl[MOHHAs CUCTEMA.

ITpu ucnons3oBannu CK3U B BUPTyaNnbHBIX cpeliaX CleI0BaTh MHCTPYKIMSIM, H3I0)KEHHBIM
B 1. 4 HACTOSILETO JOKYMEHTA.

ITpaBom ycranoBku u Hactpoiiku OC u CK3U nomkeH obnanatk TOJIBKO aIMUHACTPATOP
0e30acHOCTH.

Bce Hencnonp3yeMbie pecypehl CHCTEMBI HEOOXOMMO OTKITFOUUTH (IIPOTOKOIBI, CEPBUCHI H
T.IL).

Pexxumebr 6e3omacHocTH, peasinzoBanHbie B OC, MOMKHBI OBITH HACTPOCHBI HA
MaKCHUMAJIbHBIA YPOBEHb.

Bcewm nonp3oBaTensm u rpymiam, 3apeructpupoBaHbiM B OC, He00X0ANMO HAa3HAYNTh
MHUHHMAJIbHO BO3MOKHBIC JJIs1 HOPMAJIBHOM paboThI MpaBa.

Heobxoaumo mpeaycMoTpeTh Mephl, MAKCUMAJIBHO OTPAaHUYMBAIOIINE JJOCTYII K
CJIEAYIOIIMM PECypcaM CUCTEMBI (B COOTBETCTBYIOIIMX YCIOBHSIX BOZMOYKHO ITOJTHOE
yZlaJIeHHE pecypca WK ero HEUCIIONb3YeMOi 4acTH):

- CHCTEMHBIH peectp;

- (ailiBl ¥ KaTaJoTH;

- BpeMeHHbIe (ailibr,

- JKypHAaIIbl CHCTEMBI;

- (haiimsl MOAKAYKH;

- Kmupyemas uHGpopmMarus (apoyu u T.11.);

- OTIamoYHas UH(POPMAIHUS.

Kpowme Toro, He0OX0aMMO OpraHN30BaTh 3aTHpaHue (110 OKOHYaHNH ceanca padoTsl CK3)
BpeMeHHBIX (paiiioB 1 (paiiitoB moaKauku, POPMUPYEMBIX WIA MOIU(PHUINPYEMBIX B
nporecce padotsl CK3U. Eciu 5To He BBIIOIHAMO, TO HA KECTKUH TUCK JTOJKHBI
PacIpoCTpaHAThCs TpeOOBaHMS, IPEIBSIBIAEMbIE K KIIOYEBBIM HOCHTEIISAM.

JI0IKHO OBITH MCKITIOUEHO TI0NTaaHie B CHCTEMY IIPOIpaMM, ITO3BOJIIOIINX, TT0JIB3YSCh
omubOkamu OC, MOBHIIIATE PEIOCTABICHHBIEC IPUBUIICTHH.
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Heobxoanmo perynsipHO ycTaHaBIMBAaTh MakeThl 0OHOBiIeHHs Oe3omacHoctu OC (Service
Packs, Hot fix  T.11.), 0OOHOBIIITH aHTUBUPYCHEIE 0a3bl, a TAK)KE UCCIEIOBAT
WH(POPMALIMOHHBIE PECYPCHI TI0 BOIIPOCaM KOMIBIOTEPHOI 0€30ITaCHOCTH € ENBI0
CBOEBPEMEHHOW MUHMMU3AIIUH OTIACHBIX ITOCIIEACTBUI OT BO3MOKHOTO Bo3zeicTusa Ha OC.
B ciyqae mogximouenns 9BM c ycranosnerabiM CK3U k 00meo0cTyIHBIM ceTsIM
nepenadyu TaHHBIX, HEOOXOIUMO HCKIIIOYHTH BO3MOXKHOCTD OTKPBITHSI U UCTIOJTHEHHS
(haiiyioB 1 CKpUNTOBBIX 00BEKTOB (Hampumep, JavaScript, VBScript, ActiveX), mony4eHHbIX
13 OOLIEOCTYIHBIX CeTel Mepeaadn JaHHbIX, 0e3 MPOBEICHHUS COOTBETCTBYIOLINX
MIPOBEPOK Ha IPEIMET COIEPKAHUs B HUX ITPOTPAMMHBIX 3aKJIaJIOK U BUPYCOB,
3arpy’KaeMbIX U3 CEeTH.

IMpu ncnonp3oBanru CK3U Ha 3BM, MOAKITIOYEHHBIX K OOIIEIOCTYITHBIM CETSIM CBSI3H, C
LEJTBbI0 UCKITIOUEHHUS BO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO JIOCTYMA K CHCTEMHBIM
pecypcam HCIIONB3yEeMBIX OIEPAIlMOHHBIX CUCTEM, K IIPOTrPaMMHOMY O0ECIIE€YCHHUIO, B
okpykeHun kotoporo ¢pyukiuouupyoT CK3U, u k komnonentam CK3U co cTopoHb!
YKa3aHHBIX CETeil, JOJKHBI UCIIOIb30BaThCS JOMOJIHUTEIBHBIE METOBI U CPEJCTBA 3aLUTHI
(HanpuMep: ycTaHOBKa MEKCETEBBIX IKpaHoB, opranuzanus VPN u T.11.). [Ipu aTom
MPEANIOYTEHHE JT0JDKHO OTAABAThCSl CPECTBAM 3aIUTHI, UMEIOLIMM CepTU(HKAT
YIOJTHOMOYEHHOTO OpTaHa 10 CepTH()UKALINH.

Oprann30BaTh U UCTIONB30BaTh CUCTEMY ayANTa, OPTAHU30BATh PETYJIAPHBINA aHAIH3
pe3yIBTaTOB ayIUTa.

CK3MU momKHO HCIIOIB30BAThCS CO CPEACTBAMH aHTHBHPYCHOW 3aIlUTHL,
ceprudunpoBanusiMi @CB Poccuu. Kitacc aHTUBHPYCHBIX CPENICTB 3aIUThI ONPEeIIsIeTCs
ycnoBusamu dkcruryatanun CK3U B aBTOMaTH3UPOBAHHBIX CHCTEMAX.

JomxkHo O0bITh 3anperieHo ucnonb3oBanne CK3U s 3ammter peueBoii nadopMarmm 6e3
MIPOBEJICHUS COOTBETCTBYIOLIHMX JIOMOJIHUTENBHBIX NCCIIEJOBAHNH.

ITpu pa6ore CK3M n0omKHBI OBITH OTKITIOYEHBI CPEJCTBA BBHIXOA B PATHOKAHAI.
Heob6xonumo mpoBoauts nepesarpy3ky 9BM ¢ CK3U He peke 0qHOTO pa3a B HEJEIIO.

ITpu ucnonszoBanuu CK3H B cpene OC Windows 10/Server 2016 mist oTkiroueHnst GyHKIni
TEJIEMETPUH U3 CUCTEMBI JOJDKHBI OBITh yaneHs! ciyx0a auarnoctuku (DiagTrack) u coopmmkn
naHHbIX (AutoLogger-DiagTrack-Listener), ai1st 4ero He0OXOJMMO BBIIIOJIHUTD CIIEAYIOIIHE ACHCTBUS:

[TpoBeputs Hanuuue u craryc cepsuca DiagTrack (ITanens ynpasienus -> Cucrema u
0e3omnacHOCTb -> AMUHUCTpHUpOBaHKe -> CiryKObl); €ClM CEpBUC 3aIylIeH, OCTAHOBUTh
ero.

Y nanuthb 3anmuck peructpanuu cepsuca DiagTrack u3 peectpa (ynaaurth

nanky DiagTrack u3

pasnenaHKEY LOCAL MACHINE\System\CurrentControlSet\Services).

Y manuth MOATrOTOBIICHHBIE K OTIPABKE JAaHHBIC, XpaHALINECS B YeThIpeX (aiinax ¢
pacmmpenueM *.rbs B aupekropun %ProgramData%\Microsoft\Diagnosis (nmena ¢aiiaon
s production coopok OC — event00.rbs, event01.rbs, event10.rbs u eventl1.rbs;

i insider coopok OC mMeHa MOTYT OTJIMYAThCS, TO3TOMY HEOOXOANMO yIAIUTh BCE
(aiinel ¢ pacimmpenueM *.1bs).

[Tpu BO3HMKHOBEHUH NPOOIIEM ¢ yaaneHHeM Qaiina *.rbs He0OX0AUMO pa3perIuTh K HeMy
MOJTHBIN TOCTYI B CBOWCTBAX Ha BKJIAJKe «be30macHOCThY U 3aTeM YAAIUTh (aiii.
OcranoButh aBroMaTHyeckyro (AutoLogger) ETW ceccuto AutoLogger-DiagTrack-
Listener, kotopyro DiagTrack aktiuBupyeT B nporieccecBoeil OCTaHOBKH.

VY nanuth ¢aiin, B KoTOpbIi aBToMaTHdeckas (AutoLogger) ETW ceccust AutoLogger-
DiagTrack-

Listener coxpansiia coOpaHHBIE JaHHBIE(TIYTH K (Dailiry XpaHUTCS B PEeCTPOBOI 3amuch Auto
Logger-DiagTrack-

Listener B 3naueHnn FileName; B HacTosiIiee BpeMsi JaHHBIECOXpaHAOTCA B aitin Y%oProgra
mData%\Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLogger-DiagTrack-Listener.etl).
Y ianuTh 3aKCh PErUCTPALMU KOHQUTYPAUi aBTOMAaTHYECKOH

(AutoLogger) ETW ceccun AutoLogger-DiagTrack-Listener u3 peectpa (koHbUTyparus
ceccuu XpaHuTces moj 3anuchbio AutoLogger-DiagTrack-Listener B pa3uere
peectpaHKLM\SY STEM\CurrentControlSet\Contro\WMI\AutoLogger s koHburypanmii
aBTomaruueckux (AutoLogger) ETW ceccuit).



12
HIKHP.00046-01 90 03

e VKa3aHHbIE BhIIIE AEHCTBUS HEOOXOIMMO BBIOIHATH MIOCIIE KaXKAO0TO KyMYJISITHBHOTO
oonosnenns Windows 10/Server 2016, mockoibKy JaHHBIE 0OHOBIICHHS (HhaKTHICCKU
NPUBOIAT K MMOJHOU nepeycranoBke OC U yHaJleHHbIE CEPBUCH] BOCCTAHABIUBAIOTCS. .

Just Beex ucnonuennii CK3U «Kpunto-KOM 3.4» mist 111060T0 UCTIONB3yeMOoro MexaHu3Ma
ayTeHTH(UKAIMN JTOJDKHO OBITH OIPaHUYEHO KOJIWYECTBO MOJPS CIEAYIONIHMX MTOTBITOK
ayTeHTH(UKAIMN OJHOTO CyOBEKTa OCTYIIa, YUCIIO KOTOPBIX He MOXKeT ObITh Ooubiue 10. [Tpn
MPEBBIIICHUN YCTAaHOBIEHHOTO MIPEAEIBHOTO YUCIIa MOAPS CIEIYIONINX MOMBITOK ayTeHTH(HUKANT
OJTHOTO CYyOBEKTa JOCTYII 3TOT0 CYyOBEKTa IOJDKEH OJIOKHPOBATHCS Ha MPOMEXYTOK BPEMEHH,
ompenensieMblid yciaoBusaMu dkciuryatanui CK3 B KOHKpETHOH aBTOMAaTH3UPOBAHHON cHCTeMe, HO He
MeHee 9eM Ha 30 cexyHI.

Hcnonaenuns: CK3U «Kpunto-KOM 3.4y, uMeroriue cepTHQHUKAT COOTBETCTBHUS TPEOOBAHUAM
®CB Poccun k CK3U ximacca KC1, mpu yc1oBUH BBIIOTHEHHUS HACTOAIIMX PEKOMEH AN
00ecIeunBaoT 3aIUTy KOH(PUACHINAILHON HHPOPMAIIMU OT BHELTHETO HAPYyIIUTEIs,
CaMOCTOSITENILHO OCYILECTBIISIOIEIO CO3/IaHNEe METOIOB U CPEJICTB PEANIU3ALINH aTaK, a TAKKe
CaMOCTOSITENILHO PEATM3YIOLIErO aTaKy.

Hcnonnenust CK3U «Kpunro-KOM 3.4y, umeronye cepTudukar COOTBETCTBHS TPEOOBAaHHUAM
®CB Poccun k CK3U knacca KC2, npu ycaoBuM BBHIIOTHEHHS HACTOSIIMX PEKOMEHIANMN U
MCIIOJIb30BaHUH JIOTIOJIHUTENBHBIX cpecTB 3amuThl oT HC/l obecrieunBaroT 3amury
KOH()MACHINAIBFHON HHPOPMANH TAK)KE OT BHYTPEHHETO HApYIIUTEIsl, HE SBIISIOLIETOCS
MIOJTb30BATENIEM CPEACTB BHIYUCIMTEILHON TEXHUKH, Ha KOTOPHIX peanu3oBanbl CK3H,
CaMOCTOSATENLHO OCYIIECTBIIAIOIIETO CO3/1aHNE METOAOB M CPEJICTB PEATU3AINH aTaK, a TAKKe
CaMOCTOSATENLHO PEATTU3YIOIIETO aTaKH.

CK3U «Kpunto-KOM 3.4» obecnieunBaioT ypoBeHb 3anumeHHocTr kiaacca KC2 mpu
COBMECTHOM HCTIOJIL30BaHUU C JIIOOBIM MTPOrpaMMHO-amnmapaTHbeiM komiuiekcoM (ITAK) 3amuter ot
HCA, ceprudpunuposanabiv @CB Poccuu 1o TpeOOBaHUSM, BBIABUTACMBIM K 3JICKTPOHHBIM 3aMKaM.

Ipu orcyrctBun peanuzanuu [TAK 3amuter ot HCJI nst tpebyemoii matdopmsr CK3U
«Kpunro-KOM 3.4y obecneunBaeT ypoBeHb 3amuineHHocTH kiacca KC2 ToIbKO NpH BHITOIHEHUN
cnenyromux Tpedboanuii mo 3amute ot HC/:

MIPOIIECCOPHBIN OJIOK, YCTPOICTBA 3arpy3Ku U pazbeMbl DBM MOKHBI OBITH OIICUaTaHBL,
KoH(uAeHIMaIbHas UHQOPMALUsI He JOJDKHA XPAHUTHCS B OTKPBITOM BUJIE;

Ha OBM He J10SKHBI HCTIOJIB30BATHCS CPEACTBA Pa3pabOTKH U OTJIA/IKH;

CK3MU nomKHO UCIIOIB30BaThCSA CO CPEACTBAMH 3alIUTHI OT KOMIBIOTEPHBIX BUPYCOB U
KOMITBIOTEPHBIX aTtak, cepruunnpoBanHsiMu @CB Poccun; kitacc cpencTs 3aiuThl OT
KOMITBIOTEPHBIX BUPYCOB M KOMIIBIOTEPHBIX aTaK OIPEAEIIeTCS yCIOBUIMH SKCILTyaTallNH
CK3HU B aBTOMAaTU3UPOBAaHHBIX CUCTEMAX.

3.5. Obecnevyenue 0e30macHOCTH GyHKIMOHUPOBAHHUS Pad0YMX MeCT €O
BcTpoenHbiM CK3U

B nanHoMm paszene npeacTaBieHbl OCHOBHBIE PEKOMEHIALMH 110 OPraHU3allMOHHO-TEXHUYECKUM
MepaM 3alluThl JIsi oOecriedeHust 0e301acHOCTH (YHKIIMOHUPOBAHUS Pa00UYHX MECT CO BCTPOSHHBIM
CK31.

e llcnonb3oBanue MWH(POBATBHBIX CPEACTB AT KPUNTOrpadHIECKON 3aIUTHl HHPOPMALH
MOJIEIKUT JIMLEH3UPOBAHUIO B COOTBETCTBUHM C JEHCTBYIOIIUM 3aKOHOIATENbCTBOM PD.

e Paboune mecrta, Ha KoTOphie ycTaHOBIeHBI CK3U, M0OIKHBI OBITH aTTECTOBAHBI KOMUCCHEH.
Pe3ynbraThl paboThl KOMHCCHH OTPaXKAaIOTCS B « AKTE€ TOTOBHOCTH K paboTe» (cM. ).

e JI0JOKHOCTHBIE MHCTPYKLMH aJIMUHHACTpaTopa 0€301acHOCTH (€ro 3aMeCTUTENs) 1
OTBETCTBEHHOTO MCIIOJIHUTENS JOJDKHBI YUUTHIBATh TPEOOBAHMSI HACTOSIIINX PEKOMEH AN,

e [lpu kaxoM BKIIOYEHUH padboueii ctanimu ¢ ycranosineHHsIM CK3U HeoOxoamumo
MIPOBEPSITH COXPAHHOCTH M€YaTel CHCTEMHOTO 0JIOKa U pa3beMOB pabodel CTaHIIUH.

e CaHKIMOHUPOBAHHOE CHATHE U YCTAHOBKA IPUCHOCOOICHUH IS OIIEYaTKH CHCTEMHOTO
O1roka u pa3bpeMoB paboueil ctannuu ¢ ycraHoBIeHHBIM CK3U momxHO pUKCHPOBATHCS B
COOTBETCTBYIOIIEM JKypHAJIE.

e DOBM nomxHa 061a1aTh CPEICTBAMH CaMOTECTUPOBAHUS NIPH BKIIOYCHUH MUTAHMS, a TAKKE
CpeACTBaMU KOHTPOJIS YPOBHSI MUTAIOIINX HAMPSKEHUH U IPEPbIBAHMUS PaOOTHI
KOMIIbIOTEpA IIPU CHIDKEHUH HaNpsHKEHUH HUKe JOMyCTUMBIX npezenos. [pu
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skcruryarauuu OBM c ycranonennbiM CK3U nonyckaercs 0AHO IPOMEXYTOUHOE
BEIKITFOUCHHE IUTAHUS B TEUCHUE CYTOK IPHU KPYTIOCYTOUHOM PEKUME PaOOTHI.

[Tpu HEOOXOMMMOCTH yIaeHus (aitoB, KOTOPBIE UCTIONIB30BANUCH pH padore CK3U,
peanu3oBaTh GU3NIECKOE 3aTHPAHUE CONCPKUMOTO YIOAISEMbIX (HafIOB ¢ TOMOIIBIO
yTrIuTH Wipe u3 coctaa CK3U [2].

B cirydae o6HApyXEeHUS «ITOCTOPOHHUXY» (HE3apErHCTPUPOBAHHBIX ) IIPOTPaMM, HAPYIICHHS
LEJIOCTHOCTH ITPOTPaMMHOT0 oOecrieueHust IM00 BhIsiBIeHHS (aKTa HOBPEXKICHUS redaTen
Ha CUCTEMHBIX OJIokax pabora Ha APM nomkHa ObITh npekparieHa. [1o nanHomy daxry
JIOJDKHO OBITh IPOBEJCHO CITy)KeOHOE pacciieIoBaHle KOMUCCHEH B COCTaBe
npeacTaBuTeNel ciry0 MH(POPMAIOHHONW 0€3011aCHOCTH OpraHU3allUy - BJIa IelIblia CETH U
OpraHMU3aly - A00OHEHTAa CETH, TJe IPOU3O0IILIO HapyIIeHHe, U OPraHn30BaHbl pabOTHI IO
aHAJIM3Y W JIMKBUJIAIIMY HETaTUBHBIX MOCIIEACTBUN JAaHHOTO HapYIICHHS.

[Tonmp30BaTenb JOKEH 3aIIyCKATh TOJIBKO TE MPIIOKEHHS, KOTOPHIEe Pa3pemIeHbI
aJIMAHUCTPATOPOM O€30TIaCHOCTH.

Kpunrorpaduueckne npminoxenus, co3ganasie Ha 6aze CK3U «Kpunto-KOM 3.4y,
JIOJDKHBI OBITH BBITIOJTHEHBI B COOTBETCTBHH ¢ « THCTpYKIKEi 10 BCTpanBaHUIO» AJIS
COOTBETCTBYIOIIETO BapuanTa ucronHerns CK3U.

He nomyckaercs:

Hcnonp3oBath pexum npocroii 3amensl 'OCT 28147-89 st mmdposanus nHGopMaIu,
KpOME KIJIFOUEBOH.

INonxnrouats k OBM nonosHUTENBHBIE YCTPONUCTBA U COEAUHUTENH, HE NIPEyCMOTPEHHBIE
HITaTHON KOMILIEKTALUEH.

Oo6pabarsiBath Ha DBM, ocnamennoit CK3U, nndopmanuto, comepskairyro CBeIeHUs,
COCTAaBJISIFOLIME TOCYJapCTBEHHYTO TalHY.

Hcnonp3oBats ObBIINE B paboTe KITFOUEBBIC HOCUTENH TS 3aIlCH HOBOH nH(popManmu 6e3
MpeIBapUTEIFHOTO YHUUTOKEHISI HAa HUX KitoueBoit mHpopMmarin cpencrBamu CK3U.
OcynIecTBIATh HECAaHKLMOHUPOBAHHOE BCKPHITHE CUCTEMHBIX 0J10k0B DBM.

[IpuHOCHTE M MCTIOB30BAThH B TIOMEUICHUH, T/ie ycTaHoBIeHH! cpeactsa CK3U,
panuotesnedoHbl ¥ IPYTYI0 paadonepeIarolyro anmnapaTypy (TpeboBaHne HOCHUT
pEeKOMEeHIaTeIbHBIA XapaKTep).
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4. UCITIOJTB3OBAHUE CK3H1 B BUPTYAJIBHBIX CPEJJAX

4.1. Opranusauus padot no 3amurte ot HC/{

ITpu ucnonszoBanne CK3U B BUPTyallbHBIX cpefax HEOOXOAMMO HaJMYHe KaKk MUHHMYM JIByX
(YHKIIMOHAJIBHBIX POJIeH BUPTyaIbHONW HHPPACTPYKTYPBI:

® AJMUHHUCTPATOP BUPTYaIbHBIX MAILIMH, OCYILECTBIIAIOUININ YyIPaBI€HHE KOMIIOHEHTaMHU
BUPTYaJIbHOU HH(DPACTPYKTYPhI: BUPTYaJIbHBIMH MAIIMHAMHK, CEPBEPHBIMUA KOMIIOHCHTAMH,
CUCTEMOM XpaHEHUSs JaHHBIX;

® aJMHHHUCTPATOpP OC30MACHOCTH, OCYIICCTBISIOMNIN aIMIHUCTPUPOBAHIE BUPTYaIbHBIX
MAaIlIFH.

[Mpumeuanue. BupryansHas nHGpacTpykTypa (MHPpacTpyKTypa BUPTyaIH3aliH, BUPTYaIbHASL
cpena) - B 3aBUCHMOCTH OT KOHTEKCTa, JIN00 MHOXKECTBO ITPOrPaMMHO-aNINapaTHBIX CPEJICTB,
o0ecrieunBaOIIMX Pa3BEPTHIBAHIE BUPTYAJIBHBIX MaIIWH, JINOO CAMH 3TH BUPTYyaJbHbIE MAIIMHbBI U
CHCTEMA HX CBSI3eH MEXIy COOOH.

4.2. YcraHoBKa NPOrpaMMHOIO o0ecrne4eHus

[I3BM, Ha KOTOPBIX HCTIONB3YIOTCA cpencTBa Buzyanusamuu 1 CK3W, nomxHbI OBITH
JIOMYIIEHbI Tl 00paboTKK KOH(pHACHIIMaTbHOU HH(GOPMAIMHU TI0 ieiicTBYoUM B Poccuiickoi
®denepanun TpeOOBaHUIM O 3amIUTe HHPOPMAIMK OT YTEUKHU 110 TEXHUYECKUM KaHallaM, B TOM YHUCIIe,
1o kanaiy csizu (Harnpumep, CTP-K), ¢ yuetom Monenu yrpo3 B ”HpOpMalMOHHON cuctemMe
3aKa34rKa, KOTOPhIM AOJDKHO potuBocTosiTh CK3U.

Nucramrsaust CK3U Ha pabounx MecTax JOJDKHA POU3BOJUTHCS TOJIBKO C AUCTPHOYTHBA,
MOJyYEHHOT0 [0 JOBEPEHHOMY KaHaIy.

K ycraHoBKe 00IIIECHCTEMHOTO U CIIEUATFHOTO IPOrpaMMHOro obecriedeHus, a Takxke CK3U,
JIOITY CKAIOTCS JIIIA, TPOIICANINE COOTBETCTBYIOIIYIO IIOATOTOBKY M M3YYHBIINE JOKYMEHTAIHIO Ha
cootBerctByromee [10 u CK3U.

TpeboBanus k ycraHoBke nporpammaoro obecneuenust © CK3U B rocteBoit 1 X0cTOBOI
OIEPAIMOHHBIX CHCTEMaX:

® Ha TEXHWYECKUX CPEJICTBAX, MPEIHA3HAUYEHHBIX JUIs pabOThI CO CPEICTBAMH BUPTYaJIU3auT
U B CO3JJAaHHOW 3TUMU CPEJICTBAMH BUPTYAIILHOM Cpe/ie ClielyeT UCIOJIb30BATh TOIBKO
JUIIEH3NOHHOE IIPOrpaMMHOE oOecriedueHre GUPM — POU3BOTUTEIICH.

® [IpU YCTAHOBKE ITPOrPAMMHOTO 00ECIECUCHUS BUPTYaIU3al[lK, TOCTEBOM ONepalinOHHON
cuctembl 1 CK3U HeoOX01uMO MTPOBECTH KOHTPOJIb IETOCTHOCTH M IOCTOBEPHOCTH
COOTBETCTBYIONLIETO TUCTPUOYTHBA.

Ha I[I5BM u B BUpTyansHOH cpefie He JOJDKHBI yCTaHABIMBATHCS cpezcTBa paspadorku [10 u
oTmaguuky. Ecium cpencTsa oTinanky NpuiiokeHUH Hy>KHBI JUI TEXHOJIOTHIECKUX TOTpeOHOCTEH
OPTaHM3AINH, TO UX HCIIOIb30BaHNE JIOJDKHO OBITh CAHKIIMOHUPOBAHO aIMHHHCTPATOPOM
6e3omacHocTu. [Ipn 3TOM TOIKHBI OBITH PEATN30BaHBI MEPHI, NCKITFOYAIOIIIE BO3MOKHOCTh
UCTIONIB30BaHMA 3TUX CPEJIICTB Al pefakTuposanust kozxa u namsatu CK3UM u npunosxennii,
ucnone3ytonmx CK3U, a taxxe mia npocmotpa kofa u namsitu CK3U u npunnoskeHui,
ucnons3ytomnx CK3U, B npouecce o6padorku CK3U 3amumiaemoit nHpopmanuy u/uimm npu
3arpy»KeHHOH KIII04eBOW HH(OPMAIHH.

[ocne 3aBepiieHusI MPOIEcca YCTAaHOBKH JOJKHBI ObITh BBITOJHEHBI ICHCTBUS, HEOOXOIMMBIC
JUTSl OCYILECTBIICHUS IEPUOIUUECKOr0 KOHTPOJIs LenocTHocT yeraHnoBieHHoro [10 CK3U, a raxxke
€ro OKPYXEHHsI B COOTBETCTBUHU C JOKYMEHTAIUEH.

[Tocune 3aBepieHns Mpolecca Co3JaHus BUPTYalbHON MaIIMHbI, BBITOJHEHHS TPEOyeMBbIX
HACTPOEK U 3aJaHus TpeOyeMbIX napameTpoB BM, 10mKHBI OBITE BBIOIHEHBI ACHCTBHS,
HEOOXOANMBIE IUISl OCYIIECTBICHHUS IEPHOANIECKOTO KOHTPOJISI IETIOCTHOCTH HACTPOEK U ITapaMeTpoB
BM.

Just BupTyasnbHbeix Mamua VM Ware WorkStation, VMWare Player, VMWare vSphere ESXi
KOH(UTYypalMOHHbIH (aill HAXOUTCS B TOH XKe JUPEKTOPHHU, YTO U 00pa3 BUPTYaIbHOU MAIIMHBbI,
uMeeT paciimperne .vmx. HazBaHnue koHpHUrypaioHHOTro (aiiia coBnagaer ¢ UMEHeM BUPTYaJIbHOI
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MAaIlIMHBL. AHAJTOTHYHO KOH(DUTYpalMOHHBIC (hailiibl BUPTYanbHBIX MammuH Virtual Box nexar B
TUPEKTOPUH ¢ 00pa30M BHPTYAIFHON MAIIUHEI, UMEIOT paclIupeHne .vbox U Ha3BaHHE, COBIAIAI0IIee
C IMEHEM BHPTYAJIbHOW MaIIuHbI. [1amkoif 1Mo yMOIYaHUIo ISl XpaHEH!Us HACTPOEK BUPTYAITbHBIX
MmammH Hyper-V sBisiercs mamka \ProgramData\Microsoft\Windows\Hyper-V, uMst coBmagaer ¢
uMeHeM BUpTyalibHO# Maiuabl. RHEV 1o ymonuaHuio XpaHuT KoOH(GUrypauuoHHble (aiisbl B
nupekropuu /etc/libvirt/, uMs coBraaeT ¢ IMEHEM BUPTYalIbHOU MaIIHbI.

ITocne 3aBepuienus npornecca yctaHoBky rocteBoit OC HOMKHBI OBITH BBINOIHEHBI ACHCTBUS,
HEeo0XO0JUMBbIE I OCYIECTBIECHHS IePUOANYECKOTO KOHTPOJIS LIEIOCTHOCTH yCTaHOBJICHHOTO
cucremHoro 10 B cooTBercTBUM ¢ IprBeAEHHBIM B fokyMeHTaunu CK3U cnickom ¢aiinos,
HOJUIeKALUX KOHTPOIIO LEJIOCTHOCTH.

[TpexycMoTpeTh MephI, HCKITIOYAIONIHE BOBMOXXHOCTh HECAHKIIHOHUPOBAHHOTO
HEoOHapy>XMBaeMOT0 N3MEHEHHS allllapaTHOW YacTH TEXHUYECKHUX CPEACTB, HAa KOTOPBIX YCTAaHOBIICHBI
CK3U u KOMIIOHEHTHI BUPTYyallbHOU HHPPACTPYKTYPHI (HAIIpHMep, yTEM OTleYaThIBAHUS CUCTEMHOTO
6moka u pazeemoB [IDBM).

4.3. Hacrpoiika runepBu3opa

Hacrpoiikamu rurnepBu3opa J0JHKHO OBITh 00ECIIEYEHO BBIIIOJIHEHHE CIIEIYIONINX TPeOOBaHMIA:

e JUIA KaXI0W BUPTyaJbHON MAIIMHBI JOJDKHA OBITH BRIJENIEHA OTIENbHAS 00J1acTh
OIEPAaTUBHOM NMaMATH XOCTOBOW MalIMHBI.

e HeoOXxoanMo 00eCTIeYUTh HEBO3MOKHOCTh HH(POPMAITMOHHOTO 0OMEHa MEXKIY
BUPTYAJIbHBIMU MallIMHaAMU C UCITIOJIb30BAHUEM O61HI/IX pecypcoB XOCTOBOM MAaIlIMHBI.

® HE00X0AUMO 00ECIIeYUTh HEBO3ZMOXKHOCTh HH(OPMAIIMOHHOTO OOMEHa MEX Ly
BUPTYJIBHBIMHA MalIMHAMH, TIPOIPAMMHBIMH TIPOLIECCAMU M OTIEPALIMOHHON CHCTEMOMN
XOCTOBOM MAIlIMHbI, HA KOTOPOM (PyHKIIMOHUPYET BUPTyaibHas HHpacTpyKTypa,
UCIIOJIb30BaHMEM OOLIMX PECYPCOB XOCTOBOI MAIlIMHEI.

e HeoOXoanMo 00eCTIeYUTh HEBO3MOKHOCTD HHPOPMAITHOHHOTO 0OMEHa MEXKIY
MPOTPaMMHBIMHU TPOIIECCAMH, UCTIOB3YEMBIMHE JUIS JOCTYIIA MTOJTB30BaTeIeH K
BHUPTYaJIBHBIM MaIIHAM, H HHBIMH IIPOTPAMMHBIMH TIPOIIECCAMH C MCIIONIE30BAaHHEM
00ImHX, pa3aensieMbIX pECypCoB.

4.4. 3amura or HC/I npn 3xcruryaranun CK3U

ITpu sxcrmyaramm CK3U 3anpermeHo:

® OCTaBIATH 0€3 KOHTPOJISI BEIMUCINTEIBHBIE CPENICTBA, HA KOTOPBIX IKCIUTYaTHPYETCs
BHpTyaJIbHas MallinHA ¢ ycTaHOBNeHHBIM Ha Helt CK3U, u ximeHTckue MecTa (TepMHUHAIIB)
mocJie BBOAA KITFOUEBOM WH(POPMALIUK TNO0 HHOW KOH(PHUISHIINATHHON HH(POpMAIINH;

e OCTaBIATH 03 KOHTPOJIS KIIMEHTCKHE MecTa (TePMHHAJIBI) I0JIb30BaTeNeld BUPTYaJIbHBIX
pabounx cTo0B C ycTaHoBneHHbIME Ha HUX CK3U;

® BHOCHTH Kakue-Tubo W3MEHEHHs B IporpaMMHoe obecriedenne BupTyammnzannu u CK3U.

[Mpu sxcmyaramu CK3U HeoOxoammo:

e OpraHM3oBaTh 3aTUpaHue (10 OKoHYaHuM ceanca padotel CK3) BpeMeHHbIX (aiiioB 1
(haiinoB noakavku, GopMUpyeMbIX MK MoauduIKpyeMbIx B ipouecce padorel CK3U. Ecnu
3TO HEBBINOIHUMO, TO TocTeBass OC NOoMKHA UCIOIB30BaTHCS B OJJHOIIOJIB30BATEILCKOM
PEeKHMeE M Ha )KECTKUH TMCK XOCTOBOM MAILIMHBI, a TAK)Ke Ha 00pa3 J1cKa BUPTYyaJIbHOM
MaIIMHBI JOJIKHBI PACIIPOCTPAHATHCS TPEOOBAHMS, IPEIBSBISIEMbIE K KIIOUEBBIM
HOCHTEIISIM;

® peryJspHO YCTaHABIHBATh MakeThl 00HOBIEHHA Oe3omacHocTr OC XOCTOBOW MAITMHEI U
rocreBoir OC BupTyanpHO# MammHs (Service Packs, Hot fix u T.11.), 00HOBIATE
AQHTUBHUPYCHBIE 0a3bl B COOTBETCTBHH C HOPMAaTHBHBIMHU JOKYMEHTAaMH SKCILTyaTHPYOIEH
opraHuzaiy. Pekomenayercs ncciaenoBaTh HHGOPMALMOHHbIE PECYPCHI IO BOIIPOCaM
KOMITBIOTEPHOH 0€30I1aCHOCTH C 11€J1bI0 CBOEBPEMEHHON MUHUMH3ALIUH OITaCHBIX
MOCJIEICTBUM OT BO3MOXKHOTr0 Bo3aeiicTeusa Ha OC;

® HMCK/IKYHUTH BO3MOXXHOCTH IIOIIaJaHus B OC xocToBoit MalIWHbI, a TAKKE B TOCTCBYIO
CHCTEMY BHPTYaJIbHOW MaIIMHBI IPOTPaMM, O3BOJISIOIINX, MOJB3YsCh ommbokamu OC,
MOBBIIIATH NPEJOCTABICHHbBIE IPUBHIIETHH;
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® JCKIIIOYNTH OJHOBpEeMeHHYI0 paboty B rocreBoit OC ¢ paboratommm CK3U u 3arpysxeHHON
KITI09eBO nH(popManmeil HeCKOJIBKHX TI0JIb30BaTeNeid. BupryanpHas mMammHa,
dyaxmmonupyromas mox OC Windows, Ha koTopoit ycranosieHo CK3U, nomkaa
HCTIONIb30BAThCS TOJIBKO B OJHOTIONB30BATEIBCKOM PeXHME. B ciiydyae HEBO3MOKHOCTH
BBINIOJTHEHHSI PEKOMEH/IAIIMN B OPTaHU3ALUH JOJIKHBI OBITH IIPEyCMOTPEHBI
JIOTIOJTHUTEIIbHBIE OPraHU3alMOHHBIE MEPBI TI0 00ECTIEYEHHIO COXPAHHOCTH KITIOUEBOH
nH(opManum, XpaHsieiics Ha JaHHOW BUPTYaJIbHOIM MalllMHE.

4.5. Cucrema ynpasJjieHUs BUPTYaJbHOM cpeaoi

Cucrema ynpasJieHUs! BUPTYaIbHON CPEOH — 3TO YacTh BUPTYaJIbHOW HHPACTPYKTYPBI,
KOTOpAasi C IIOMOILBIO ANNapaTHO-IPOrPaMMHBIX CPEACTB U CPELICTB CETEBOIO B3aUMOIEHCTBUSA
obecre4yuBaer:

e ymnpaBJeHHE IHIepBH30poM ((popMupOBaHHE HACTPOCK U 3aJaHHE TapaMETPOB);
® HACTPOWKY BUPTYalbHBIX MAIIWH, BUPTYaJIbHBIX CETEH, HCIOIb3YEMBIX XPAHUIINI JaHHBIX;
® IICHTPAIM3ALHMIO BUPTYaJbHBIX pecypcoB (obecrieueHre paboThl BCEX BUPTYaIbHBIX MallKH,
BUPTYAJIBHBIX CETEBBIX XPAHUIIHIL] JAHHBIX U BUPTYaJbHOTO CETEBOr0 000PYAOBaHUS
MH(OPMALIMOHHOI CUCTEMBI, IOCTPOSHHOMW C UCIIOJIb30BaHUEM TEXHOJIOTUH BUPTYaIN3allty,
KaK eIMHOM BUPTYAJILHOH pacnpenesl€éHHON BEIYUCINTEIBHON CETH);
e yIIpaBJIeHHE IepeMelleHneM (MUTpanreii) BUPTyalbHBIX MAIIMH C OJHOTO KOMIIBIOTEpa Ha
APYTOH.
Cetb ynpaBiieHUs] BUPTYAIbHOM Cpeioi JOKHA OBITh BbIJIETICHA B OTACIbHBINA CETEBOM
cerMeHT. J{7s 3aIuThl JaHHOTO CErMEHTA JIOJDKHBI HCTI0Ib30BaThCs CPENICTBA MEXKCETEBOIO
SKpPaHUPOBAHUS U NPEIOTBPALLCHUS BTOPKEHUH.

CeTb ynpaBieHUst BUPTYalbHOH HHPPACTPYKTYPOil HE JOJDKHA ITOJKITIOYATHCS K
00ILETIOCTYITHBIM CETsIM (CETSIM, AOCTYI K KOTOPHIM HE OTPaHWYEH ONpENeNIEHHBIM KPYToM JIHII).

4.6. TpeOGoBaHusi K MUTPAUH 00Pa30B BUPTYAJbHBIX MALIIUH

Ipu nepenaue (Murpanuu) oopazos BM uepe3 mpoctpanctso BHe K3 HeoOxomumo
HCIIOJIB30BaTh KaHAJIbI, 3AIUINEHHBIC CPEICTBAMHU IIM(POBAHUS, UMCIOIIUME CEPTUDUKAT
YIOJIHOMOYEHHOTO oprana. [Ipu 3ToOM JIsl COTJIacOBaHUs CEaHCOBBIX KIIFOUCH MIU(pPOBAHUS
HE00XOUMO UCIIONIB30BaTh KPUITOTPAPHUICSCKIE MTPOTOKOIIBI, 00SCIICUNBAOIIUE 3aIIUTY CEAHCOBBIX
KITFOYeH ¥ ayTEHTU(PHUKAINIO B3aUMOJICHCTBYIOIIUX CTOPOH.

4.7. TpeGoBaHus K CO3JaHNI) MTHOBEHHBIX CHUMKOB COCTOSIHHSI
BHPTYAJIbHOMH MAIIMHBI

Ha MrHOBEHHBIN CHUMOK COCTOSIHHS BUPTYaJIbHON MaIIMHEI (snapshot), caeTaHHbINA ocie
BBOJIa KITFOUEBOM MH(POPMAIIHMH, OJDKHBI PACHIPOCTPAHSATHCS TPEOOBaHHSI IO OOPAIICHHUIO C
KITFOUEBBIMH HOCUTEIISIMU (CM. [6]).

4.8. 3amurTa 0OT ceTeBbIX ATAK HA TMIIEPBU30P

,HJ'IH 3alIUTBI OT CCTEBBIX aTaK HAa I'MIICPBU30P HCO6XOI[I/IMOZ

® HCIOJB30BATH MEKCETEBBIE YKPAHBI U CUCTEMBI IIPEAOTBPAILECHUS BTOPKEHUAN IS
OJIOKMPOBAHUS CETEBBIX aTaK M (PHIBTPALUK CETEBOTO TpadHKa;

e ycraHaBiuBarh oOHOBIeHHUs [10 runepsuzopa;

® IIPOBOAUTH KOHTPOJb HesocTHOCTH I1O 1 HacTpoek runepsus3opa;

® [IPOU3BOAMTH PETUCTPALUIO IEHCTBUN aJIMUHUCTPATOPOB BUPTYAIbHOM CPEBL.

4.9. 3amura oT ceTeBbIX aTak Me:xka1y BM

JlomkeH OBITh 3arperieH HHPOPMAILIMOHHONH 0OMEH MEX1y BUPTYalbHBIMH MalllHHAMH
HCIIONIb30BaHUEM OOIIMX PECYPCOB XOCTOBOI MAIlIMHEI, B TOM Yuciie 00muX obsacTei onepaTuBHON
MaMsTH XOCTOBOI MaIlMHBI.

[TpumMeuanue - A1 ONEPATUBHOM NaMATH BHIIIOJIHEHUE JAaHHOTO TPEOOBAaHUS aBTOMATHYECKH
obecnieunBaetcs cpeacrtsamu Hyper-V u VMWare. Heo6xommmo Takke 06ecriednTh HEBO3MOKHOCTD
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MOJKJIIOYEHHS 10 CETH BUPTYAJIbHBIX MAIIMH K CBOEH XOCT-MalInHe (HacTpolkamMu OpaHaMayspa
W/ CETEBBIMH MOJIUTHKAMUH) M HEBO3MOXXHOCTb YTEHHS IUCKOB XOCT-MAIINHBI B BUPTYAJIBHBIX
MalrHax (HaCTpOHKaMu BUPTYaIbHBIX MAIIH, KACAIOIINXCS JOCTYIA K JIOKAITBHBIM PECypcaM).

4.10. KonTpousb nesoctaoctu IO BuUpTyaabHoil cpeabl

HCO6XOHI/IMO BBIMOJHATHL KOHTPOJIb HEJIOCTHOCTHU CJICAYIOINX KOMIIOHCHTOB BHpTyaﬂbHOﬁ
cpenpl:
I1O runepBu3opa (Ha XOCTOBOH MaIlInHe);
HACTPOEK T'MIIEPBU30PA;
10O rocreBoii onepailnOHHON CUCTEMBI;
00pa30B BUPTYyaJIbHBIX MAIIIMH, B TOM YHCIIE, 3TAJIOHHBIX 00pa3oB BM, ucnone3yrommmxcs
IpH pa3BEPTHIBAHUM HOBBIX BM.

Kontpons nenoctaoctn CK3U, ycTaHOBICHHOTO HA BUPTYAIBHOW MaIlIiHE, HEOOX0IUMO
MPOBOJIUTH aHAJOTUYHO KOHTpoJI0 HenoctHoctd CK3U, ycTaHoBiIeHHOro Ha (usndeckoi miardopme.

4.11. TpeGoBaHusi K 3TAJOHHBIMH 3arpy304HbIM 00pazam BM

ITpu co3pannm 3TaNOHHBIX 00Pa30B BUPTYaIbHBIX MAIINH MPEABAPUTEIHHO JOJKHA OBITh
BBITIOJTHEHA MIPOBEPKa:

® COOTBETCTBHS IIapaMeTpoB U HacTpoek BM ycraHOBIIEHHBIM TpeOOBaHHUSIM 0€3011aCHOCTH;

e nenocrHoctu cucreMuoro I10 rocresoit OC u I1O CK3HU B cooTBeTCTBUU C
SKCIITyaTaioHHoi nokymeHTanuei Ha CK3U. [Tocne coznanus sTanoHHOro 0Opasa
(x10H2) BM nmomxkHa OBITH BHIITOJIHEHA KOHTPOJIbHASL ycTaHOBKa BM ¢ manHOoTO 00pasa u
KOHTPOJIBHAA MpoBepka enoctHocTd cucteMHoro [10 rocresoit OC u [1O CK3U;

JIyist Ka)10ro 3TaJOHHOTO 00pa3a BUPTYaJIbHBIX MAIUH JOJKHBI BBIMOJIHSATHCS
periaMeHTHPOBAaHHBIC TIPOIICTYPHI OOHOBJICHHUS HACTPOCK, BKIIFOUEHHBIX B 00pa3 MpOrpaMMHbBIX
komnoneHT CK3MU.

JI0IDKHO BBINOJHATHCSI CBOEBPEMEHHOE OOHOBJIEHHE HAacTpoeK BM, BKIIIOUEHHBIX B 3TaIOHHBIA
o0pas3.

JlomkHa BBITIOTHSTHCS CBOEBPEMEHHAs yCTaHOBKa 0O0HOBIIeHMH Oe3omacHocTr OC (TocTeBOH U
XOCTOBOH).

3arpy3049Hble 00pa3bl JOKHBI CO31aBATHCS TOJBKO JUIS BUPTYaIbHBIX MAIINH, CO3IaHHBIX C
WCTIOJIb30BaHUEM ITAJIOHHBIX 00pa30B. IIpu 3ToM JOIKHO OBITh HCKIFOYEHO BHECEHHE B STAJIOHHBIH
00pa3 U3MEHEeHHl, BBIIOJIHEHHBIX MTPH CO3[aHUH 3arPy304YHBIX 00Pa30B.

KonupoBanue 00pa3oB BUPTyaJIbHBIX MAIIKMH C BBEICHHOW KII0YeBOH HH(opMaLmen u/mim
uHNnManu3uposanHeiM I1JICY 3ampemieHo.

4.12. TpeGoBanus k ayTeHTH(pUKanuu noJjn3osareseir CK3U

Just ayrentudukanun nosip3osareneit CK3U qonycTnmMo uenonbp30Barth mapoliy,
YIOBJIETBOPSIOLINE CIIEIYIOIIIM YCIOBHAM:

e JIIMHA NApoJIsl JOJDKHA OBITh HE MEHee 6 CMBOJIOB;

® B YHKCIIC CUMBOJIOB [APOJIS 00SI3aTENILHO TOJKHBI IPUCYTCTBOBATH OYKBBI B BEPXHEM U
HIDKHEM perucTpax, QH(psl 1 crienuaibHble CUMBOJEL (@, #, $, &, *, % U T.1L.);

® [1apoJib HE J0JDKEH BKIFOYATh B Ce0sl JIETKO BHIYUCIISIEMbIC COUYETAHUSI CHMBOJIOB (MMEHA,
(dbamunmm U T. 1.), a Takxe oomenpunsTeie cokpanmenns (USER, ADMIN u T. 11.);

® IIpU CMEHE MapoJisi HOBOE 3HAUYEHHE JIOJDKHO OTJIMYATHCS OT MPEABIIYIIEro He MEHEe YeM B
4-X TTO3UIUSAX;

e JIMYHBIN NApPOJIb MTOJIH30BATENb HE UMEET IPaBa coo0IIaTh HUKOMY;

e [IEPUOJUYHOCTH CMEHBI NAPOJIs ONPENeNAeTCs IPHUHATON MOJUTHUKOI 6€301MacHOCTH, HO He
JIOJDKHA TIPEBBIIATH 6 MECSIIEB.
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4.13. TpedoBaHue K ynpaBJeHHIO 10CTYIIOM

[TaTHRIMM CpeCTBaMU BUPTYAIN3AIMHU JIOTKHO BBITIOJIHATHCS YIIPaBICHUE JOCTYIIOM
CyOBEKTOB JI0CTyIa K 00BbEKTaM J0CTyIa B BUPTYAJILHOI HHPPACTPYKTYpE, B TOM YHCIIEC BHYTPH
BUPTYQJIBHBIX MAIIHH.

4.14. TpeGoBaHue K perucTpamum cOObLITHIA

ITaTHRIMH CpECTBAMU BUPTYaIN3AIMU JIOJDKHA BBIITOJIHATHCS PETHCTPaLus COOBITHIA
0€3011acHOCTH B BUPTYyalbHOH HH(PPACTPYKTYpE.
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HPUJIOKEHHUE. AKT 'TOTOBHOCTH K PABOTE
YTBEPXK/IAIO

(TOKHOCTD)

(HanMeHOBaHHE YIPEIKICHNU)

(moamucs) (©.1.0.)
AKT
TOTOBHOCTH K paboTe c
(HaMEHOBAHHE yUPEIKICHH) (HaMeHOBaHHE U3/IEIHIA)
« » 20 T
Komuccus B coctaBe npencenarens
(TOIKHOCTB) (®.11.0.)
" 4JICHOB
HazHadyCHHas cocTaBujia HaCTOfIHIPIﬁ aKT O TOM, YTO IIOMCIICHHEC
OKCILTYaTUPYIOUIETO OpraHa , Pa3MCIIICHUC 5
(Ha3BaHuE) (o6opynoBanue)

XpaHWiviia KJIH0YEBbIX JOKYMEHTOB, OXpaHa l'[OMeLlIeHl/II‘/II 1 MOATOTOBJICHHOCTb COTPYAHHUKOB K

00CITy)KHUBaHUIO

(o6opynoBanue)
COOTBETCTBYIOT:

(I'OCT, uHCTpYKIHS, pyKOBOSIINE JOKYMEHTEL, IPaBUJIa MOJIB30BAHUS U T.II.)
Komuccus OTMEYACT, YTO MHCTAJIIII N 1o BBIICYIIOMSAHYTBIX I/I3IICJ'II/II71 IIPpOBE€ACHA B COOTBETCTBHUU C

(MHCTpYKIINH)
BBIBO,Z[I KOMHUCCHA CHUTACT, YTO 00BEKT OTBCYACT Tpe6OBaHI/IHM
(Ha3BaHHE 0OBEKTA)

(Ha3BaHHE MHCTPYKLIUH)

1o o0ecreyeHn o OE30MaCHOCTH CBSI3U 110 YPOBHIO ¥ MOXET OBITh BBEJEH B JIENICTBHE.
IIpencenarens:
(moamuce) (®.1.0)
UsieHbl KOMUCCHUU
(moxmuce) (®.1.0)
(Tmoxmucs) (9.1.0)
(Tmomuce) (©.1.0)
(moamuce) (©.1.0)

M.IL
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