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1. OBIIME YKA3AHUSA

[Mepen skcrutyaranueii cpeacTBa Kpunrorpapuaeckoi 3ammts! nHpopmarmu (CK3M)
«Kpunro-KOM 3.4 (nanee — n3nenne) HeoOX0ANMO BHUIMATEIFHO O3HAKOMHTHCS C
¢dopmysipoM 1 foKyMeHTamHu 1o 3kcruryatanun CK3U, npuBenenHsMu B paszene 3
«KOMIIIEKTHOCTBY.

COTpyAHUKH JOMYCKAIOTCS K pabOTe TONBKO MMOCIe U3YUYeHHs JOKYMEHTAIUH (CM. paszaen 2
«O0mmue cBeAcHUS 00 U3ICTHIY).

CDOpMyHHp BXOJUT B KOMIUICKT ITOCTAaBKH HU3ICIIHNA.

Bce 3amucu B popmysisipe nponu3BoIsSTCs OTUETIMBO U aKKypaTHo. He3aBepeHHbIe
HCIIPABJICHUS HE JIOTYCKAIOTCSI.



2.1.
2.2.
2.3.

2.4.

2.5.

4
IIKHP.00046-01 30 02

2. OBIIME CBEJIEHMHSA Ob U3JIEJINN

Wznenune: CK3U «Kpunto-KOM 3.4» HIKHP.00046-01.
Usrorosutens: 3A0 «Curnain-KOM».

CK3U «Kpunro-KOM 3.4» npenHa3zHaueHo Ut KPUIITOTpahUUecKON 3aluThl OTKPHITON
nHpopMannu B HHOOPMAIIMOHHBIX CHCTEMaX OOIIETO IMOJIb30BaAHHS
(popmupoBaHHE/IPOBEPKA IIEKTPOHHON TOAIKCH) U 00ECTIEYCHUS KPUIITOTpadHIeCKOM
3aIIUTH KOHQUACHINAIBHON HH(DOpMAINK, HEe COJep KaIei CBEACHHUH, COCTaBIIIOLIIX
rocynapcTBeHHoi TaitHbl. [lomyckaercs ucnons3zoBanne CK3U «Kpunto-KOM 3.4y s
Kpunrorpaduueckoil 3auThl HEPCOHABHBIX JAHHBIX.

CK3U «Kpunro-KOM 3.4» B BapuanTax ucnosHeHus 42, 43 nocraBuseTcst s
CJIEAYIOIINX OINEPAlMOHHBIX CUCTEM (IIPH YCIOBUH UX TOAJCPIKKU IPOU3BOAUTEINIEM):

e  Windows 7/8/8.1/10 (x86, x86_64);
e  Windows Server 2008/2008 R2/2012/2012 R2/2016 (x86, x86_64);
e Linux Standard Base ISO/IEC 23360 (craumaptet LSB 3.0,3.1,4.0,4.1,5.0):
Asianux 2, Server 3/4 (x86, x86_64)
ATOS LFS LC6 6 (x86)
Booyo 2 (x86, x86_64)
BOSS Linux 1/2/4 (x86, x86_64)
inWise 8 (x86)
Kylin 3 (x86, x86_64)
Linpus 9 (x86, x86_64)
Mandriva Linux 2006/2007/4/5 (x86, x86_64)
MontaVista Linux 5/6 (x86, x86_64)
NeoKylin 5/6 (x86, x86_64)
Open SUSE 10 (x86, x86_64)
Oracle Linux 4/5/6 (x86, x86_64)
Red Flag Linux 6 (x86)
Red Hat Enterprise Linux 4/5/6/7 (x86, x86_64)
SUSE Linux 9/10/11 (x86, x86_64)
Ubuntu 6/8/9 (x86, x86_64)
Xandros 1 (x86)
ALT Linux 7 (x86, x86_64);
Astra Linux Special Edition;
Cent OS 6/7 (x86, x86_64)
Debian 7/8 (x86, x86_64);
Fedora 23-25 (x86, x86_64)
Linux XP (x86, x86_64);
Mandriva Linux 2010.2 Powerpack;
ROSA Fresh R8/Enterprise Desktop X2/Enterprise Linux Server;
SUSE Linux 11/12;
Ubuntu 14-16 (x86, x86_64);
Anst JIunyxkc CIIT 6.0;
POCA KOBAJIBT/XPOM/HUKEJIb 1.0 (x86, x86_64);
T OC AUC ®CCII Poccun (GosLinux)
e FreeBSD 9/10/11 (x86, x86_64);
e Solaris 10/11 (x86, x86_64, SPARC).

[Ipumeuanne. B ckoOkax yka3aHbl anmmapaTHbIE MIATQOPMBL.

CK3U «Kpunto-KOM 3.4» B BapuanTe ucnoaHeHus 42 MOXKET UCIOIb30BATLCS B CPElie
CJIEAYIONINX BUPTYaJIbHBIX MAIMH (THIIEPBU30POB):

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x86_64);
VMWare Workstation 11/12 (x86_64);

VMWare Player 7/12 (x86, x86_64);

VMWare vSphere ESXi 5.5/6.0 (x86_64);

Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x86_64);

RHEV 3.4/3.5/3.6/4.0 (x86_64).
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B kauecTBe roCTeBBIX BUPTYAIbHBIX CPE/l JOIYCKACTCSI UCIIOIBL30BATh IPOrPAMMHO-
amnmaparHble MIaTGOPMBbI, IEPEUUCIICHHBIE B 1I. 2.4.

ITpu ucnons3oBannu CK3U «Kpunto-KOM 3.4» B BapuaHTe ucnionHeHus 42 B cpene
BUPTYAJIbHBIX MAIIMH MCHOJIb30BAHUE OMOJIOTMYECKOT0 JaTUUKa CITyYaiHbIX YHCEl,
OCHOBaHHOT'0 Ha B3aUMOJICHCTBIH OllepaTopa ¢ KOMIIbIOTEPOM, HE JIOMyCKaeTCsl.

2.6. Tlopsnoxk skerunyataruu CK3U «Kpunto-KOM 3.4%» nomkeH npoBOIUTHCS B COOTBETCTBUH
¢ pazznenom V «IlonoxxeHus o pa3paboTke, MPOU3BOJICTBE, PEaIM3alUH U SKCILTyaTaluH
mH(POBaATBHBIX (KPUNTOTPAYUUECKHUX) CPEJICTB 3aINTH HHPOPMaLUU
(ITonmoxenue ITK3-2005)».

2.7. Tlpu BcrpanBanun CK3U «Kpunto-KOM 3.4y B mpuKITagHble CHCTEMBI HEOOXO0AUMO
MPOBOUTH OLICHKY BIIMSIHUS aIlllIapaTHBIX, POrPAMMHO-AMITAPATHBIX ¥ HIPOrPAMMHBIX
CPEICTB ceTH (CHCTeMBbl) KOHOUACHIINATHHOMN CBI3H, COBMECTHO C KOTOPBIMHU
npennoiaraercs mratHoe Gyaknuonnposanne CK3W, Ha BbITOHEHHE TPEABSBICHHBIX K
CK3U TtpeboBanuii B CIEAYIOMNX CIyJasK:

e ecnu nHpopManus KOHPUICHIINATBHOTO XapaKTepa MOJISKHT 3alUTe B
COOTBETCTBUU C 3aKOHOJATeNIbCTBOM Pocculickont denepanny;

® [IpW OpraHu3aluy Kpunrorpaguyeckon 3amuTbl nHGpopMannu KOHGUASHIIMAIEHOTO
xapakrepa B (eliepaibHbIX OpraHaxX UCIIOJHUTEIBHOMN BIACTH, OpraHax
UCIIOJIHATENILHON BIIacTH cyOBekTOB Poccuiickoit deneparmu;

® [IpU OpraHU3alWy KpUNTOrpaguIecKon 3auThl HHGOPMALUK B OPraHU3aLHAX
HE3aBHCHMO OT UX OpraHW3allMOHHO-TIPaBoBOM (GopMbl U (POPMBI COOCTBEHHOCTH IIPH
BBITIOJTHEHUH MU 3aKa30B Ha IIOCTaBKy TOBApOB, BBHITIOJIHEHNE Pa0OT WM OKa3aHHE
YCIIyT AJIsl TOCYAApCTBEHHBIX HYXI.

YkazaHHYIO OLIEHKY HE00X0AUMO MPoBOIUTH o T3, cormacoBanaomMy ¢ @Cb Poccun.

B pamkax pa0oT o omeHKe BIMSAHUS HEOOXOAUMO MPOBOIUTE B TOM YUCIIE CIEAYIOIIUE
MCCJIEIOBaHMS: IPOBEPKY BBINOIHEHHS TPeOOBaHUH U PEKOMEHAAINH, YKa3aHHBIX B
nokymeHntain Ha CK3U; npoBepky HeyXyIIIeHHs] HHXEHEPHO-KPUNTOrpadhuecKux CBOHCTB
CK3U; npoBepKy BBIMOIHEHHs TPEOOBAHUI KOHTPOJIS IEJIOCTHOCTH; aHAJIN3 JOKYMEHTAIIMK Ha
MPUKIIAJHOE PpOrpaMMHOe obecnieueHue, ucnoibzyemoe ¢ CK3U; mpoBepky COOTBETCTBHS
nyHKTaM 8, 9 « TpeboBaHumii K cpeacTBaM dIEKTPOHHOM NOAMMCHY; IPOBEPKY IPOrPaMMHOTO
obecrnieuennst BIOS [I9BM, Ha kotopoii ¢pynkumnonupyer CK3U; u ap.

2.8. CK3U «Kpunto-KOM 3.4%» coCTOUT U3 CIEeNYIOMHNX MOTYJIEH:

Tabauna 1

Kon O06o03HayeHue HaumenoBanue

Al ILIKHP.00046-01 94 01 CK3U «Kpunto-KOM 3.4%. bubnuoteka kpuntorpapuaeckux
mpeoOpa3oBaHuil yIg BapuaHTOB HcnonHeHus 42, 43 (s
pa3paboTruuka).

A2 IIKHP.00046-01 94 02 CK3U «Kpunto-KOM 3.4y. bubnuoreka kpunrtorpaduueckux
peoOpa3oBaHUil /Ui BAPUAHTOB UCTONHEHUS 42, 43 (711 KOHEUHOTO
10JIb30BATETIS).

A3 IKHP.00046-01 94 05 CK3U «Kpunro-KOM 3.4». [Iporpammuoe odecrieueHre KOHTPOJIS
LENOCTHOCTH (YTHIIMTA KOHTPOJIS LETOCTHOCTH IPOTrPaMMHOTO
obecrieueHus).
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Kox O06o3HaueHne HanmenoBanue
A4 ILIKHP.00046-01 94 06 CK3U «Kpunto-KOM 3.4y». YTunuta mis ynaneHus (Haiinos.
AS' [TporpammHoO-anmapaTHbIe KOMIUIEKCHI 3alIUTHI OT

RU.40308570.501410.001
11443195.4012-006
KB/IK.468243-39
KB/12K.468243.0667

HecaHKIHoHUpoBaHHOTO Aoctyna (HC):

- TAK 3ammter ot HCJI «Co6omp» (Bepcuu koaa pacmmpenus: BIOS
1.0.99, 1.0.180);

- C31 HCJI «Axkopa-AM/I3» (Bepcust 3.2);
- ATIM/I3 «Kpuntou-3AMOK/K» (u3neinne M-526A);
- ATIM/I3 «Kpuntou-3AMOK/Y» (u3nenue M-526B);

- Oosee 1Mo3HUE MOAM(HUKALIMH EPEUNCICHHBIX BBIIIE YCTPOHCTB HIIH
npyrue cpeactsa 3amutsl ot HCJ, ceprudunmpoBannsie ®Ch Poccun
1o «TpeGoBaHUsIM K anmapaTHO-IPOrPaMMHBIM MOJYJISIM JIOBEPEHHOM
3arpy3ku OBM».

! Cpencta 3aumutsl oT HC/I e Bxozmsr B coctas CK3U, HO MoryT mcmomnb3oBaThes coBmecTHO ¢ CK3U
Y ITOCTABJISIOTCS 10 COMIACOBAHMIO C 3aKa3YMKOM.
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2.9.  Kowmmiexr nokymenraimu CK3U «Kpunro-KOM 3.4» BritogaeT ciieayromue J0KyMeHTHI:

Tabdauua 2

Kox O6o03HaueHNe HaumenoBanwue

A1 LIKHP.00046-01 30 02 CK3U «Kpunto-KOM 3.4y». Gopmysisip i1 BApHAHTOB HUCIIOTHEHUS 42,
43.

12 IIKHP.00046-01 31 02 CK3U «Kpunto-KOM 3.4». [ToncucreMa ynpaBieHUs KITFOUEBON
nHpopmanmel 111 BapuaHToB ncnosHeHus 42, 43. O0iee onrcaHue.

J3 LIKHP.00046-01 33 02 CK3U «Kpunto-KOM 3.4. bubnuorteka kpuntorpaguaeckux
mpeobpazoBanuil. MTHCTpYKUKS 1O BCTPAMBAHUIO IJISl BAPHAHTOB
ncnonHenus 42, 43.

J14 IKHP.00046-01 90 03 CK3U «Kpunto-KOM 3.4%. [IpaBuiia moJib30BaHuUS.

J5 LIIKHP.00046-01 90 04 CK3U «Kpunto-KOM 3.4%. [TapameTpsl KpunTorpapuaeckux
ITOPUTMOB.

J16 IIKHP.00046-01 90 05 CK3U «Kpunro-KOM 3.4». [IporpaMmmHoe obecrieueHre KOHTPOJIS
LEJIOCTHOCTH. PYKOBOZICTBO TONIB30BATEIIS.

a7 IOKHP.00046-01 90 06 CK3U «Kpunto-KOM 3.4». Yrunura myist yaaneHus (aiiios.
PykoBoacTBO n0IB30BATENS.

KC Ceprudmukar coorBerctBust ®Cb Poccum (korms)
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3. KOMIUNUIEKTHOCTD

3.1. CK3U «Kpunto-KOM 3.4» nocrasnsercs B CIEAYOLUX BapUaHTaX UCIIOIHEHUS:
Taoauuna 3
Bapuanr | OnepanyoHHBIE CUCTEMBI AmnmnapatHas | Kommnexranus 1 Kommunexranus 2 | YposeHb
UCIIOJTHE- mwiarpopma | (g pa3paboTumka) (m7s1 KOHEYHOTO | 3AIHTHI
HUS OJIB30BATEIIs )
42 Windows x86 Al, A3, A4 A2, A3, A4 KC1
A1, 12, 13, 14, 15, | A1, 12, 14, 16,
6, 7, KC a7, KC
42 Linux Standard Base ISO/IEC « « « «
23360, ALT Linux, Astra
Linux, Cent OS, Debian, Fedora,
Linux XP, Mandriva Linux,
ROSA, SUSE, Ubuntu, AnsT
JIunyke, POCA, GosLinux
42 Solaris « « « «
42 FreeBSD « « « «
42 Windows x86-64 « « «
42 Linux Standard Base ISO/IEC « « « «
23360, ALT Linux, Astra
Linux, Cent OS, Debian, Fedora,
Linux XP, Mandriva Linux,
ROSA, SUSE, Ubuntu, AibT
Jlmayxke, POCA, GosLinux
42 Solaris « « « «
42 FreeBSD « « « «
42 Solaris SPARC « « «
43 Windows x86 Al, A3, A4, A5 A2, A3, A4, AS KC2
.2 3, s, | ot il e
116, 17, KC ’
43 Linux Standard Base ISO/IEC « « « «
23360, ALT Linux, Astra
Linux, Cent OS, Debian, Fedora,
Linux XP, Mandriva Linux,
ROSA, SUSE, Ubuntu, AnsT
JIunyke, POCA, GosLinux
43 Solaris « « « «
43 FreeBSD « « « «
43 Windows x86-64 « « «
43 Linux Standard Base ISO/IEC « « « «
23360, ALT Linux, Astra
Linux, Cent OS, Debian, Fedora,
Linux XP, Mandriva Linux,
ROSA, SUSE, Ubuntu, AibT
Jlmayxkc, POCA, GosLinux
43 Solaris « « « «
43 FreeBSD « « « «
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Bapuant
UCIOJIHE-
HUS

OnepanoHHbIE CUCTEMBI Amnmnaparnas | Kommnexrarmus 1 Kommekrarus 2
wiathopma | (st pa3paboTUUKa) (11 KOHEYHOTO
TOJTL30BATEIIS )

YpoBeHb
3aILUTHI

43

Solaris SPARC Al, A3, A4, A2, A3, A4,

AL, ]2, 13, 14, s, | A1, 12, 14, J16,
J6, 17, KC N7, KC

«

IIpumeuanus.

1.

3.2.

3.3.

Pacmmdposka komoB Al, A2, A3, A4, AS, 1, 12, A3, A4, 15, 16, A7, KC npuBeneHa B
Tabimnax 1, 2.

B xommekranuu 2 (s koHeuHoro nomib3oBatenss) CK3U «Kpunto-KOM 3.4»
MOCTABIIIETCS B COCTAaBE MPMIIOKEHHH, OnOInoTek 60ee BEICOKOTO YPOBHS H T.II.

JlokyMeHTaIus mocTaBisieTcsl B 3JeKTpoHHOM Buze B ¢popmare PDF (Adobe Acrobat).
Dopmystsip 1 Komust cepTrdrKaTa HOCTABISIOTCS B TIEYaTHOM BHJIE.

[MoxTBepxaeHHE COOTBETCTBUS cpell (YHKIIMOHUPOBAHMSI, B COCTABE KOTOPHIX
ucnoib3yercst CK3U «Kpunro-KOM 3.4» B ucnionHenusix 42, 43 TpeOOBaHUSIM K

cpeactBam DI1, ycraHoBiaeHHbIM YacTsiMu 2 U 3 crathu 12 denepansHoro 3akoHa Ne 63-D3

«006 BHGKTpOHHOﬁ noANnrCHu», JOJLKHO IPOBOAUTLCA B CIIy4Yac UX MCHOJIb30BaHU JJIL

CO3JaHUs U IPOBEPKU KBaJ'II/I(I)I/IIII/IPOBaHHI)IX 3H, CO3aaHHuA KJIIOUeH KBaJ'II/Iq)I/IHI/IPOBaHHBIX

OI1 u xiIroYet uX MPOBEPKH.

YKa3aHHOE IMOATBEPIKICHHE COOTBETCTBUS HEOOXOIMMO IPOBOAUTS 110 T3,
coritacopaaHoMy ¢ @CB Poccun.

B ciyqae ucnionszoBarns CK3U «Kpunro-KOM 3.4» B ncnonaenusix 42, 43 ans co3ganus

1 TIPOBEPKHU MPOCTON Wi HekBanndunmpoBanuoi JI1, a Takke 11 CO3AaHUS KITIOUeH
npocroi uinu HekBauduipoBanHoi D11, ykazaHHas mpoBepka He TpeOyeTcsi, HO
pEKOMEHAyeTCs.

IIpu ucnons3oBannu CK3U «Kpunro-KOM 3.4» B ucnonnenusx 42, 43 B cucremax

aBTOMAaTHYECKOM o6pa60T1<1/1 SJICKTPOHHBIX TOKYMCHTOB JI1 aBTOMAaTHUYCCKOI'O CO3J1aHusA U

(uM) aBTOMAaTHYECKOHN IPOBEPKH JIEKTPOHHBIX NOANMUCEH, TpeboBaHus K cpeactBam I,
ycTaHOBJIEHHBIE YacTssMu 2 1 3 cratbu 12 depepanbHoro 3akoHa Ne 63-03 «O6
JIEKTPOHHOH MOIHCH», HE TPUMEHSIOTCA.
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OCHOBHBIE TEXHUYECKHUE JIAHHBIE U XAPAKTEPUCTUKHA

Anropurmsl 3amuppoBanus/paciindpoBaHus HHGOPMAIMU U BBIYHUCICHHUS IMUTOBCTABKH
BBINIOJIHEHBI B cOOTBETCTBUM ¢ TpeboBanusmu ['OCT 28147-89.

AnroputM co3nanus 31eKTpoHHol noanucy (I1) BEIOIHEH B COOTBETCTBHH C
tpeboBanusmu ['OCT P 34.10-2012.

AJTOpUTMBI TPOBEPKH MIEKTPOHHOH ronucH (O11) BHIIOIHEHBI B COOTBETCTBHH C
tpeboBarnsmu ['OCT P 34.10-2012, TOCT P 34.10-2001.

ANTOpUTMBI BEIYHUCIIEHHS X3II-(YHKINH BHINOJHEHB! B COOTBETCTBUH C TPEOOBAHUIMHU
I'OCT P 34.11-2012, ’OCT P 34.11-94.

KnroueBas cucrema CK3U «Kpunro-KOM 3.4» obecrieunBaeT BO3MOXHOCTh MApHO-
BBIOOPOYHOM CBsI3M a0OHEHTOB CETH (IO THUIY «KAXKIBIH C KaXKIbIM») C UCIIOIb30BAHUEM
JUISL KQKA0# napbl aDOHEHTOB YHUKAJIBHBIX KITIOYEH, CO3/JaBaeMbIX Ha OCHOBE ITPHUHIIMIA
OTKPBITOTO PAaCIpEIeNICHUs KIIIOUEH.

B xadecTBe ncToUHHKA CJ'Iy‘IaﬁHBIX YHCCI MOT'YT MCIIOJIb30BATHCA CICAYIOMINEC TUTIBI I[qul

o  mwuueckuii ICY B cocraBe [TAK 3amutsr ot HCJI «Co6oib,
RU.40308570.501410.001 (Bepcun xona pacmupenus BIOS 1.0.99, 1.0.180), 3A0
HUIT «adopm3amuTa;

o  (pmmueckmit ICY B cocraBe C31 HCI «Axkopa-AM/I3» Bepcust 3.2,
11443195.4012-006, OKb CAIIP;

o  (muueckuit JICH B cocrase AIIM/I3 «Kpunrou-3AMOK/K» (u3aenne M-526A),
KB/IK.468243-39, 000 «AHKA/I»;

o  ¢usnueckuii JICY B cocraBe AIIM/I3 «Kpunton-3AMOK/Y» (u3nenue M-526b),
KBJ[XK.468243.0667, OO0 «AHKA]I»;

o Ouonormueckmii J1CY;
® MHHULIMAIM3UPYIOIIAs NOCIEI0BATENBHOCTD isl porpamMuoro JICU.
IIpumeuanus.

1. VcTouHMKH anmapaTHO-T€HEPHPYEMBIX CIyYaiHbIX YHUCET MOTYT UCIIOJIB30BaThCS
TOJBKO MPH HAIMYHU AeicTBytomero ceprudukara @Ch Poccum.

2. Ilpu ¢pysxkumonupoBanmu CK3U «Kpunro-KOM 3.4 Ha anmmapaTHO# miatdopme
SPARC B xauecTBe HCTOYHHKA CITyYalHBIX YHCET HE MOXET HUCIIOIb30BaThCA
ouonorunueckuii J]CY.

! HepequL HUCTOYHHNKOB cnyqaﬁm,lx YHCEJI MOXKET UBMCHATHCA U PACHIUPATHCA
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Jlst XxpaHeHUs KITFOUEBOM HHPOPMAIIUH MOTYT OBITh UCIIOJIb30BAHBI CIICYIOIINE THIThI
KJIFOUEBBIX HOCHUTEJIEH:

Tab6auua 4
Tun xiro4eBoro HocUTENS Bapuantst
UCIIOTHEHUS
Hakornurenn Ha rubkom MarautHOM qucke (HIT'M/T) 42,43
Pa3pnensr HakomuTeNIeH Ha jkecTkoM MarHuTHOM nucke (HXXKMJT) 42,43
Cwmennsle Hocutenu ¢ uHTepheiicom USB 42,43
OnexrponHsie Ki1roun ¢ uaTepdeiicom USB (eToken, Rutoken u ap.) 42,43
Kpunrorpaduueckue ycTpoiicTa, nepedncieHHbie B Tabmuma 5 42,43
KapTs! Qpmdm-aMstu 42,43
Peectp Windows 42,43

[Ipumeuanne. XpaHeHne 3aKPHITHIX KIFOYEH B pa3zielie kecTKoro aucka u B peectpe OC Windows
JIOITyCKaeTCsl TOJIBKO MPH YCIOBHUHU pacrpocTpaneHust Ha DBM (wnu ceemusiii HKMJ] DBM)
TpeboBaHMii 110 0OPANIEHHIO C KITIOYEBBIMH HOCHTEIISAMH.

CK3U «Kpunro-KOM 3.4» moxer oOpamiatbes uepe3 unrepgeiic PKCS#11
KpHUITOrpaguIecKuM yCTPOUCTBAM, PEaTU3yOIMM (DYHKIMN TeHEPALUH KITI0YeH,
coznanus OII, mposepku II1, xammpoBanus, muppoBaHUs, KIIOYEBOT0 00MEHa, FeHepaluu
CITy4alHBIX MTOCJIEAOBATEILHOCTEH 1 Ap. JlaHHBIE YCTPOHCTBA MOTYT TaKXke
UCIIOJIb30BAThCS ISl XPAHEHHS 3aKPBITHIX KIIFOUSH B HEIKCIIOPTHPYEMOM BUJIE,
HCKJIFOYAIOIIEM BO3MOXKHOCTh NX CUUTHIBAHHS BO BHEIITHIOIO AMSTh WIIM KOIIMPOBAaHKE HA
npyroit Hocutenb. CK3U «Kpunto-KOM 3.4» MOXeT UCIIOIb30BaTh MEXaHU3MBI
(reneparms kimoueit, cozganne D11, mpoepka I, xamupoBanne, mUppoBaHUe, KIIFOYEBON
0OMeH, reHepanys Cly4aiHbIX IOCIIEI0BATENbHOCTEH U JIp.), peaTn30BaHHbIC B
KpHUNTorpadguyeckux ycTpoicTBax, COBMECTHO C IPOTPAMMHON peaiu3anuei
kpunrorpaduueckux anroputMoB CK3U «Kpunro-KOM 3.4» (xsrmmpoBaHue,
mgpoBanue u 1p.). [lepedens kpunrorpaguyeckux ycTpoucTs, noaaepxkusaembix CK31
«Kpunto-KOM 3.4», Bxnrouaer:

Tabauna 5
Tun kpunrorpaduyeckoro ycrpoiictea | [IpeanpusTie-u3roToBUTENH
PYTOKEH 511 3A0 «Aktus-codp», OO0 «AHKAI»
eToken 'OCT/JaCarta TOCT 3A0 «Anangun P.J1.»
ESMART Token I'OCT OAO «HUHMMD u 3aBoa Mukpon»

[Ipumeuanne. CK3U, peannzoBaHHBIE C UCTIONB30BAHUEM YCTPOMCTB, IEPEUUCICHHBIX B Tabmure
6, nomKHEI OBITH cepTuduIpoBans! 0 TpeboBanusiM ®CB Poccun k CK3U no kimaccy KC1,
KC2 nm KC3.

Bce ocranpHBIe HOCUTENH JOKHBI MCTIOJIB30BAThCA TOIBKO B KAYECTBE MTACCHBHOTO
XpaHWIKIIA KIIF04YeBOW HH(pOpMaIK 0e3 UCTIONb30BaHHs KpUITOrpadhHuecKux
MEXaHU3MOB, PEATM30BaHHBIX HA CMAPT-KapTE/TOKCHE.

KonTtpoms nenocraoctu nporpammuoro obecnedennss CK3U «Kpunto-KOM 3.4y
o0ecrieunBaeTcst ¢ TIOMOILBIO YTHINTBI KOHTPOJIA 1iesocTHoCTH U3 coctaBa CK3U wmu ¢
TIOMOIIBIO0 IPOIPaMMHO-aMNMapaTHeIX cpeacTs 3amuTs oT HCJL.



5.1.

5.2.
5.3.

5.4.

5.5.

5.6.
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5. TPEBOBAHMUA K DKCKILIYATAIIUU CK3HU

Cpencteamu CK3U He nomyckaercst 00pabaTbiBaTh HHPOPMALIHIO, COIEPIKAIILYIO CBEICHNS,
COCTaBIISIOLIUE FOCYapPCTBEHHYIO TalHY.

Homnyckaercst ucrionszosanrie CK3U s kpurrrorpauaeckoi 3aimThl epCoOHATBHBIX
JIAHHBIX.

KitroueBas nHpOpMaLus SBISIETCS KOHMUACHIIHATHHOM.

CK3U momKHO HCIIONB30BAThCS CO CPEACTBAMH AHTUBUPYCHOW 3aIIIUTHI,
ceprudunmupoanasiMu OCh Poccun. Kitacc aHTHBHPYCHBIX CPEICTB 3aIIUTHI
onpenersiercs yenoBusmu dkciuryaranun CK3U B aBToMaTH3npOBaHHBIX CHCTEMAX.

Pa3zmemenne CK3U B nomenieHusx, B KOTOPBIX OCYIIECTBIsieTcst 00paboTka uHdopmanuu,
COoZepaKallel CBeAEHHUS, COCTaBILAIOLINE FOCYIapCTBEHHYIO TaliHy, OCYIECTBIIIETCS
YCTaHOBIICHHBIM TTOPSIKOM.

B cnydae, ecnu B Mogenu yrpos, KOTOpbIM JOKHO npoTuBocTosTh CK3U B
MH(POPMALMOHHOH CHUCTEME 3aKa34rKa, [IPU3HaHa ONMAacHON yTeuKa M0 TEXHHYECKUM
kaHaiaM, [I9BM, Ha koTopsix ycranaBiuBaeTcs CK3U, MOmKHBI OBITH TOTYIIEHBI IS
00paboTku nHPpOpPMALKH 10 NeiicTByIommM B Poccuiickoit depepannu TpeOOBaHUAM IO
3amuTe HHGOpMAMK OT YTEUKH 110 TEXHUIECKUM KaHajlaM, B TOM YHCIIE, TI0 KaHATy CBSI3H
(manpumep, CTP-K). IIpu moakmogennn [I9BM ¢ ycranoBinenasiM CK3U k kaHamam
CBSI3H, BBIXOAAIINM 32 IPeesIbl KOHTPOINPYEMOH TEPPUTOPHUH, 3aIUTa KaHAJIA CBA3H
JIOJKHA 00€CTIeYNBATHCS IPUMEHEHNEM ONTHYECKUX Pa3BA3bIBAIOLINX YCTPONUCTB.

Wncramsamus CK3U Ha pabounx MecTax JOKHA IPOU3BOANUTECS TOJBKO C AUCTPUOYTHBA,
MIOJY4E€HHOTO TI0 JIOBEPEHHOMY KaHaly.
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6. CBHUIETEJBCTBO O IIPUEMKE

M3nenne CK3U «Kpunto-KOM 3.4» IINIKHP.00046-01 cooTBETCTBYET 3TANOHY, XpaHsAIIEMYcs B
3A0 «Curnan-KOM» u npHu3HaHO FOAHBIM JUIS SKCILTyaTaluH.

Jara Beimycka: " " 20 T.

M.IL.

(TOMKHOCTD)

(moamnuce)
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7. CBHUIETEJIBCTBO OB YITAKOBKE

Mzpenue CK3U «Kpunro-KOM 3.4» IIKHP.00046-01

Bapuant ucnonnenus Ne Kommnekranus Ne

OmnepanrioHHast CHCTeMa

AmnmapaTHas matdopma

Perucrpanyonssiii No tuctpudyTrsa

Bupn HOcHTENS:

O DVD-ROM IIIT.
O CD-ROM IIT.
O muckerst 3.5" (TM/) IIT.
O

YnakoBaHO B
O 6ymaxxHBIi KOHBEPT
O xopobxy
O
O

Hocurenn 110 cHaGxXeHbBI STHUKETKAMH, HACHTH(GHUIIUPYIOMUMHI UX PHHAIICKHOCTD K U3CIHIO.

Jara ynakoBku: " " 20 I.

YnakoBKy IpOHU3BeI

(Tmomuch)
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8. T APAHTHUU U3I'OTOBUTEJIA (IIOCTABIIUKA)

8.1. TMomp3oBarens mpuodperaeT m3nenue CK3U «Kpunto-KOM 3.4» u HeceT 0TBETCTBEHHOCTh
3a €ro KUCIOJIb30BAHUE B COOTBETCTBUU C PEKOMEHIALUSMU, U3I0KEHHBIMU B
JKCIUTYyaTalMOHHOMN TOKYMEHTALIUHU.

8.2. IlpenmpusTHe-U3rOTOBHUTENH FAPaHTHPYET PAadOTOCIIOCOOHOCTD U3AENHNS B COOTBETCTBUH C
0OBSIBICHHBIMH XapaKTEPUCTUKAMH TIPH COOJIOICHHUN T10JIb30BaTENeM TpeOOBaHUH
9KCIITyaTallHOHHOW JOKYMEHTAIMU Ha U3JIEITHE.

8.3. B ciydae BBIsIBICHHMS B M3A€THH A€(PEKTOB, HE CBSI3aHHBIX C HAPYIIEHUEM MIPABHIT
9KCIUTyaTaIllH, TPAHCTIOPTUPOBAHNSA U XPAHEHHSI, N3IEINE MTOUICKHUT PeKIaMalnu, 1
MPEIIPUATHE-U3TOTOBUTEIb 00S3yETCs 10 MOJIyUYCHUH PEKJIaMallii B BO3MOXKHO KOPOTKHIA
CPOK YCTPaHUTh Je(PEKThl CBOUMH CHJIAMH M CPEJCTBAMH BIUIOTH JI0 MIOCTABKH HOBOT'O
U3JICNNS, & TAKKE IPUHATh MEPhI, HCKITFOYAIOIINE 3TH 1e()EKThI BO BCEX OCTAIBHBIX
SK3EMIUISIpaX U3IEIHsL.

8.4. TapanTuiinslii cpok uznenust — 12 (1BeHaanarp) MecsiueB. ['apaHTHHHBIN CPOK Ha
IIporpaMMHO-annapaTHblil kommuiekc 3amuTsl oT HCJI onpenensercss UX U3roOTOBUTESIMH.

8.5. HauvanpHoil JaTON MCUMCIEHUS TAPAHTUHHOTO CPOKA U3EINUs SBISETCS 1aTa OCTaBKU
m3nenus (cM. 8.7).

8.6. leiicTBUe rapaHTHHHBIX 003aTENBCTB MPEKPAIaeTCsl IPU HCTEICHUH TapaHTUIHHOTO
CpoKa.

8.7. JlaHHBIe 0 IOCTaBKe (MIPOJAKE) U3CIHS:

3A0 «Curaan-KOM»

HalMEHOBAaHUE OpraHU3aluU-TIOCTaBIINKA (IPOIABLA) U3ETUL

Hara mocrtaBku: " " 20 T.

M.IL

(Tmomuch)

IIpumeuanue. [Ipu oTCyTCTBUM JaHHBIX, IPUBEACHHBIX B I1. 8.7, AaTOM OCTaBKH U3/EIHS
CUMTAETCs JaTa BBIIYCKa, yKa3aHHas B pasll. 6 «CBUIECTENBCTBO O IPHEMKE).



9.1.

9.2.

9.3.

94.

9.5.
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9. CBEJEHUA O PEKVIAMAIUAX

Pexiiamaniuu, cBsizaHHBIE € HKCIUTyaTallMe U3AeTus, TOJKHBI HAITPABIIATHCS
MPEANPUATHUIO-U3TOTOBUTEIIO B IMCbMEHHOM BHJIE TIO apecy:
Poccus, r. Mocksa, 115193, Mocksa, a/s 6.

Cpok paccMOTpeHus pekiiaManui — | (OIMH) MeCSIII CO AHS MOTYUICHUS.

Pexnamanum, cBS3aHHBIE C SKCILTyaTaIluel POrPaMMHO-aIIIapaTHOTO KOMILIEKCA 3aIUTHI
ot HCJl u YK3/I, NO/KHBI HAIPABISATHCS UX H3TOTOBUTEIISIM.

ITpn HECOOTBETCTBMHM IOCTABIAEMOT0 U3JIETHS, €T0 Taphl, YIAKOBKH, KOHCEPBAIIHH,
MapKHUPOBKH U KOMIIJIEKTHOCTH TPEOOBAaHHSIM COIPOBOIUTENBHON IOKYMEHTALUH,
0JIb30BATENb 00513aH HANIPABUTh PEKJIaMalUio MPEIIPUATHIO-U3TOTOBUTEIO B TeueHne 60
JTHEH O JTHS MOCTAaBKU M3IEIHs.

[IpennpusTHe-U3roTOBUTENb MPUHUMAET PEKIaMallHIo, €CJIM He yCTaHOBJIEHAa BUHA
MOJTy4aTessi B BOSHUKHOBEHUH JiepeKTa B U3/ICINH.

CBCHGHI/IH O peKiIaMalusaX MpeACTaBJICHbI B Ta6m1ua 6
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Taoauna 6

CIH][ "d10 JOUIIIOII
U BUIUNR) ‘“9L00HXIO]7

nurewelnad on aligHUdL ‘Tadajy

nutrewerrxod sunexdsro))

eLR]f
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10. CBEJEHUSA O XPAHEHUU

Taoéauna 7

BIIU][ €10 9OULIIOL
U BUIUNR) ‘“9LOOHXIOY]

BUHOHBAX KULOID £

BWUHOHRX O
BULEH) BlR]]

OUHOHRdX BH
FOHRLOA Ble]]
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11. CBEJIEHUs O 3AKPEIVIEHUU U3AEJUSA ITPU SKCILITYATAIIUU

Tadanuna 8
JoixHOCTB Dammnus Howmep u nara Howmep u nara Ilonnuce
OTBETCTBEHHOI'O OTBETCTBEHHOI'O IIPMKa3a O Ha3Ha- npukasa oo OTBETCTBEHHOI'O
Imna Jmna YEHUU 0CBOOOXKIICHUT mua
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CBEJIEHUS Ob U3BMEHEHMUAX

12.

Taoéauna 9

BULQTEU
OIUIBIBALTIONE B
OJOHHOE10199.LO
“BITUALN IOULITO] |

EUHOHOWEH
BE 0JOHHIELI124.LO
‘enur
9OUILITOL U BUIUWE)
‘9LOOHXIO]]

EWHOHOWEN ouHeXdor0)

(erer u
BLHOWAMOY
-d1oo s\ x4)
BUHOHOWEH
BUHOIKdod1LA
vielf

KUHOHOWEU
EUHITog0d1I
eiR]

/11 g\
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13. OCOBBIE OTMETKH
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