3A0 «Curanair-KOM»

YTBEPX/IEH
IIKHP.00046-01 31 02-J1Y

CPEJICTBO KPUIITOTPAGHUYECKOM 3AIUTHI UHOOPMAILIUHN
«Kpunto-KOM 3.4»

TTIOJJCUCTEMA YIIPABJIEHU A KJIFOYEBOM I/IH(DOPMAL[HEPI
JUTSl BApUAHTOB MCIIOTHEHU 42, 43
OO11ee onucaHue

IIKHP.00046-01 31 02

JIucros 17

2017



2
HIKHP.00046-01 31 02

AHHOTAIMS

B 1aHHOM IOKYMEHTE paccMaTpHUBarOTCs BOIIPOCH! YIIPABJICHHUs KIIFOUEBOM CUCTEMOI,
ucnonb3yemoii B CK31 «Kpunto-KOM 3.4» (Bapuants! ucnioianenus 42, 43), ¢ yuetom Mep,
obecrieunBaOIMX 0€30aCHOCTh UCIIONB30BAHMS KITIOUYEH 3IEKTPOHHOMN ITOIHCH U KITIOYEBOTO
obMeHa.

HHcTpyKnuu aqMuHUCTpaTOpaM 0€30MacHOCTH M MOJIb30BATEIISIM Pa3INIHBIX
ABTOMATH3MPOBAaHHBIX cucteM, ucroib3ytomux CK3U «Kpunto-KOM 3.4», nomkHbl pa3pabaTbiBaThCs
C Y4eTOM TpeOOBaHUI HACTOSAIIET0 JOKYMEHTA.
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1. OBILIMUE CBEJIEHMUSA

CK3U «Kpunro-KOM 3.4» B BapuaHnTax ucrnonsenus 42, 43 npegHasHaueHo A
KpuITorpaduueckoi 3ammThl KOHGHUISHIMATbHOW HH(OpMaLuK, He coaepKalleld CBeICHUMH,
COCTAaBJISIIOLIMX FOCYAapCTBEHHYIO TaliHy, B MH(POPMALMOHHBIX CHCTEMax OOLIEro IT0JIb30BaHMS.

Kimrouesas cuctema CK3U «Kpunto-KOM 3.4» (BapuaHThl ucioaHeHHS 42, 43) OpUeHTUPOBaHA
Ha COBMECTHOE HMCIOJIb30BAHUE OJTHOKIIIOYEBBIX U JBYXKITIOYEBBIX KPUIITOCUCTEM.
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2. OCHOBHBIE TEXHUYECKHUE JAHHBIE U XAPAKTEPUCTUKHU

CK3U «Kpunto-KOM 3.4y (Bapuantsl ucrionnenus 42, 43) ynosierBopser « TpedoBaHusM K
cpeacTBaM KpunrorpaduuecKkoil 3auThl HHGOPMaIHH, TPeAHA3HAYSHHBIM JUIS 3aIIUThl HH(pOopMaLuy,
HE CoAepIKalllel CBeICHUN, COCTABISAIOIINX FOCYIapCTBEHHY0 TaliHy» 1o ypoBHI0 KC1, a npu
BBITIOJTHEHHUH JIOTIOJTHUTENIBHBIX TPEOOBAHMH 110 3aIMTE OT HECAaHKIIMOHMPOBAHHOTO JOCTYIIA — I10
ypoBHio KC2 [13]. Jomyckaercs ucnonszoBanne CK3U «Kpunto-KOM 3.4 (BapuaHTHI HCIIOTHEHUS
42, 43) ans xpunTorpadUIecKon 3aluThH IEPCOHATBHBIX TaHHBIX.

2.1. Kpunrorpadpuueckue aJropurMsbl

CK3U «Kpunto-KOM 3.4» (BapuaHThl ucrionHeHHs 42, 43) BKIIIOYAET pealn3alfio ClIeTyOIHIX
AITOPUTMOB:

e anroputm cozfnanus Il - peanuszoBan B cooTBeTcTBUU ¢ TpeboBanusmu ['OCT P 34.10-
2012 [4];

e ajroputmsl nposepku 1 - peanmuzopanbl B cooTBeTcTBUM ¢ TpeboBanusmu 'OCT P 34.10-
2001 [3]u T'OCT P 34.10-2012 [4];

® QITOPUTMBI BBIPAOOTKH 3HAUCHHUS XAII-(QYHKIUH - pean30BaHbl B COOTBETCTBUU C
tpeboBanusamu ['OCT P 34.11-94 [5]u TTOCT P 34.11-2012 [6];

®  aJTOPUTMEI 3aMU(PPOBaHUs/pacIIH(PPOBAHUS TAHHBIX U BRIYHUCICHUS HIMUTOBCTABKH -
peann3oBaHbl B cooTBeTcTBHU ¢ TpeboBanusiMu ['OCT 28147-89 [2].

Kiroueras cucrema CK3U «Kpunto-KOM 3.4» (BapuanTh! uctionsenus 42, 43) opueHTHpOBaHa
Ha COBMECTHOE UCIIOJIb30BAaHHUE OJJHOKIIIOYEBBIX U IBYXKIIFOUEBBIX KPUIITOCUCTEM.

2.1.1. Peasmmzanusa 'OCT 28147-89

B CK3U «Kpunto-KOM 3.4» (BapuaHTHI HCTIONHEHHS 42, 43) HCIIONB3YIOTCA YETHIPE PeKUMa
cucTeMbl Kpunrorpaduueckoro npeodpazoBanus B cootBercTBur ¢ ['OCT 28147-89 [2]:

e 3ammdpoBaHue/paciInPpoOBaHUE B PEKHUME IPOCTOH 3aMEHBI;

e 3ammdpoBanue/pacu(poBaHNE TAHHBIX B peKUME TAMMHUPOBAHUS;

e 3ammdpoBanue/pacmupoOBaHIE B PEIKUME TAMMUPOBAHHS C OOPATHOH CBA3BIO;
e BBIPa0OTKA IMHTOBCTABKH.

Just 3ammdposanns u pacmudposanus nadopmaruu 'OCT 28147-89 npenycmarpusaer
MCIIOJIb30BaHKE OJHOTO M TOTO K€ KIIFoua KpUITonpeoOpa3oBaHus (00Nl CEeKPETHBIH KITIOY CBSI3H)
JUIMHOH 256 OuT 1 y3110B 3aMeHbI (00Ka 1M0JICTAHOBKHM ) 00IMM 00beMoM B 512 OuT, copepxumoe
KOTOPBIX SIBJISETCS AOJITOBPEMEHHBIM KITFOUEBBIM AJIEMEHTOM, OOIIMM ISl 3aIININAEMON CETH
KOH(UICHIINATHHOHN CBS3H.

2.1.2. Peaamsauusa 'OCT P 34.11-94

I'OCT P 34.11-94 [5] onpenernsieT alrOpUT™M ¥ MPOLEAYPY BBIYUCICHHS XIII-(QYyHKINH IS
Mr000¥ TOCIIe10BAaTEIBbHOCTH JJBOMNYHBIX CHMBOJIOB, KOTOpPBIE IIPUMEHSIOTCS] B KPUIITOTPahUIECKUX
MeTo1ax 00pabOTKH 1 3alUTHl HH(YOPMALIUK, B TOM YUCIIE U JUIS peaTi3aliy POLEayp 3IEKTPOHHON
HO/IITHCH.

Onpenenennas B OCT P 34.11-94 ¢gyHKuust XaIIMpoOBaHUs HCIOIB3YETCsI IIPU peaii3aluu
cucrem OI1 Ha Ga3e acCHMMeETpUYHBIX KpUNTOrpadguyeckux anroputmoB B coorserctBuu ¢ [OCT P
34.10-2001.

2.1.3. Peaam3zauusa 'OCT P 34.11-2012

I'OCT P 34.11-2012 [6] onpenensieT arOpUT™M U HPOLEAYPY BHIYUCICHHUS XOII-QYHKIUH A
J000# TOCIIeI0BATEILHOCTH JJBOUUHBIX CHMBOJIOB, KOTOPbIE IIPUMEHSIOTCS] B KPUIITOIPaUuecKux
MeTOax 00pabOTKH U 3aIUThl HHPOPMAITUK, B TOM YKCIIC U JUIS PEATH3aLUHU MPOLEAYD ICKTPOHHOMN
IIOAIIMCH.

Omnpenenennas B 'OCT P 34.11-2012 ¢pyHKIMS X3MHAPOBAHHUS UCTIOIB3YETCS TIPH Peai3aiu

cucrem Ol Ha 6a3e aCHMMETPUYHBIX KPUNITOrPAaQUIECKUX AITOPUTMOB B COOTBETCTBUH C
T'OCT P 34.10-2012.
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2.1.4. Peasmmzanusa 'OCT P 34.10-2001

I'OCT P 34.10-2001 [3] ycTanaBnuBaeT npoueaypsl popMupoBaHus u nposepku OI1,
peann3yeMoi ¢ CIOJIb30BAHUEM OIlepaliil PYIIIbI TOUEK SJUIUIITUYECKOW KPUBOM, ONPENECICHHON Hal
KOHEYHBIM IIPOCTHIM TIOJIEM.

Crotikocts OI1, popmupyemoii B coorBerctBun ¢ [OCT P 34.10-2001, ocHOBBIBaeTcs Ha
CJIOKHOCTH BBIYMCIICHUS JUCKPETHOTO JIorapu(Ma B IPyIIe TOUEK ILIMITHYECKOH KPUBOM, a TaKxKe
cToiikocTu ucronbzyemoit xam-pyrkiun mo [OCT P 34.11-94.

DJIeKTPOHHAS MOJIIMCh COCTOUT U3 JIBYX LIEJIBIX YHCEI ¥ BEIYHUCIIAETCS C TOMOLIBI0 Habopa
npaBui, 3agaBaeMslx cragaaprom ['OCT P 34.10-2001.

[TapameTtpsi cuctembl D11 He ABIAIOTCS CEKPETHBIMHU, KOHKPETHBIM HA0OP MX 3HAYEHUN MOXKET
OBITH OOILTIM IS TPYIIIBI OJIH30BATEIICH.

CK3U «Kpunro-KOM 3.4» (BapuaHTHI HCTIONHEHHS 42, 43) pealn3yeT TOIBKO MPOIEIyPY
npoBepku dekTporHoit moamucu 'OCT P 34.10-2001.

2.1.5. Peaamsanusa 'OCT P 34.10-2012

I'OCT P 34.10-2012 [4] ycranaBiuBaeT npoueaypsl popmupoBanus 1 nposepku Jl1,
peanu3yeMoil ¢ UCIIOJIb30BaHUEM OIEpalUil IPyNIbl TOUEK JUIMNTUUECKON KPUBOH, ONPENEIeHHON Ha
KOHEUYHBIM IPOCTBIM HOJIEM.

Croiikocts D11, popmupyemoii B coorBercTBrH ¢ ['OCT P 34.10-2012, ocHOBBIBaeTCs Ha
CJIOKHOCTH BBIYUCIICHUS JUCKPETHOTO JIorapudmMa B IpyIIe TOUEK IUIMIITHYECKOH KPUBOM, a TaKKe
cToiKocTH ucnoib3yemoit xam-pynkunu no FOCT P 34.11-2012 [6].

DJIeKTPOHHAS MOJIIUCH COCTOUT M3 JIBYX LIENBIX YKCE M BRIYUCIIAETCS C MOMOIIBIO HAbopa
npaBwi, 3anaBaemMbix ctannaptom I'OCT P 34.10-2012.

[MTapametpsl cuctemsl D11 He SBISIFOTCS CEKPETHBIMU, KOHKPETHBIH HA00Op MX 3HAYEHUH MOXKET
OBITH OOLIMM /TSI TPYIIIBI [TOJIb30BATENIEH.

2.2. KiroueBble HOCUTEIHN

Kpunrorpaduueckie K04 1 BCioMorarelibHble JaHHble (MACKH U T.I1.), UCTIOJIb3yEeMbIE B
CK3U «Kpurnro-KOM 3.4, GyaeM HasbBaTh KI0UeBOH MHbOpPMAIHeii', a MArHHTHbIC HOCHTEITH H
JpyTHe BHEUIHUE YCTPOHCTBA, Ha KOTOPHIE 3alIMChIBAIOTCS KIIOYH IPU (POPMHUPOBAHUY - KIIOYEGbIMU
Hocumensamu.

Jnsa xpanenus knroueBor uHGopmarun B CK3U «Kpunro-KOM 3.4» moryT O5ITh
MCTIOIB30BaHBI CIICAYIOIINE THITHI KIFOYEBBIX HocuTenel (cm. Tabmuma 1):

Tabnuna 1
Tun KI1I04eBOro HOCUTENS YpOBeHb 3aILUTHI
Hakomnurenn Ha rThokom MaruutHoM qucke (HITM/T) KCl1, KC2
Pa3ensr HakonuTeNel Ha jxecTkoM MarHuTHOM jucke (HXKMJT) KC1, KC2
Cwmennble Hocutenn ¢ uHTepdeticom USB KC1, KC2
DnexTponnbie kitoun ¢ nHTepdeiicom USB (eToken, Rutoken u mp.) KC1, KC2
Kpunrorpaduueckue ycTpoiicTBa, epeuncieHHsie B Tabmuia 2 KC1, KC2
KapTsr Gpmam-mramstu KC1, KC2
Peectp Windows KC1, KC2

[Ipumeuanne. XpaHEeHHE 3aKPHITHIX KIIOUEH B pa3zmene xecTkoro nucka u B peectpe OC Windows
JIOITYCKAeTCs TOJNBKO TPH YCJIOBHH paciipoctpanenus Ha OBM (umu cremusiii HXKM/]
OBM) TpeGoBaHMit 10 OOPALIEHHUIO C KITFOUEBBIMU HOCHUTEISIMH.

' dopmupoBanue KiI0UEBOI HHYOPMALIMH JOIKHO BBINONHATECS C OMOILBIO
CIELMaIN3UPOBAHHOTIO IPOrPaMMHOTO o0ecrieueHus1, paspadoraHHoro ¢ ucronszoBannem CK3U,
ceprudpunupoBanHoro ®Ch Poccun.
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2.3. KuawueBble HOCUTEJIH C HEIKCIIOPTUPYEMBIMH KJIKYAMHU

CK3U «Kpunro-KOM 3.4» (BapuanTs! HcTIONHEHHS 42, 43) MOXKET oOpamaThest yepes
uaTepdeiic PKCS#11 k kpunrorpaguyeckiM yCTpOHCTBaM, pealn3yIomuM GYHKIINH TeHePanu
kmoueit, coznanus O, mposepku D11, xammpoBanwus, MUPPOBaHUs, KIIOYEBOr0 0OMEHa, TeHEpaIiH
CIIy4alHbIX I10CJIE0BATEIBHOCTEN U Ap. JJaHHBIE yCTPOMCTBA MOTYT TaK)K€E UCIIOJIb30BATHCS IS
XpaHEHHS 3aKPBITHIX KIIFOYEH B HEAKCIIOPTUPYEMOM BHE, HCKIIIOYAIOIIEM BO3MOXKHOCTD MX
CUNTBIBaAHNS BO BHCUIHIOIO IMMaMATh WM KONIMPOBAHUE HA [lpyFOﬁ HOCHUTCIJIb.

CK3U «Kpunro-KOM 3.3» (BapuaHThI HCTIONHEHHS 42, 43) MOXKET MCIIOJIE30BaTh MEXaHU3MBI
(reneparmust kimodeit, cozgarne JI1, mposepka DI, xammupoBanue, muppoBaHUe, KIIFOYEBOH OOMEH,
reHepalys CIyJaiiHbIX IT0CIeA0BaTEeNbHOCTEH U Ap.), peau30BaHHbIC B KPUNITOIpadhUECKIX
YCTPOHCTBAaX, COBMECTHO C IIPOTPaMMHOH peanu3amuen kpunrorpadudaeckux anroputmo CK3U1U
«Kpunto-KOM 3.3» (x3mupoBanue, MUPPOBAHUE U IP.).

[lepedens kpunrorpadpudeckux ycrporcTs, mopaepxxknBaemMbrx CK3U «Kpunro-KOM 3.3»
(BapuanTh ncnonHeHus 42, 43), npusenéH B Tabmmma 2:

Ta6muma 2
Tun xkpuntorpaduyeckoro ycrpoiicraa [IpeanpusiTue-u3roToBUTENb
PYTOKEH OIII1 3A0 «AktuB-coht, 000 «AHKAI»
eToken 'OCT/JaCarta TOCT 3A0 «Anamgun P.JI.»
ESMART Token 'OCT OAO «HUMMD u 3aBog Mukpon»

[Mpumeuanne. CK3U, peann3oBaHHbIE C UCIIOIB30BAHUEM YCTPOMCTB, epeurciaeHHbIX B Tabiuna 2,
JIOJDKHBI OBITH cepTudunmpoBansl o TpedoBanusmM PCh Poccun xk CK3U no knaccy
KC1, KC2 nnu KC3.
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3. OBUIEE OITMCAHME KJIIOUEBOM CUCTEMBI CK3H
«KPHIITO-KOM 3.4»

KiroueBas cucrema CK3U «Kpunto-KOM 3.4y (BapuaHThI uctionHeHUs 42, 43) opHeHTHpOBaHA
Ha COBMECTHOE MCIIOJIb30BAaHNE OJHOKIIOUEBBIX U JBYXKIIOUEBBIX KPHUIITOCHCTEM.

B cucremax 3amutsl nHpopmanuu, nocrpoeHHsx Ha 6aze CK3U «Kpunto-KOM 3.4»
(BapuaHTbI UcTIONHEHUS 42, 43), OTKPBITHIE KIIIOUHX (KIF0UHM 1TpoBepKH D11 1 OTKpHITHIE KITIOYH
KJIFOUEBOTr0 0OMEHa) MOJIb30BaTeIICH NCIIONIB3YIOTCS, XPAHATCS M MIEpeatoTCsl 110 KaHallaM CBSI3U B BUJIE
UPPOBHIX cepTUUKATOB (cM. 11.3.1.3), KoTOpEIe HOPMHUPYIOTCS U 3aBEPSAIOTCS B Y JOCTOBEPAIOIIEM
nerTpe (cm.a. 4.1).

Y nocrosepsitoriuii ieHTp (Y1) B Jinie riaBHOro aaMuHucTparopa 0ezonacHoctu Y1 (manee —
aJIMIHUCTPATOp 0E30MACHOCTH) OTBEUYACT 33 a/IMUHIUCTPUPOBAHUE ITOJCUCTEMBI YIIPABICHUS
OTKPBITHIMU KJTFOUaMH, 00ECIICYMBAFOIIEH KOHTPOII 32 BHIIOJTHEHUEM BCEX MPOIEIYP, CBSI3aHHBIX C
(hopMupoBaHHEM, peTUCTpaIiel, XpaHCHHEM U OOHOBIICHHEM KIIFOUEBBIX HOCHTEIECH YYaCTHUKOB
3aIAIIEHHON CUCTEMBL.

VYupasnenue otkpbiThiMu KitouamMu CK3U «Kpunto-KOM 3.4 MoxeT 00eciednBaThCs JIFOOBIM
VY1, ceprudpuunposannsiM PCh Pocenn o «TpeboBaHUsIM K CpEICTBaM YI0CTOBEPSIOIIETO LIEHTPA
(mpunoxxenue k [Ipukasy @CB Poccuiickoit @enepanuu Ne 796 ot 27.12.2011) u popmupyrommm
cepTH(UKaThI U criucky 0To3BaHHBIX ceprudukaroB (COC) B coorBercTBUM ¢ Pexomennanmsmu [TU-T
X.509 [9] (manee - X.509) u IETF RFC 3280 [10], RFC 4491 [12] (manee - PKIX), a Taxxe
pexoMeHpanusamu Texaudeckoro komurera 026 Poccranmapra.

B 3aBucuMocTH OT TpeOOBaHMIl MOJUTUKH OE30IIaCHOCTH 3KCIUTyaTHPYIOLIEH OpraHu3aln,
CK3H «Kpunto-KOM 3.4y (BapuanTsl ucrionHenus 42, 43) nomyckaer BO3MOXXHOCTb (hOPMHUPOBAHUS
KpHITITOrpaduuecKux KIIto4eH 1mojbp30BaTesiell Kak JeleHTPaIN30BaHo - CAMOCTOSITEIEHO CAMUMH
MOJIB30BATENSIMU Ha CBOMX Pabd0OYNX MECTax, TaK U LEHTPaJIM30BaHO — aAMUHHUCTPATOPOM
6e3omacHoCTH.

3.1. KaoueBas nngopmanus

3.1.1. CumMeTpHYHBbIe KJIOYY U(POBAHUS

B CK3U «Kpunto-KOM 3.4» (BapuaHTHI HCTIONHEHHUS 42, 43) 1151 CHMMETPHIHBIX
KPHUIITOIPEOOpa30BaHUN MCIIONB3YETCS OHOKIIOYEBOH aaropuT™ mu(poBaHus ¢ ITMHOH Kiroda 256
OuT, BRIIOTHEHHBIN B cooTBEeTCTBHHU ¢ Tpeboanusamu ['OCT 28147-89 [2] u peanuzyromuit
CIIEIIYIOIIE PEKHMBI:

® [POCTOM 3aMEHBI;

® TaMMHpPOBaHUS;

® TaMMHpPOBaHUS C OOPATHOMN CBS3BIO;
e BBIPAOOTKH UMHUTOBCTABKH.

Pexxum mpocToii 3aMeHbI I0JKEH MCIIOIb30BaThCs TOJIBKO JUIS 3aIM(ppOBaHIs/pacinppoBaHus
KpHITTOrpaduuecKux KIto4e, pexxuMbl TAaMMUPOBAHUS 1 TAMMHUPOBAHUSI ¢ 0OpaTHOM CBS3BIO - IS
3ammudpoBanust/pacurpoBaHus HHPOPMAIIH, PEKIM BEIPAaOOTKH IMHUTOBCTABKH - JIJIS
HOATBEPKICHUS IETOCTHOCTH HH(POPMALIUH.

[Moncucrema ynpasienust kiaroueBoit nHpopmanmuu CK3U «Kpunro-KOM 3.4y (BapuaHThI
ucrionHenus 42, 43) ucnonp3yer AMHaMUYecKoe (opMUpPOBaHNE CHMMETPUYHBIX KITI0UYen
mugpoBanus, yaosiersopstomux tpedosanusivm 'OCT 28147-89.

[Tpu nuHaMUYECKO reHepaly CMMMETPUYHbIE KIIF0UU (GOpMHUPYIOTCS IO Mepe HE0OXOIMMOCTH
npuIIoKeHusIMH, nmoctpoeHHbIMH Ha 6a3e CK3U «Kpunto-KOM 3.4» (BapuanTs! ucnonnenus 42, 43), ¢
UCIIOJIb30BaHHEM METO/0B OTKPBITOTO PACIPENECICHUS KIIFOUEH.

3.1.2. Kuarouu 3JIeKTPOHHOM MOANMCH U KJIIOYEeBOro o0MeHa

CK3U «Kpunto-KOM 3.4y (BapuaHThl UCTIOMHEHUS 42, 43) moaaep >KuBaeT KPUIITOCUCTEMBI C
OTKPBITBIM PacCIpee/IeHHeM KIIF0Uei, IPE/IIoIaraolie HaTnuie y KaKI0To MoJb30BaTes Hapbl
KJIFOUEH - 3aKPBITOTO U OTKPBITOTO.

B mpunoxennsx Ha 6aze CK3U «Kpunro-KOM 3.4 (BapuaHThl ucnonHeHus 42, 43),
UCIIONB3YIOMINX aCHMMETPHYHBIE KPHIITOCUCTEMBI, 3aKPBITBII KIF0Y MOXKET IPUMEHATHCS KaK UL
CO3/IaHHMs IESKTPOHHOM MOAIUCH, TaK ¥ P KITI0YEeBOM oOMeHe. VIcrop30BaHue 3aKPhITOrO KIIF0Ya B
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kadyecTBe Kiroua DI u/nimm KIro4eBoro 0OMeHa OnpeaessieTCsl CBEICHUSIMU, YKa3aHHBIMU B
cepTU(HUKATEe COOTBETCTBYIOIIETO OTKPHITOrO Kiroua (cM.11. 3.1.3).

3.1.2.1. Kiarouu KJI1049eBoro ooMeHa

B CK3U «Kpunto-KOM 3.4» (BapuanTs! ucnionHenust 42, 43) s 3amudpoBaHus U
pactmpoBanusi ”HPOPMALIUHU UCTIONIB3YETCs OOIUIT CeKPEeTHBIN KiTto4 cBsi3u (B coorBercTBuH ¢ [OCT
28147-89). ®opMupoBaHue 00IIEro CEKPETHOIO KITF0Ya CBSI3H TS MI(POBaHuUs HHOPMAIIHN
BBITIOJIHACTCA C UCIIOJIB30BAHUEM 3aKPBITOI'O KJIt0Ya KIIFOUECBOI'O O6MeHa OTIIPABUTEIIA U OTKPBITOT'O
KJIFOUa KIIFOUEBOro 0OMeHa IoJrydarelis, a s paciuudpoBaHust HHOOPMALMH - C HCIIOJIb30BaHUEM
3aKpBITOTO KIIF0Ua KIIFOUYEBOr0 OOMEHA T0JIydaTelisi U OTKPBITOro KiIlo4ya KIH4YeBoro ooMeHa
otmpaButes. [Ipu 3TOM 3aKPBITHIN M OTKPHITHIA KIFOYH KJIFOYEBOr0 00MEHa MOTYT OBITh BPEMEHHBIMU
(oHOPA30BBIMU).

3.1.2.2. Kiuo4u 3J1eKTPOHHO MOANMUCH

B CK3U «Kpunto-KOM 3.4» (Bapuants! ucnioianenus 42, 43) nist GopMUpOBaHUsI SJIEKTPOHOU
MOJIUCH PEATU30BaHbI IBYXKIIIOUEBbIC aJITOPUTMbI, BHIITOJHEHHBIE B COOTBETCTBUHU C TPEOOBaHUSIMHU
I'OCT P 34.10-2001 [3], TOCT P 34.10-2012 [4], a Taxoxe ajIropuTMbl BEIYUCICHUS (DYHKLIUH
X3UIMPOBaHUS, BEIIOJIHEHHbIE B cooTBeTcTBHU ¢ TpeboBanmsiMu [OCT P 34.11-94 [5], TOCT P 34.11-
2012 [6].

[Tpu hopmupoBaHNH 3TEKTPOHHON MOAIICH HCTIONB3yeTcs Kirod JDI1 monp3oBaTens, a mpu
MPOBEPKe MONUCH — ero KiIrou rnposepku DI1. B mpouecce popMupoBaHust MOAMNUCH UCXOIHOE
COOOIICHHE TIPOU3BOIBHOTO 00BeMa Mpeodpa3yeTcst B X3II-3HAYCHUE JUTMHOM 256 nm 512 our.

3.1.3. Ceprudukarbl OTKPHITHIX KJIKYEl U CIMCKU 0TO3BAHHBIX
cepTuUKaTOB

B acummerpuuHBIX KpHIITOCHCTEMaX, moctpoeHHbIX Ha 6aze CK3U «Kpunro-KOM 3.4»
(BapuaHTbI UcTIONHEHUS 42, 43), OTKPBITHIN KII0Y (KJIF04 IpoBepkH D11 1 OTKPBITHIH KITFOY KIIIOYEBOTO
00MeHa) MOXKHO HCIIOJIb30BaTh TOJIBKO IIPH YCIIOBUH JJOCTOBEPHOT'O MOJATBEPXKACHHS €0 IMOJUIMHHOCTH
(oTCyTCTBHE MCKXEHUH M MPUHAUIC)KHOCTD OIIPEAEIEHHOMY JIHILY ), YTO MOJKET OBITh 00€CIIeYeHO:

® 3aBEpeHMEM OTKPBITOTO KJII0Ua TPeThell JOBEpEHHOI CTOPOHOM (MCII0JIb30BaHUE OTKPBITOIO
KJIFOYa B COCTaBe HU(PPOBOTO cepTHdUKaTa, 3aBEPEHHOT0 Y I0CTOBEPSIOIINM LIEHTPOM, HITH
HOTapHaJbHOE 3aBEPEHNE KOIIMU OTKPBITOTO KJIF0Ua Ha OyMa)KHOM HOCHUTEJIE,
COOCTBEHHOPYYHO MOJIMCAHHOM BIIJIENIBIIEM KITIOYA);

e 00MEHOM OTKPBITBIMH KJIFOYaMHU B3aMMOJICHCTBYIOIMX CTOPOH IIPH MX JIMYHOM BCTpeye;

® JIOBEpEHHBIM PacIpOCTPAHEHUEM M XPAaHEHHEM OTKPBITHIX KIIIOYEH B BUAE CIIPABOYHHUKOB.

[udpoBsiM cepTHGPHUKATOM OTKPHITOTO KITFOYa HA3bIBACTCS CTPYKTYPHUPOBAHHBIN JBOUYHBIN
HaOop maHHBIX B hopmate, onpeneneHHoM Pekomennarusivu ITU-T X.509 [9], Brarodarorimii
CJISIYIOIYI0 HHPOPMAITUIO:

YHUKaJbHBIN CepUitHbI HOMEp cepTHduKaTa;

UACHTU(PHUKATOP aNTOPHUTMA, UCIOIB3YyEMOTO ISl TOIIHCH;

YHHUKAJILHOE UMsI U3J1aTelsl cepTuduKara;

JIaThl HavYalla 1 OKOHYaHUsI CpoKa AEHCTBUS cepTU(HKATa;

MMsI TI0JIb30BATeIs I 00BbEKTa CUCTEMBI, OJJHO3HAYHO HIACHTH(UIMPYIOIIETO ero B paMKax

JTAaHHOW CHCTEMBI;

e yuH(pOopMaUIO 00 OTKPHITOM KIIIOYE HOIB30BATEIS MM 00BEKTE CHCTEMBI: NICHTU(HHKATOP
aNropUTMa M COOCTBEHHO OTKPBITHIA KITFOY;

e IOTIOJTHUTEJBHEIEC aTPHUOYTHI (pacIIupeHsi) cepTru(UKaTa, ONpeAeISIoIre Ha3HAYCHNE
KITI0Ya B COOTBETCTBHH C TPEOOBAHUSAMH €TO UCTIONB30BaHUS B CHCTEME;

e DIl uznarens ceprudukara (ynonnomouenHoro juna YII).

CeprudukaToM KIII04a IIPOBEPKHU 3JIEKTPOHHOU moamnucy (cepTudukar kiroya nposepku JI1) B
tepmuHOTIOTHH Ne 63-D3 «O0 31eKTPOHHOI MTOMTUCH» HA3BIBACTCS IIEKTPOHHBIN JOKYMEHT HITH
JIOKYMEHT Ha OyMaXHOM HOCHTeINe, BRIIaHHBIN Y1 1160 noBepeHHsM oM Y11 1 moaTBepkaaromnui
MIPUHAAJICKHOCTE Kifoda npoBepku D11 Bruanensity ceprudukara kiroua nposepku I [1].

B CK3U «Kpunto-KOM 3.4» (Bapuants! ucrioiaaeHus 42, 43) cepTurKaToM MOXET CITy>KHTh
dpoBoii cepTuduKaT OTKpHITOro Kitoda B popmare X.509, a Tarxoke ydeTHasi KapTouka,
IpeACTaBIsIoNnas co00it OyMaxHbIi OJaHK, HA KOTOPOM pacliedaTaHbl OTKPBITHIA KITI0Y U PEKBU3HUTHI
MIOJTb30BATEIIsl, 3aBEPEHHBIC MIEYaThI0 ¥ MOAHICHIO YIIOTHOMOUYeHHOTO Jinna Y1 (axMuHnCTpaTopa nmm
aJIMAHUCTpaTOpa 0€30IaCHOCTH).
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OTKpBITHIE KIIIOYM MOJIb30BaTeNe! IepealoTCs Ha PErHCTPALIUIO U ITOCTIE YOO
ceprudukanuio B Y1 B cocrase 3ampoca Ha cepTudukar. 3arnpocsl Ha cepTU(PHUKATH MOTYT
(hopMupoBaThCs MPUIIOKEHUIMHE, TocTpoeHHBIMU Ha 0a3e CK3U «Kpunto-KOM 3.4».

[Tpu paboTe C OTKPBITHIMH KJIFOYaMH TOJI30BATENI0 HEOOXOAUMO UMETh CIIPAaBOYHUK OTKPBITHIX
KITIIOUel APYTHX Mmob30oBaTenei. JloBeaeHue 1o moap30BaTenneil 1 0OHOBICHHE JAHHBIX CIIPABOYHHUKOB
SIBIISICTCS 33]aucii aIMHUHUCTPATOPa OC30MACHOCTH.

ITpu perucrparyy HOBOTO MOJIB30BATENSI WIIM TIPH BBIBOJIE U3 IEHCTBUS paHee
3apEeTHCTPUPOBAHHBIX KIIIOUEH, BCE MOJIH30BATENN CETH KOH(PUACHIIMAIBEHON CBA3H OJDKHBI OOHOBIISITH
CBOU JIOKAJIbHBIE CIIPAaBOYHUKH OTKPBITHIX KITIOUEH.

PermameHT paboOTHI CO CIIPAaBOYHUKAMH OTKPBITHIX KIFOUYEH ONPEIEIIACTCS OpraHu3aIluei,
skcruryarupyronieir CK3U, u 3akpernisiercst 00 B BUIIE OTACIBHOTO JOKYMEHTA, TUOO BXOTUT B
COCTaB JOJDKHOCTHOM MHCTPYKIMU aIMUHHCTpaTopa Oe3omacHocTH. [1pn co3mannu mogo6HOTro
periaMeHTa He0OXOIUMO YIUTHIBATh CIEAYIOINE PEKOMECH AN :

® CIIPaBOYHMK OTKPBITHIX KIIOYEH TpeOyeT NepHoANIEeCKOro OOHOBIICHUS 110 MEpe U3MEHEHHUS
WM 100aBJIeHUs KIII0Ueil B JaHHOM CIIPaBOYHHUKE; OOHOBJIEHHE CIIPABOYHUKOB MOKET OBITh
MOCTPOEHO JIMOO0 MO MPUHIUITY NPUHYANTEIBHON PACCHUIKH, JINOO0 110 NPUHLIUITY
OIyOJIMKOBAaHUS B OOIIENOCTYIMHBIX HCTOYHIKAX (Hampumep, depe3 LDAP cepsep);

® IIpH NCTIOJIb30BAHUH B IIPHKJIATHOM ITPOTPAMMHOM O00ECIIEUCHUH KPUNTOrpahuIECcKuX
(hyHKIMI HEOOXOANMO 00ECTIEYNTh KOHTPOJIb aKTyaIbHOCTH CIIPABOYHUKA Ha JAaHHBIN
MOMEHT BPEMEHH;

e 1pu OOHOBJIEHHH CIIPABOYHHKOB OTKPBITHIX KIIFOUEH CTapble CIIPABOYHHUKU C OTKPBITHIMU
KIIFOUaMH TOAIICH HEOOXOIMMO COXPaHATh B apXUBE JUIS TOCIEIYIOIINX MpoLeayp pasdopa
KOH(JIMKTHBIX cUTyanui (cM. 1. 4.2);

e 4TOOBI HCKIIIOYHTH MOJACIKY CIIPABOYHHMKA CEPTU(PHKATOB, P KaXKOM HCIIOJIb30BAHUH
cepTH(UKaTa OTKPHITOTO KJII0Ya JI0JDKHA BIITOJIHATEHCS poBepka noanucu Y1 mox
cepTH(UKATOM.

VII moxeT 0To3BaTh (3a0JI0KUPOBATH) BEIIAHHBIN UM cepTH(UKAT (HarIpuMep, B CIydae
KOMITPOMETAIIMM COOTBETCTBYIOLIETO 3aKPBITOro Kitoua). [y JoBeieHust 10 ob3oBareeit
nHpopmanmu 00 0TO3BaHHBIX cepThdrkaTax Y1 BbllTycKaeT CIIMCKU OTO3BaHHBIX CEPTH(HUKATOB
(COC), 3aBepeHHbBIE AEKTPOHHOM moanuchio Y1 u BKiTrovaroiue B cedst epeveHb CEPUITHBIX HOMEPOB
cepTH(MKATOB, OTO3BAHHBIX HA OIPE/ICICHHBII MOMEHT BPEMEHH.

YT06B! HCKITIOUUTH BO3MOXHOCTh HCIIOJIB30BAHUS CKOMIIPOMETHPOBAHHOTO MJIH OTO3BAHHOTO
cepTudukara, Hapsay ¢ IpoBepkoii moxnucy Y1 nmox cepTuduxaToM 10KEH BBIIOIHATHCS OMCK
CCBUIKM Ha JIaHHBIH CEpPTU(HKAT B CIIMCKE OTO3BAHHBIX CEPTH(UKATOB U NpoBepKa noanucu Y1 mox
CIIHCKOM.

3.2. KiuaroueBasi cucremMa

3.2.1. CrpyKTrypa KJIKYeBOro XpaHWJIMIIA

B «Kpunto-KOM 3.4 (BapuaHThl ucIONHEHUS 42, 43) peann3oBaHa KOHIETLUS XpaHWINIIA
(unu KOHTelHepa) KIToYel 1 JOTOIHUTEIBHOH CiTy>keOHON MH(pOpMAIHH, IPEayCMaTPUBAIOIIAs HX
XpaHeHue Moo B 3aIM(ppOBaHHOM, JINOO B 3aMaCKUPOBAHHOM BHIIE.

B xoHTeliHEp BKIIIOUAIOTCS:

® TJIaBHBIN KIIIOY;

® MAacCKH TJIaBHOTO KITFOYa;

o oy mudposanus kmoueil (key encryption key - KEK); 3ammdpoBan Ha rimaBHOM KITIOUe;

® BEKTOp COCTOSHUS (MHUIHATH3UPYIOMIAs TOCIEI0BATEIBHOCTD) IS IPOrPAMMHOTO JaTYhKa
CITy4aHBIX YHcell (MOXKET OTCYTCTBOBaTh, cM.11.3.2.2); 3ammppoBan Ha KEK;

® IIPOM3BOJILHOE KOJHMUYECTBO KJIFOUYEH 3JIEKTPOHHOM MOANMUCH U KIF0UEBOro 0OMeHa,
3amm¢pposanHbix Ha KEK.

B xpanunuiie peann3oBaH MEXaHH3M KOHTPOJIS IEIOCTHOCTH OOBEKTOB C HCIOIb30BAHUEM
HMHUTOBCTaBKH, Beruncisiemoii mo 'OCT 28147-89.

CK3U «Kpunto-KOM 3.4y (BapuaHThl uctionHenust 42, 43) npegycMarpuBaeT XpaHeHHe
TJIAaBHOTO KJIFOYa U BEKTOpPA COCTOSHHS POTPAaMMHOTO JIaTYMKA CIydIaifHBIX dncel (€Cau OH
HCTIONB3YeTCs) B (aiiiax, pacroyiaraéMbIX Ha OJJHOM M3 HOCHTENEH, IepeUNCICHHBIX B 1.2.2.

Crioco6 xpaHeHHUs APYTHX OOBEKTOB KIIFOYCBOH CHCTEMBI HE OrOBAPHBACTCSL.
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Macku rjiaBHOro Kjiroda PECKOMEHAYCTCA XpaHUTL OTAC/ILHO OT I'NIaBHOT'O KJIrO4a (Ha Apyrom
HOCHTEJIE).

OIHOBpEMEHHO MOYKET UCIOJB30BATHCS MTPOM3BOIBLHOE YUCIO KOHTEHHEPOB (XPaHUIINIIY).

[Mpunosxenusi, noctpoennsie Ha 6aze CK3U «Kpunto-KOM 3.4 (BapraHTbI HCTIOJHEHUS 42,
43) MOT'YT HCIIOJIb30BATh JONOJHUTEIbHBIE METO/IBI 3aIIUTHI KIIF0UEBON HH(pOPMAIMK (HarpuMmep,
MapOJIBbHYIO 3AIUTY OO0 OPraHU3alMOHHO-TEXHUYECKOE pa3/ielieHHe KIIF04a Ha HECKOJIBKO JacTeil).

3.2.2. ®opMupoBaHue KJIW4YeBOi HH(popManuu

B CK3U «Kpunto-KOM 3.4» (Bapuants! uctioianenus 42, 43) xmoun D11 1 3aKpbIThIE KITIOYX
KJIFOUeBOTro 0OMeHa pOpMHUPYIOTCS C MOMOLIBIO ANNapaTHOTO WM IIPOrPaMMHOTO JaTUUKa CITy4aiHBIX
yucen (JACY).

B xauecTBe HCTOYHMKA aNNapaTHO-TEHEPUPYEMBIX CIIyJaWHBIX YHCEI MOTYT UCIIOJIb30BATHCS
¢uznueckue JICY cienyromumx nporpaMMHO-aIapaTHbIX CPEJICTB 3aIllluThl MHPOPMALUH, IPU HATUYUH
neiictByromero ceprudukara ®CB Poccuu':

e [TAK 3ammter ot HCJI «Co6omp» (Bepcun kona pacmupenus BIOS 1.0.99, 1.0.180);
e (C3U HCH «Axkopa-AMJI3» (Bepcus 3.2);

o AIIM/I3 «Kpuntou-3AMOK/K» (u3nenne M-526A);

o  AINIM/I3 «Kpuntou-3AMOK/Y» (u3nenne M-526B).

HcToYHNKHM anmapaTHO-TeHEPUPYEMBIX CIIYYaifHBIX YHUCEN MOTYT UCIIOIB30BaThCS TOIBKO IPH
Ham4ny aeficTytomiero ceprudukara @Ch Poccun.

CDyHKLlI/lH TeHepaluu cnyqaﬁﬂmx YHCECJI aBTOMATHYCCKHU OIIPEACIACT HATMYNUEC OAHOT'O U3
MEPEUUCICHHBIX yc’I‘pOﬁCTB 1 yCTaHAaBJINBACT COOTBGTCTBy}OHII/Iﬁ METOA IreHepanuun CJ'[y‘laﬁHBIX YHUCCII.

IIporpammusnii gatauk caydainsix gucen (IIICY) ctpourcs Ha OCHOBE TaMMHPOBAHHS 110
anroputMy ['OCT 28147-89 1 MoxeT ObITh HHUIIMATU3UPOBAH:

e OT (U3UYECKOTO JATYMKA CITyYAWHBIX YHUCEIT IEPEUUCIICHHBIX BBIIIE MPOTPAMMHO-
anmapaTHBIX CPEJCTB 3aIUTHI HH(pOpMALIUHL;

® OT MPOTPaMMHO-KJIABHATYPHOW KOMIIOHEHTHI (Ononormueckuii ICY);

® 0T BEKTOpa COCTOSHUS (MHULIMANM3upylomei nocienosatensHocT) IIJICY, coxpaneHHOTO
B KOHTEKCTE KIIFOUEBOr0 KOHTEHHEepa.

ITpn nannmanu3anuu 6uosnormyeckoro JCY monp30BaTesnto IpeuiaraeTesi BBECTH CHMBOJIBI C
KJIaBHATYPHI (JOMOTHUTEIBHO MOTYT HCIIOIB30BATHCS COOBITHS OT MaHUITYJIITOPA «MBIIb). [Tocie
BBO/Ia ITOJIH30BATEIEM CUMBOJIA (WJIU TI0 COOBITHIO OT «MBIIII» ) IPOU3BOIUTCS CYUTHIBAHUE 3HAYCHUS
CYeTUYHMKa TAaKTOB IIpolieccopa. B npoliecce nHUIMATU3aLUH TPOU3BOANTCS ONICPATUBHBIH
CTaTHCTHUYECKUN KOHTPOJIb Ka4eCTBa 3HAYCHUH CUETUNKA TAKTOB MIPOIIECCOPa U aBTOMATHYECKU
OIIPEIETISIETCSI HEOOXOANMOE KOJIMYECTBO MOMBITOK. JJOMOTHUTEIBHO MOTYT CUNTHIBATHCS 3HAUCHHS
JPYTUX CYETYMKOB: CYETYNKOB CUCTEMHOTO BPEMEHH U LIUKIIMUECKUX CUETYUKOB, 3aIlyCKaeMbIX B
OT/EJBbHBIX IOTOKaX. Pe3yNbTaThl MONBITOK HE3aBUCUMO JIPYT OT Jpyra 00pabaThIBAIOTCS C TIOMOILBIO
¢ynkyn xsmuposanust o [OCT P 34.11-94, a B koHIe pabOTHI aITOPUTMA CKJIA/IBIBAIOTCS 10
Moxymo 2. PesynbraToM paboThl allropuT™Ma SIBISETCS MacCHB CIIyYailHBIX JaHHBIX pazMepoM 256 our,
KOTOPBII HCNOIB3YETCs U MHULMAINA3AUH IPOrPaMMHOI0 JaTUMKa CIIyYaiHbIX YUCEIL.

Bekrtop cocTosiHus (MHUIMATH3UpPYIOLIas mociaenoBarenbHocTh) [1JICY MoxeT ObITh COXpaHEH B
3amKn(pOBaHHOM BHJIE, B KOHTEKCTE KIIIOYEBOro KOHTelHepa (cM. 11.3.2.1) 1 o3 1Hee UCIIob30BaH Mpu
nocnenywomen nauuanuzanuu [JICY.

IToBTOopHOE McTONB30BaHNe BekTopa coctostaus [1J[CY HegomycTHMO, TO3TOMY BEKTOP
COCTOSIHUS IOJDKCH YHUUTOXKATHCSI Cpas3y MOCIIE CUNTHIBAHMS ¢ HOCUTENS, HA KOTOPOM OH OBLI
coxpaneH. [1o 3Toif jxe MpuYrHe IpU CO3IaHUH PE3EPBHBIX KOMUM KITFOYEBBIX HOCUTENIEH HE
JIOTTYCKaeTCsl KOMUPOBAHUE BEKTOPA COCTOSHHUSI.

B xayecTBe HCTOYHMKA CITyYalHBIX YHCEN MOTYT UCIIOIB30BATHCS TAKKE KpUITOrpaduuecKue
YCTpPOUCTBa, TiepedncieHHbe B Tabmuma 2.

Be16op cniocoba ¢popmuposanus kimouer npu pabote ¢ CK3U «Kpunro-KOM 3.4» (BapuaHThI
ucrionHenus 42, 43) onpeznensercs periaiaMeHToM padoThl CeTH KOH(PHICHIINAIBHON CBSI3H U
TpeboBanusamu K ypoBHIo 3amuieHHocTH CK3U (KC1 mm KC2), ycraHOBIEHHOTO Ha pabodyeM MecTe
BJIAJIEJIbIIa KITIOUEH.

! TlepeueHp MCTOUHMKOB ANMAPATHO-TEHEPUPYEMbIX CITyUaifHBIX YHCET MOKET H3MEHATHCS H
pacIIUPATHCS.
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B CK3MU Bcex ki1accoB MOTYT UCIIOIb30BaThCs Kak (pusnyeckue, Tak 1 nporpammusie JJCY.

[Moncucrema ynpasnernus xrodeBoi nHGpopmarmeit CK3U «Kpunro-KOM 3.4» momyckaer
HECKOJIBKO CITIOCO00B (POPMHUPOBAHUS ACUMMETPUIHBIX (3aKPBITHIHA U OTKPBITHIN) KITFOUEH
MOJIb30BATENEH, OTIINYAIOIINXCS

PEeKUMOM (POPMHUPOBAHMUSL:

® [ICHTPAIM30BAHHBIN - KIIFOYH MOJIb30BaTEICH (HOPMHUPYIOTCS aIMUHICTPATOPOM
0€3011acCHOCTH U 3aTeM IEePENatoTCs M0JIb30BATENISIM;

® JICIICHTPAIM30BaHHbBIN — MOJIB30BATEIIH CAMOCTOSITEIIBHO (POPMUPYIOT KIIFOYH HA CBOMX
pabounx MecrTax;

tunoM JICY, ucronb3yemMoro mpu reHepanuy Kiroueit:

o  ¢muueckmii ICY omgnoro u3 [TAK 3amuter or HCJI, ceptudumupoBannsix @Chb Poccun;
o mporpammuslii ICY u3 cocraBa CK3U «Kpunto-KOM 3.4y;
e JICY xpurrrorpadm4ecKuX yCTPOHCTB, IEpeUnCIeHHBIX B Tabnmma 2.

B nozacucreme ynpasienus kiroueBoit napopmanueit CK3M «Kpunto-KOM 3.4» (BapuaHThI
ucrionHenus 42, 43), copMupoBaHHBIE OTKPBITHIE KIIFOUH [T0JIb30BATENIEH IepeaatoTcs Ha
ceprudukanuio B Y1I.

3.3. TpebGoBaHusA K KJIHYeBbIM HOCHUTEJIAM

Iepen 3anuchio Ha KIIFOUEBOM HOCUTEIIb KIFOUEBOH HH(OPMALMN KIIFOUEBOH HOCUTEIb JOJKEH
OBITH OT(HOPMATHPOBAH.

3akperTeie Kitoun (kmoun D11 1 3aKphIThIe KITFOYH KIFOYEBOTO 0OMEHa) MOJIh30BATENS
OTHOCATCA K KOH(UAeHIManbHOU nHpopMauu. [Tosp30BaTens JoKeH 00eCIeUnTh Haie)KHOE
XpaHEHHUE B TaiHEe CBOETO 3aKPBITOr0 KIIOYa.

[Tonmp30BaTenp HECET IEPCOHANBEHYIO OTBETCTBEHHOCTD 33 XPaHEHUE JIMYHBIX KITFOYEBBIX
HOCHUTEIIEH.

[Tpu xpaHeHuu KiIroyei Heo0X0IMMO 00eCIIeYnTh HEBO3ZMOKHOCTh IOCTYIIA K KIIFOYEBBIM
HOCHTEJISIM JIMII, He Ha3HAUYCHHBIX ISl pabOThl C KOHKPETHBIM KITHOUEBBIM HOCUTEJIEM.

3amnpelaercsi OCTaBNIsATh 0€3 KOHTPOJISl BBIUUCIUTENbHBIE CPEACTBA, Ha KOTOPBIX
skcrutyatupyercsi CK3U, nocie BBojia kiitoueBoi HHGOpMaIUN

I[Tpu neHTpaIM30BaHHOM XPaHEHUH KITIOYEBBIX HOCUTEINICH YYaCTHHKOB 3aI[HIIEHHOW CUCTEMBI
KOH(UISHIINATHHOHN CBA3H Ha MPEeNNpUATHH, dKcIuTyaTupytomemM CK3U, nommKkHEBI OBITH BBIICTCHBI
CIIeLMaNIbHBIC JIMLA, OTBETCTBEHHBIE 38 XpaHEHHE:

e aJMHHHUCTpATOpP OE30MaCHOCTH;
® aJMHHHUCTPATOp OE30IaCHOCTH TPYIIIBI OJIB30BaTEICH (aIMUHUCTPATOP TPYIIIIE).

AnMuHHECTpaTOp 0€30MaCHOCTH IPYIIIBI TOJIb30BaTEICH MOKET Ha3HAYAThCSA IIPU 3HAYNTEITBHOM
KOJIMUECTBE MOJIb30BaTes el B Opa3AeIeHUsIX IPEANPHATHS 115 Oojiee y100HOH opraHu3aluu
YIpaBJIECHUS KITIOYEBON CHCTEMON Ha MecTax. AAMUHUCTPATOpPy IPYTIbI JeEerUpyIOTCs MpaBa
perucTpaiiy NoIb30BaTelle U X KIIrouel y anMuHucTparopa 6ezomnacuoctu (Y1I).

[Tpu neHTpanTu30BaHHOM XPaHEHNH KITIOYeH aAMUHUCTPATOPHI TPYIITEl U aIMUHHCTPATOP
0e30M1aCHOCTH HECYT MEPCOHATBHYIO OTBETCTBEHHOCTH 32 XpaHEHHE JINYHBIX KITFOUEBBIX HOCHTENIEH
MOJIb30BaTENEH.

@DakT BBIAAYM KITIOYEBBIX HOCUTENEH IOJIB30BaTENIO (PUKCHpYeTCs alMIHUCTPATOPOM
6e3omacHocTy B «KypHase ydera 1 IBHKEHHS KITIOUEBBIX HOCUTEICH).

IIpu xpaHeHuu 3aKphITHIX KIIOUEH B paszaene xectkoro nucka [I9BM unu B peectpe OC
Windows pekoMeHyeTcsl HCIIOIb30BaTh MapOJIEHYIO 3alHTY.

Ipu xpanenuu kimoueit B peectpe OC Windows mitu B paszaene xecTkoro aucka 9BM
TpeOOBaHUs 110 XPAaHEHHIO JINYHBIX KIFOUEBBIX HOCHTENeH pacrpocTpanstoTes Ha O9BM (HXXM/]
9BM).

B ciygae HEBO3MOXKHOCTH OTHY>KACHHUS KIFOUEBOI'O HOCHTENIS ¢ KIIFOYEBOW HH(poOpMaLmeii ot
OBM, opraHn3anoHHO-TEXHHYECKHMH MEPOIPHATHAMH JOKEH OBITh HCKIIIOUEH JOCTYII
HapymuTenei k 9BM c ximogamu.

B ciyyae Heo0OX0IMMOCTH MPOBENICHNSI PEMOHTHBIX U PETJIAMEHTHBIX paloT aIrmapaTHOH 4acTH
CK3U mmu cpensr pyakunorupoBanus (CP) HeoOXoanMo 00ecieduTh HEBO3MOKHOCTD JOCTYIa
HapyIIUTENs K KIItoueBol nH(popMarmn, cofepkarieiics B anmapatHoi gactu CK3U/C®. KonkpeTHbIit
MIepeYeHb Mep JOJDKECH OBITh OTPENEIICH, HCXO I U3 ycioBui skcruryaTannd CK3U.
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34. JauHa kiawudeid

B CK3U «Kpunto-KOM 3.4» (BapuanTs! HcmionHeHns 42, 43) MOITyCTUMO UCTIONH30BaHIE
KIIIOYEH CleAyIOLEeH NTUHbL:

nmuna kimouer DI mo TOCT P 34.10-2012 — 256 unu 512 our;

qumHa Kmoderd nposepku D11 o T'OCT P 34.10-2012 — 512 nim 1024 6wur;

nuna kimouer DI mo TOCT P 34.10-2001 — 256 6ur;

mHa kmoder mposepku D11 mo T'OCT P 34.10-2001 — 512 6ur;

JUTHHA 3aKPBITHIX KITFOYEH KITF0YeBOT0 OOMEHA Ha AIUTHNTHISCKAX KPUBBIX — 256 win 512 Our;
JUTMHA OTKPBITHIX KITIOYEH KIII0UYEBOTO OOMEHA Ha DIUTUNITHIECKUX KPUBBIX — 512 win 1024 6wr;
e JyIMHA KiIFoYeH mdpoBanus u BeIpaboTKH nMuToBCTaBKH 1o 'OCT 28147-89 — 256 oOur.

3.4.1. Cpoku geiicTBUS KJIKHOYeH

B CK3U «Kpunto-KOM 3.4» (BapuaHTHI HcTIONHEHUS 42, 43) TOIMYyCKAIOTCS CIICIYIONINE CPOKU
JIEUCTBHUS KIIFOYEH:

® MaKCHUMaJIbHBIH CPOK AEHCTBUS 3aKpBITOro Kirtoua (kiarouya D11 u 3akpeiToro kimova
KIII0YeBOTO 0OMeHa) — 1 rox 3 Mecsna;

e MaKCHMaJIbHBII CPOK AeicTBus Kioda npoBepku D1 (ceprudukara kiroya nposepku JI1) u
OTKPBITOTO KJIF0Ya KIIF0UEBOro oOMeHa (cepTrdurkaTa OTKpHITOro Kito4ya KIF0YeBOTo
o0MeHa) — He JOJDKEH MPEBBIIIATh CPOKa JEHCTBHS COOTBETCTBYIOIIETO 3aKPHITOTO KITI0Ya
(xorroua D11 w1 3aKpBITOrO KIIF0Ya KIIF0YEBOr0 0OMeHa) Oornee yem Ha 15 jer.

Bo03MOXXHOCTB yBeIMYEHUS CpOKa JEHCTBUS 3aKPHITHIX KIIF0UEH MOXKET ObITh PacCMOTpPEHa MPHU
YCIIOBUH 00ECIICUSHHS IOTIOTHUTEIBHBIX OPraHN3allMOHHO-TEXHUUECKUX MEp 3alUThl, HCXOJS U3
KOHKPETHBIX YCIIOBHH 3KCIUTyaTallly, B IIPOLEcce MIPOBEACHUS KaKOH-1100 U3 ClIeTyIONHX padoT:

¢ OLICHKA BIMSHHMSA aNllapaTHbIX, IPOrPAMMHO-AIIAPATHBIX ¥ IPOTPAMMHBIX CPEACTB CETH
(cucTemMbl) KOHQUACHIMAIEHON CBS3H, COBMECTHO C KOTOPBIMH IPEIIOJIaraeTcs TaTHOe
¢ynkumonuposanre CK3HU, Ha BbInoIHEHHE NIPEIbSIBICHHBIX K HUIM TPEOOBaHUH;

e Ttemarnueckue uccienosanus CK3U, nocrpoennoro Ha 6aze CK3U «Kpunto-KOM 3.4»
(BapuaHThI UcTIONHEHUS 42, 43).

I[Tpy uCcrONB30BaHNUY B KAYECTBE KIIIOUEBBIX HOCHTENEH KPUIITOrpahUIeCcKuX yCTPOMCTB U3
cocraBa CK3U, obecrieunBaromux XxpaHeHHE 3aKPHITHIX KIIFOUeil B HEIKCIIOPTHPYEMOM BUE (CM.
11.2.3), MaKCUMaJIbHBIN CPOK JEHCTBUS KIIOUeH onpeaesseTcs SKCIIyaTallMOHHOM JOKyMeHTaIlel Ha
JIaHHbIE YCTPONCTBA.

3.4.2. YHHUYTOKEHME KJII0UYEBbLIX HOCHTEJIeH

3akpsIThie Kitoun (Kmroun D11 1 3aKphIThIE KITFOUH KIII0OUYEBOTO OOMEHA), BHIBEICHHBIC U3
JIEHCTBUS B pe3yNbTaTe 3aBEPIICHNS UX CPOKa JEHCTBUS, IPH JOCPOYHOM OOHOBIICHUH WIIN
KOMIIPOMETAIIHNH, TOJHKHBI OBITh YHHUTOXXEHBI ITOJIF30BATEISIMH U aIMIHUCTPAaTOpaMu O€30MacHOCTH
€O BCceX KIIo4eBbIX HocuTenen (aucker, USB-TokeHs! u ap.).

JIist yHUYTOXKEHHS KITIOYEH ¢ KIFOYEBBIX HOCUTEINCH HCIIONB3YeTCsl YTUIIUTA Wipe U3 cOCTaBa
CK3U «Kpunro-KOM 3.4» (BapuanTsl HcrionHeHus 42, 43), npenqHasHadeHHAS IS yaalueHus (ailios ¢
KJIIOYEBBIX HOCUTEJICH C peIBAPUTEIbHBIM X (PU3MUECKUM 3aTUpanueM. [1opsanok Hcnoyb30BaHus
YTHIINTHI IPUBOIUTCS B TOKyMeHTe [8].

Jucketsl, USB-TOKEHBI U IpyTHE KIFOYEBBIC HOCUTEIH JOKHBI OBITh OT(OPMATHPOBAHKI U B
JABHEHIIIEM MOTYT OBITh IOBTOPHO MCIOJIB30BAHBI TOJIBKO B KAYECTBE HOCUTENEH KIFOUEBOM
HHPOPMALINH.

®DakT yHHUYTOXKEHUS Kirouel pukcupyetcs B «KypHaiie ydera U JBHKCHHUS KITFOUCBBIX
HOCHUTEIEH.

Juist paspeinerns: KOHGJIMKTHBIX CUTYalWil, CBSI3aHHBIX ¢ TpuMeHeHneM D11, OTKpBIThIE KIHOUU
npoBepku DI TOIHKHBI COXPAHATHCS B apXHUBE OTKPHITHIX KIIFOUEH aIMUHHCTpaTopa 0€301MacHOCTH B
TEYEeHHUE CPOKa, ONPEEICHHOTO MOJIMTHKON 0€30IIaCHOCTH OpraHu3alyy.
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4. PEKOMEHJALIMU IO YIIPABJEHHUIO KJIIOUYEBOM
CUCTEMOU

B HacrosieM paszaene NpuBOAATCS pEKOMEHAALNHN IO YIPABIEHUIO KIIFOUEBOM CHCTEMOM,
OpTraHHU30BaHHOW Ha 0aze ygocToBepsromero neHTpa (YLI).

4.1. ¥YnaocroBepsawuii HEeHTP

B cersix koH(bUIEeHIMATBHON CBsI3H, co3naBaeMbix Ha 0aze CK3U «Kpunro-KOM 3.4
(BapuanTh! ncriosiHeHus 42, 43), V11 npencrasmiser co00i opraHu3alnOHHO-aIMIHICTPATHBHYIO
CTPYKTYPY, OTBEUAIOIIYIO 32 IIPOBE/ICHHE ITOJUTUKN HH(POPMAILIMOHHON O€3011aCHOCTH.

Hcnonb3oBanue Y1 obecrieynBaeT BHIIOIHEHHE BCEX HEOOXOAMMBIX MPOLIEAYD
a/IMUHUCTPUPOBAHMUS, CBS3aHHBIX C (POPMUPOBAHUEM, PETHCTPALMEl, XpaHEHHEM, OOHOBIICHHEM U
pacrpocTpaHeHueM OTKPBITHIX Kitoueil (kitodel mpoBepku D11, OTKPHITHIX KIFOUYeH KITI0YEBOTO
0o0MeHa) U KIIIOUEBBIX HOCUTEJIEH BCEX YUaCTHUKOB 3AIUIEHHON CeTH KOH(UISHINAIBHOM CBA3H.

V11 noacucTeMbl YIpaBICHUS KII0OUEBOH HH(POpMaIel JOKeH 00eCIeunBaTh BEITIOTHEHIE
[GA(5014%:011117D,€ 6aSOBI)IX (l)yHKLIPIﬁ, KOTOPLIC JOJIKHBI NOAACPKUBATHECA B COOTBETCTBHUU C IMMOJIOKCHUAMUA
Denepanpaoro 3akoHa Ne 63-03 «O06 3nekTpoHHON moamucuy» [1]:

rerepanus karoueit D11 u kiroueit mposepku D11 V1 (ymomHoMmoueHHoro numa Y1I);

(hopmupoBaHNEe KOPHEBBIX (CAMOTOIITUCAHHBIX) cepTH(HUKATOB KiItoueit mpoBepku D11 VI1I;

dbopmupoBaHue u XpaHeHHe pabOYUX U PE3EPBHBIX KIIIOUEBBIX HocHuTene Y1I;

perucTparys noJIb30BaTeleil CeTH KOHPHUICHIMATBHON CBS3H;

CO3JIaHWE U XpaHEHUE PadOYNX U PE3EPBHBIX KIIOUEBBIX HOCHTEIIEH M0JIb30BaTeNeH Mpu

LEHTPaIN30BaHHOM YIIPaBIICHUH;

e IIpUEM U PErHCTpauys 3anpocoB Ha M3JlaHNe CEPTH(PHUKATOB OTKPBITHIX KIIIOYeH
TI0JIb30BaTelIei;

e BepU(UKAIMS 3aIIPOCOB U KOHTPOJIb YHUKAJIBHOCTH OTKPBITHIX KIIIOUEH B PErHCTPHPYEMBIX
3aIpocax;

e (opmupoBaHHe CEpTHPHUKATOB OTKPHITHIX KIFOUEH ITOIB30BaTENCH;

e BBIIava CEPTUPHUKATOB OTKPHITHIX KITIOUEH T0Ih30BaTelNei B AIEKTPOHHON popMe U B

(opmMe TOKYMEHTOB Ha OYMa)KHBIX HOCHTEISX;

COXpaHEHHE 3aIIPOCOB Ha CEPTU(HUKATHI B TEUCHNE YCTAHOBIEHHOTO CPOKA XPaHECHHUS;

JTIOCTABKa CEPTH(PHUKATOB OTKPBITHIX KITFOUCH MMOJIb30BATEIISIM;

MPUOCTAHOBJICHUE U BO30OHOBIICHHE JICHCTBHS CEPTU(UKATOB, a TAK)KE UX aHHYJIUPOBaHHE;

M3rOTOBJICHHE CIIMCKOB OTO3BAHHBIX cepTHduKaToB mosb3oBateineit (COC);

BE/ICHHE peecTpa BBIIYILIECHHBIX CEPTH(HUKATOB U CIIMCKOB OTO3BaHHBIX CEPTU(PHKATOB;

BE/ICHHE )XypPHAJIOB y4eTa KIII0OUEBBIX HOCUTEJECH (3apEerHCTPUPOBAHHbIX, YHHUTOXECHHBIX,

xpansmuxcs B Y1 1 BBIJaHHBIX TOJIB30BATEISM);

® OpraHM3allus CXEMbI ONIEPATHBHOTO ONIOBEIICHHUS ITOJIb30BaTeNeil 000 BceX H3MEHEHHSIX B
ceTH (KOMIIpOMETaus KITF0UeH, BOCCTAHOBJICHNE KOH(DUACHITNAIEHON CBSI3U TIOCIIE
KOMIIPOMETAINX KITI0UeH, BKIIFOUSHNE HOBBIX IT0JIb30BaTeNeH, TUIAHOBAsA CMEHA KITF0UeH 1
T.IL);

e pa300p KOHPIUKTHBIX CUTYAIU{, CBSI3aHHBIX C JOKA3aTEIbCTBOM aBTOPCTBA AIIEKTPOHHOTO
JIOKyMEHTa, CHa0>KEHHOTO 3JIEKTPOHHOMH MOJIHCHIO U JIP.;

® [IPOBEAECHUE MEPONPHUATHUH MO JOKAIU3ALUUH U JTUKBUAALMHU MTOCIEICTBUI KOMIIPOMETAIUU

KJTFOUEH.

Y pocroBepsitoliye HEHTPbI, UCTIOIb3YEMbIE B CETSAX KOH(HICHIIUAIBHON CBSI3H, CO3aBaEMbIX Ha
6aze CK3U «Kpunro-KOM 3.4» (BapuanTs! UcTiOHEHHS 42, 43), MOJOKHBI OBITH CEPTU(UIIPOBAHBI 10
«TpeboBaHUsIM K CPEICTBaM YAOCTOBEpsIOLIero neHrpay [15].

4.2. Tlopsizok pa3doopa KOHQPIUKTHBIX CUTYalUi, CBSI3AHHBIX C
npuMeHenuem JII

[TpumeHeHne 31eKTPOHHOM ITOIIHUCH B CETH KOH(PHICHIMATIBHOU CBSI3H (Jlajiee — CUCTEMBI)
MOXET BbI3BaTh KOH(JIMKTHBIE CUTYAIUH, 3aKJIIOYAIOIIHECs] B OCIIAPUBAHUK CTOPOHAMHU (Y4aCTHUKAMU
CHCTEMBI) aBTOPCTBA M/WIIU COJIEP)KUMOT0 JOKYMEHTA, ITOIIIMCAHHOTO 3JIEKTPOHHON TIOAIHUCHIO.

Paz60op mogoOHBIX KOH(MIUKTHRIX CUTYaIlHil B COOTBETCTBUH C ACUCTBYIOLIIM
3aKOHO/IaTEJIbCTBOM M OCOOCHHOCTSAMH (hOPMHUPOBAHHUSI CaMOM 3JIEKTPOHHOM MOJIKCH TpeOyeT
le/IMeHeHl/IH CIICLIUAJIBHOT'O HpOFpaMMHOFO OGCCHe‘IeHI/Iﬂ.
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Pa3060p KOH(MIMKTHOW CUTYaIMK 3aKITF0YACTCsI B IOKA3aTEILCTBE aBTOPCTBA MOIIMTUCH
KOHKPETHOT'O 3JICKTPOHHOTO JOKYMEHTa KOHKPETHBIM UCIIOJIHUTENIEM. [laHHbIH pa300p OCHOBBIBACTCS
Ha MaTeMaTUYeCKUX CBOMCTBax anropurma Jll, peanru30BaHHOTO B COOTBETCTBUU CO CTaHAAPTAMU
Poccuiickoit ®enepanuu 'OCT 34.10-2001, TOCT P 34.10-2012, TOCT P 34.11-94 u T'OCT P 34.11-
2012, rapaHTHPYIOMINX HEBO3MOXKHOCTh MOAEIKH 3HaYeHUs D11 IF00BIM JTUIIOM, HE 00J1aIal0iM
3aKPBITBIM KITFOYOM 3JICKHPOHHOU MO IIHICH.

ITpu mposepke 3HaueHus I11 nucnons3yercs kimod nposepku 11, mapHsrii kimouy O, ¢
MOMOMIBIO0 KOTOPOT'O BHIMOJHSJIACH Nponeaypa ¢popmuposanus 1.

Ha ciryuait pa3pemieHusi CopoB B CHCTEME JIOJDKHO OBITh MPEyCMOTPEHO BEICHHE apXUBOB
kiroueii nposepku JI1 (ceprudukaro kiroueid mposepku DI1) 1 AIEKTPOHHBIX TOKyMeHTOB ¢ OI1.

Jnist pazbopa KOH(IMKTHON CUTyaluy PeKOMEHIYETCs CO3bIBATH KOMHCCHIO, COCTOSIIIIYIO H3
MIpeJCTaBUTEINCH CTOPOH, CITYKOBI 0€30ITaCHOCTH U AKCIIEPTOB (TIPH HEOOXOIUMOCTH).

CocTaB KOMUCCUH, TTOPSIIOK ee GopMUpPOBaHUS, PETIaMeHT paboThL, PACCMOTPEHHE PE3yIbTaTOB
ee paboTHI OMpeeNsieTcsl B PUIIOKEHNH K JloroBopy, 3aK/II04aeMOMY MEX/Y YYaCTHUKAMH CHCTEMBI.

OcnapuBaHHe pPe3yIbTaTOB pabOTH KOMHUCCHH U BO3MEIICHUE IOCTPAIaBIIeH CTOPOHE
MIPUHECEHHOTO yIiep0a BRITIONHACTCS B yCTAHOBICHHOM JEHCTBYIOIINM 3aKOHOIATEIILCTBOM
Poccuiickoit denepaunu nopsake.

4.2.1. Tlopsinok pa3doopa KOH(IUKTHOM CUTYallMH

Pa360p KOHGIMKTHOW CUTYaIK BBIIOIHACTCS 110 HHULIUATHUBE JI000T0 YYaCTHUKA CUCTEMBI U
BKJIFOYACT:

e IpeIbsIBICHHE IPETEH3UH OJHONU CTOPOHBI IPYroi;

e (opMupoBaHUE KOMUCCHH;

e paz00p KOHMIMKTHON CUTYyaluH;

e B3BICKAaHHME C BUHOBHOI CTOPOHBI MPUHECCHHOTO yIepoa.

[Tpu pa3dope KOH(IMKTHON CUTYaLIMH, CBSI3aHHOW ¢ IPU3HAHUEM aBTOPCTBA JIEKTPOHHON
MOJIUCH TOJ CIIOPHBIM JOKYMEHTOM, HCIOJIb3yeTcs mporpamMmuoe obecnieuenne CK3U,
ceptuunupoBanHoro ®Ch Poccun.

B 3amumieHHbIX cucTeMax, HCIOIB3YIONNX CepTH(HUKATH Kirtouel mposepku O, mposepka
MOANMNCAaHHOT'O 3JICKTPOHHOTO JOKYMEHTA BKJIIOYACT B 06651 BBITIOJITHEHUE CIICAYIOIUX HeﬂCTBMﬁZ

e onpeleieHHe cepTU(hHUKATA WM HECKOJIIBKUX CEPTUPHUKATOB, HEOOXOIUMBIX JJIs HPOBEPKH
I,

e 1posepka DII 31eKTPOHHOI0 JOKYMEHTA C MCIOJIB30BAaHUEM KaXKIIOT0 CepTU(HKATa;

e mposepka DIl kaxaoro ceprudukara, myTeM NOCTPOCHHS LIEIOUKH CEPTUPHUKATOB 10
ceprudukara riaBHoro (kopaesoro) Y1I;

® 1poBepKa AEHCTBUTEIBHOCTH CEPTH(UKATOB HA TEKYIIHMH MOMEHT BPEMEHU;

® 1pOBepKa AECHCTBUTEIBHOCTH CepTH(UKATOB HA MOMEHT (opmupoBanust JIT;

e 1nposepka orcyTcTBUs cepTrdukaros B COC.

Ecmu ceprudukar, ¢ ncrnonp3oBaHueM KOToporo mposepsieTcst D11, oTo3BaH (T.€. BKIIOYEH B
COC), xoMuccHsa MPUHUMAET PEIIeHne 0 AeicTBUTeNnbHOCTH D11 ToKyMeHTa, HCIONb3ysl JaTy CO3JaHus
JOKyMEHTa ¥ JaTy oT3biBa ceprudukara B COC.

[Tpu mposepke D11 nokymeHTa, Bepu)UKAITUH HENOYKH cepTU(HUKATOB, OTCYTCTBHH
ceprudukara B COC, cocraBnsercs «IIporokon mposepku D11», B koTopoMm HUKCHPYIOTCS
cepTUdUKaTHI KItouei nposepku D11, HCIOIb30BaHHbIE IS IPOBEPKHU, U (DaKT HOATBEPKICHUS WIH
HETIOATBEPIKACHHUS MOANUCH. JJaHHBII IPOTOKOI SBISETCS OCHOBHBIM JOKYMEHTOM pabOThl KOMHUCCHH
Y JIOJDKEH OBITh NOAIICAH BCEMH €€ WICHAMH.

B cirydae moaTBepKIeHUS SNEKTPOHHON MOIIICH, 3HaUeHHS Kitodel mposepku Ol B coctaBe
cepTH(UKATOB, yKa3aHHBIX B IPOTOKOJIE IIPOBEPKU, HEOOXOANMO CPAaBHUTH CO 3HAUCHUSAMH KITIOUeH
npoBepku DI cooTBeTCTBYIOMMX OyMa)XHBIX KOTIHH, 3aBepeHHBIX aaMuHUCTpatopoM Y1I. ITpu
COBIIAJICHUH UX 3HAUEHHH, aBTOPCTBO MOIIHCH O] JOKYMEHTOM CUUTAETCS yCTAHOBICHHBIM.

4.2.2. Cay4yan HeBO3MOKHOCTH NPOBepKH 3HaYeHus I

JlokazaTb aBTOPCTBO JIOKYMEHTA, ITOIMCAHHOTO 3JIEKTPOHHOM HOAIMCHIO, HE TPECTABISETCS
BO3MOXKHBIM TIPH OTCYTCTBHH B apXuBax Kiroda nposepku OI1 (cepTudukara kiroda nposepku JI1)
TNI0JIB30BATeEIIsl, BRIIONHHBIIEro DI1, i ero 6yMaxHOH KOIHH, 3aBEPSHHOM ITOJIb30BATENIEM H
agmuaucTpatopoM YII. B cBs3u ¢ atum, s apxuBa ¢ kmrodamu nposepku JI1 (ceptudukaramu
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Kitoueit mposepku DI1) HEOOXOIUMO EPUOUUCSCKH CO3/aBATh PE3CPBHBIC KOIHH, @ OyMaXKHbIC KOIIHH
cepTudHUKATOB Kirouei nposepku D11 JOKHBI XPaHUTHCS B TSUCHHE BCEI'0 YCTAHOBICHHOTO CPOKa
XpaHCHHS.
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